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Executive Summary
SMEs and mid-caps struggle to keep track of new technologies that may be important to their
business in the short, medium and long term. The aim of the Smart4Europe Technology and
Innovation Radar is to provide a useful reference for the SAE community highlighting up and coming
technologies that SMEs, mid-caps, as well as Large Industry, can exploit as well as the current
maturity of these technologies.
A major effort has been put into identifying technologies and innovative areas. In total 139
technologies and innovation areas have been identified. This has been done via desk research,
questionnaires and workshops with experts. Overall the technologies and innovations have been
categorised into 8 sectors:









Robotics
Artificial Intelligence (AI)
Energy Harvesting
Human Machine Interfaces (HMIs)
Tools, Platforms and Standards
Data Analytics
Smart Systems Integration (SSI)
Organic and Large Area Electronics (OLAE)

Notably the area of AI has become prominent over the last 2 years with application in many areas,
both at the cloud level and at the edge, and so a separate category was this created to cover this.
Likewise, the area of powering devices is also highly important and so a separate category on energy
harvesting was added.
Within these categories the technologies have been banded into short term up to 2025, medium
term 2025-2035 and long term 2035 onwards and the maturities of technologies are coloured into
red, amber and green so this can be easily understood by SMEs and mid-caps.
Another aim of the work in WP4 is to provide a clearer picture of future opportunities and to make
strategic recommendations for the SAE Initiative towards the next Framework Program. In view of
this a second Technology and Research Needs Radar has been created that categorises areas in the
2020-2030 timeframe in line with Horizon Europe. This radar was explored and refined in Workshops
held in 2018 and 2019.
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1.

Introduction

Smart4Europe has been designed to directly support the Smart Anything Everywhere (SAE) Initiative
which addresses the “next wave of products that integrate digital technologies” with the aims of
transferring knowledge and fostering collaboration and hence the uptake of digital technologies by
European industry. The overall ambition is to contribute to Europe's need to accelerate the design,
development, and uptake of advanced digital technologies by bringing Innovation Actions (IAs)
together. In order to boost digital transformation of European Industry Smart4Europe supports
European small and medium-sized enterprises (SMEs) and mid-caps to produce competitive products
based on innovative electronic components, software, and systems. In addition, Smart4Europe
supports companies to achieve competitive advantage by promoting early technology adoption. It
assists technology suppliers to seek finance for their product development and enables access to
early customers.
As part of this there is a need to identify promising technology and application fields to expand the
SAE Initiative and support strategic development towards the next Framework Programme, Horizon
Europe. The motivation is that Digital Technologies have already entered our daily life, with many
interactions. Digital transformation and innovation are now considered a necessity for all industrial
sectors especially if they want to stay ahead in the global race. Thus, action at a European level is
required to achieve digitisation successfully in order to create benefits for both society in general and
also in a European economic sense. Smart4Europe is particularly concentrating on the SAE ecosystem
disciplines and sectors as shown in Figure 1.

Connectivity

Control

Internet of
Things
“Things”

Smart Systems
Integration

Cyber Physical
Systems
“Components”

Application
Driven

Organic and
Large Area
Electronics
Technology
Integration

Figure 1. Smart4Europe Ecosystem Integration: Smart Systems Integration, Organic and Large Area Electronics, Internet of
Things and Cyber Physical Systems

Smart Systems Integration (SSI) addresses microsystems considering the ability to combine sensors,
actuators, data processors and communication interfaces in one single compact system to perform a
desired functionality for a (human) user or for another (connected) system. Smart Systems have
become increasingly miniaturised and autonomous in terms of their actions.
Organic and Large Area Electronics (OLAE) are driving the uptake of affordable and easily integrable
electronics for numerous applications (e.g. flexible electronics, lower cost touch pads and display
panels). In this respect material science is providing solutions with suitable properties and supporting
low cost processes for producing them (i.e. design, synthesis, production techniques and
characterization of materials).
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At the applications level enabling software, algorithms and connectivity are used to create “Smart
Systems”. These are used to provide the “Things” in the Internet of Things and provide embedded
system components that become part of a CPS which interacts closely with physical systems. Energy
procurement and management are often a crucial question, particularly when remote parts have to
be operated in locations where there is limited or no available electrical power. In this case there is a
need for customised low-energy (energy-efficient) computing, with potentially adoption of energy
harvesting from the environment.
The applications driven areas, the Internet of Things and Cyber Physical Systems are fuelled by
developments in Smart Systems Integration and Organic and Large Area Electronics as well as other
developments within the ecosystem such as in computing, e.g. neuromorphic computing. Each of the
fields, SSI, IoT, OLAE and, CPS, already have their own European Technology Platforms (ETP) [1] as
industry-led stakeholder initiatives to drive innovation, technology transfer and European
competitiveness. Each ETP organises events for its own ecosystem, develops its own roadmaps and
strategic research agendas and mobilizes public and private funding on a regional, national and EU
level to achieve its goals. However, Smart4Europe aims to try and bring these communities together
to address the Smart Anything Everywhere Vision and Digitisation of European Industry initiative by
interdisciplinary cooperation to exchange and learn from previous experience, combine funding and
coordinate activities on emerging and future technologies.

Figure 2. Overall objectives of Smart4Europe

As shown in Figure 2 Smart4Europe has three strategic objectives which are:
• Connecting with the community and enhancing SAE growth by bringing on board SMEs and midcaps
• Multiplying and creating an SAE ecosystem and achieving growth through collaboration
• Enabling the next generation of SAE and growth in new sectors

The work within WP4 is particularly addressing “enabling the next generation of SAE and growth in
new sectors” by identifying new technologies and applications. As there is a drive towards
digitisation in new non-traditional areas there is also an emphasis on this with a dedicated task, Task
4.3.
It has been noted that it is difficult for companies to keep track of new technologies and know
whether these will be of importance for future products. For large companies, it is possible to expend
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some effort internally on monitoring new advances and also in exploring the potential of new
technologies. For SMEs with limited resources, however, it is almost impossible to track
developments and understand all the new technologies that are coming to fruition. Therefore, the
uptake of new technologies and digitisation in general by SMEs is poor. This deliverable thus has the
goal of bringing together key information on new technologies that are expected to be important in
the future to provide a single reference, which can be used by companies as a source of information.

Figure 3. Identifying new technologies and new applications

Two streams of work have been performed in parallel. One stream of work has been investigating
and identifying new technologies that are being developed. This has been an ongoing exercise as new
technologies are being identified continually. These are represented on the Technology and
Innovation Radar which highlights the interest in the technology/innovations and also the level of
maturity of these. In a separate stream of work new potential applications for technology in nontraditional sectors has been investigated. There is a confluence in the two work streams in that the
new technologies and innovations on the Technology and Innovation Radar which are likely to be
driven by more traditional application sectors, e.g. automotive, may enable new potential
applications, whilst on the other hand new potential applications in new areas may actually drive the
interest in and development of new technologies. The ultimate goal of the work has been to provide
a reference for the SAE community via the Technology and Innovation Radar highlighting up and
coming technologies that SMEs, mid-caps, as well as Large Industry, can exploit in the future and also
identify new potential application domains.
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1.1Aims of the Technology and Innovation Radar
This document is part of WP4 and is an outcome of T4.2. It builds upon
work identifying new innovative SAE ICT technologies in T4.1. Using
this input, with other inputs questionnaires that have been sent to
industry experts and a workshop in Brussels, a Technology and
Innovation Radar has been evolving. At the same time in T4.3 there has
been on-going work identifying new applications of technologies in
non-traditional sectors for ICT such as Home Automation, Smart
Agriculture, Smart Wearables, Ocean Monitoring, etc.
This is the final deliverable for this work giving the Technology and
Innovation Radar after 2 years, however, it is planned to update and
maintain this beyond the end of the project. The aim of the radar is to
classify the new technologies and innovations identified with respect
to their potential and maturity. It should be noted that the
technologies and innovations identified are in areas where Europe has
expertise. In some cases, however, in the end use applications, e.g. Big
Data analysis, medical, aerospace, 5G, there is significant competition
from the US and South East Asia. Consideration has thus been taken of
where major developments are also taking place outside of Europe.
In addition to gathering input on new technologies a Radar Mapping
Meetings were held in May 2018 in Brussels and in March 2019 in
Stuttgart with experts. Before this an initial Technology and Innovation
Radar was populated based on the outcome of deskwork and the
questionnaires. The radars were circulated beforehand to stakeholders
who were encouraged to validate the positioning of the technologies
and innovations identified with respect to maturity. They were also
asked to highlight other Technologies, Services, Tools and Platforms,
which they believed were important for SAE. In the mapping meetings,
experts further considered the technologies and innovation areas, and
where they should be placed on the radar.
The radar was revisited again to decide if technologies and innovations
should move in terms of maturity, fade due to lost interest, or be “reblipped” due to continued or renewed interest.
Figure 4. WP4

D 4.2 © Smart4Europe Consortium

Page 12

2.

Technology and Innovation Radar Concept

A Technology and Innovation Radar (See ThoughtWorks [2]) is used to classify new technologies and
innovations into sectors according to some categorisation. In the first instance, 4 classifications for
technologies and innovations were used: Smart Technologies, Smart Services, SAE Tools and SAE
Platforms. However, during the course of work it was identified that this may not necessarily be the
best way to partition the technologies. As a consequence, different ways of classifying the
technologies and innovation areas were explored leading to the current categorisation into 8 areas.
This particular classification scheme was found to allow a better distinction of technologies.
Technology and Innovation Radars are used by companies to try and identify where research and
innovation investments should be made internally. It is a useful tool for identifying whether it is
worth investing time and resources into a given technology dependent on its potential and maturity.
It also gives information on when is the most appropriate time is to do this. By following the progress
of technology over time it is possible to track the maturity as it develops or identify that the
technology should not be pursued further.
There are different types of Technology and Innovation Radars. A radar can be targeted for a specific
company to use internally, however, there are also other forms of technology radar that can be used
with different objectives. Technology and Innovation Radars can also be used to monitor the progress
of innovation. For instance, in other work for the European Commission THHINK has proposed a
standardised Technology and Innovation Radar for monitoring the innovations being produced by the
PPPs based on the maturity and impact of different innovation outcomes. Thus, overall the concept
of the Radar can be tailored as appropriate to the present information in the most appropriate way.
In the case of Smart4Europe the intention is to provide a Technology and Innovation Radar that can
be used by many companies working in the SAE domain. This is challenging in that it is not derived for
a single company and it is also not designed for monitoring innovations (metrics on TRL changes
obtained through prototyping and demonstrator work are not easily accessible). Although a single
company can consider priorities for a given technology based on its own business interests, the aim
of the Smart4Europe Technology and Innovation Radar is much wider than this addressing the SAE
community as a whole. There will thus be different opinions about the “interest” of particular
technologies.
A second challenge is that the maturity of a technology has to be considered for a specific application
domain. For instance, a technology or innovation developed for the automotive domain with a high
TRL would have a low TRL in the aerospace domain. Thus an experts’ opinion of TRL depends on the
application sector they are working in. Additionally, it was noted that existing technologies and
innovations identified may be integrated together to create new technologies in systems integration.
This is not just a simple matter of combining TRLs. In general, the overall TRL will be that of the
lowest TRL component, but it can also be lower than this based on risks introduced by interactions
between component technologies. As Smart4Europe covers Smart Systems Integration this is a
concern at both a low level and also at higher applications levels such as a CPS, e.g. an autonomous
car. In creating the Radar for Smart4Europe the perceived “maturity” of a technology or innovation
has thus been considered rather than specific TRLs.
It should also be noted that the Technology and Innovation Radar is also considering both products
and services. For a product or service to be counted as innovative, it must be unique and compelling
to the consumer, create a competitive advantage, sit on a migration path that can yield further
innovations, and provide consumers with more value than other offerings on the market. From this
perspective there are different types of innovation. The most common one found is incremental
innovation, but in many cases new services result in radical innovations.
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Figure 5. Types of innovation

As shown in Figure 5 there are 4 key types of innovation:





Incremental Innovation – improving existing technology to increase customer value
(features, design changes, etc.) within an existing market.
Disruptive Innovation - applying a new technology or processes in an existing market, e.g.
Apple’s iPhone in the mobile phone market.
Architectural Innovation – taking existing skills and technology and applying it in a different
market, e.g. in 1966 a NASA project to improve the safety of aircraft cushions resulted in the
invention of memory foam.
Radical Innovation – new technology that creates new industries.

Bringing all of these factors together is thus challenging to represent the technologies and
innovations in a meaningful way to SMEs and mid-caps, along with information on maturity of the
technology. The potential impact of a given technology depends largely on the ability of an SME or
mid-cap to identify the business case for the technology or their specific interest in the technology or
innovation. This interest will drive their investment decisions for a given technology.
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3.

Evolution of the Technology and Innovation Radar

Figure 6. Approach to producing Initial Technology and Innovation Radar

The approach shown in Figure 6 was used to develop the Technology and Innovation Radar. In the
first instance desk research was performed to identify an initial set of technologies of interest
considering the core areas of Smart4Europe which are:





Technologies
Platforms and Standards
Services
Tools

The scope of the search was focused on technologies and scenarios that are based on the SAE vision
covering the core topics of CPS, embedded systems, SSI, OLAE and advanced computing for IoT. Up
and coming technologies and innovations that are being explored in existing projects were also
explored (this identifies technologies and innovative areas where active research and development is
underway within European projects), and also from advances announced for the future on the
Internet. This wider look at technologies and innovations was in order to look not only in Europe but
around the world for technologies and innovations which may have high significance in the future.
This led to the production of Deliverable D4.1 on New Technologies.
In parallel with this a questionnaire was developed covering 36 technologies which was sent to key
experts for feedback. This was also made available on the Smart4Europe website and was taken to
exhibitions and events to gather face-to-face feedback. The aim of the questionnaire was to obtain
feedback on the maturity of given technologies from experts as well as the potential for the
technologies. In addition, respondents were also asked to highlight any new or unusual applications
that they had come across or would like to see. The results from the questionnaires indicated some
differences in response (and indeed conflicting opinions in terms of technologies and innovation
areas, e.g. 5G, AI, etc., with respect to maturity and potential) dependent on the respondents
understanding and engagement in the technology area. In general respondents were able to provide
information on areas of their expertise, however, not in a generalist sense. This is to be expected as
there were a wide range of technologies on the list, some of which are very specific. It was also noted
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that the answers in terms of maturity and potential also depended on specific application domains.
As an example “UAVs” are a mature technology in the military domain, but less mature in the civil
domain. The responses also depend on the size of the UAV. For Smart Agriculture small UAVs are just
beginning to be used for monitoring, but there is also potential to use larger UAVs for spraying, etc.
In general, larger UAVs open up many opportunities for inspection of wide areas, e.g. farms,
electrical grid inspection, etc., however, these larger UAVs would require certification and thus
rigorous and costly development processes. Regulation also needs to be introduced to allow their use
which is a non-technical barrier. It is clear that in some cases a more well-defined scope is needed to
categorise areas.

Figure 7. Autonomy Classifications for Cars

There are similar non-technical barriers in terms of autonomous cars with again different views with
respect to the level of autonomy to be used (see Figure 7). Already autonomous cars with level 3
autonomy are being sold, e.g. Tesla, but fully autonomous cars are not expected to be on the road
until 2035. In terms of technology many barriers have been solved but there are also the legal,
liability and trust barriers that need to be overcome to enable uptake.
It was also clear that there is a need to better classify some of the technical areas in a more refined
manner. AI was considered to be a technology area, however, in reality AI covers many domains,
including machine learning, natural language processing, chatbots, virtual assistants, image
recognition, gesture control, augmented reality, emotional recognition, robotic process automation,
personalised recommendation, context aware community and business analysis. The actual
classification with respect to maturity and potential thus depends on a much finer categorisation.
Another aim of the questionnaire was to collect information on additional technologies that should
also be added to the radar. Although some technologies were identified it was noted that although
the results of the questionnaire are anonymous there was a reluctance in highlighting specific
technologies of interest by certain companies.
Additionally, respondents to the questionnaire were asked if they were aware of, or had an unusual
new potential application for, a technology, i.e. an innovative idea. This was in order to identify new
non-technical sectors were there are opportunities for exploitation. This feeds into the deliverable on
Task 4.3 which identifies new applications in traditional and non-traditional ICT sectors. In many
cases existing new applications that have been reported in the press were cited, e.g. 3D printing in
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the medical field for prosthetics, corneas, etc. Interestingly portable medical devices that perform
diagnosis (similar to the tricorder in Star Trek) and flying cars were identified. These were
subsequently identified as being already available in a wider search for new technologies.
Although there were differences in opinions, based on the feedback on the initial technology list, a
Preliminary Technology and Innovation Radar was constructed categorising the 36 technologies and
innovations identified into Technologies, Services, Platforms & Standards as well as Tools. To avoid
collecting subjective information on TRLs the data on maturity was gathered in terms of three classes
of maturity mature, new and long term. A second classification was made to try and classify the
mature category in terms of being supported by demonstrators and prototypes. This allowed the
technologies to be represented as high maturity, medium maturity (TRL 6-7 demonstrator), Lower
Maturity (prototype TRL4-5) and Very low maturity (TRL 1-3 experimental) according to the TRL levels
defined below:










TRL 1 – basic principles observed
TRL 2 – technology concept formulated
TRL 3 – experimental proof of concept
TRL 4 – technology validated in lab
TRL 5 – technology validated in relevant environment (industrially relevant environment in
the case of key enabling technologies)
TRL 6 – technology demonstrated in relevant environment (industrially relevant environment
in the case of key enabling technologies)
TRL 7 – system prototype demonstration in operational environment
TRL 8 – system complete and qualified
TRL 9 – actual system proven in operational environment (competitive manufacturing in the
case of key enabling technologies; or in space)

This Preliminary Technology and Innovation Radar proved very useful in identifying a number of
shortcomings of the original proposed radar concept for supporting the overall SAE SME and mid-cap
community. In terms of Services it was clear that these were linked to underlying technologies in
Data Analytics and Autonomy, which encompasses sensors, actuators, processing, big data, decision
support, AI, etc. Likewise, Tools also have a very wide scope and could include tools for development
and testing and also for data analysis. There was thus a difficulty in representing these in the 4
quadrants that were originally proposed. It was also noticeable that the number of immature
technologies identified was limited and certain sectors were poorly covered.
As a consequence the sectors on the Technology and Innovation Radar were represented in a
different way more geared towards the applications domains in Figure 1 considering CPS and IoT
applications. For instance, in the case of autonomous cars there is a need for the underlying sensor,
connectivity and control technologies. This led to a reorganisation into 4 key areas:





Robotics and Autonomous Systems - Key Supporting Technologies
Smart Pervasive Monitoring (IoT) - Key Supporting Technologies
Mastering Data - Key Supporting Technologies
Human Machine Interaction - Key Supporting Technologies

The Preliminary Radar also identified shortcomings in the coverage of technologies. As a result of this
renewed emphasis was put into the parallel on-going desk exercise to gather further key
technologies. Here effort was put into looking further ahead to try and identify more immature
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technologies (an area that was unpopulated) and applications that may be important in the future.
Emphasis was also placed on identifying technologies specific to the Smart Systems Integration and
Organic and Large Area Electronics areas which were also under-represented compared to the CPS
and IoT application domains. The result of this wider search resulted in around 90 technologies being
identified which are described in more detail in D4.1. This more future look at technologies also
identified new more futuristic applications such as the hoverbike, flying car, etc., which is a step
forward in technology from autonomous cars.
Based on this new data the Technology and Innovation Radar was developed classifying technologies
into 8 categories.









Robotics
Artificial Intelligence
Energy Harvesting
HMIs
Tools, Platforms and Standards
Data Analytics
Smart Systems Integration
Organic and Large Area Electronics (OLAE)

Within each of these categories technologies were considered with respect to their maturity. This led
to the ranking of maturity presented in Figure 8.

Figure 8. Categorisation of 107 Technologies and Innovations for Initial Radar in 2018

These initial categories were presented in Workshops and this has been added to during the course
of the project. It is notable that the initial radar presented 36 technologies and this subsequently
grew to 107 technologies by the end of year 1 (2018). In the second year a further 32 technologies
have been added giving a total of 139. These are presented in Section 12. Here it should be noted
that it has proved increasingly more difficult to identify new technologies as the coverage of the
radar has widened. In the following sections the key technologies are described according to the
categories identified and following this the Technology and Innovation Radar for 2019 is presented.
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4 Robotics
4.1 Additive Manufacturing
Additive Manufacturing is a process of creating three dimensional objects by laying down successive
thin layers of material. This is an additive process as opposed to subtractive processes such as milling
a shape from a block of metal. The material can be plastic, metal, concrete or human tissue. This
requires 3-D modelling software and a machine that can adds successive layers of liquid, powder or
sheet material in a layer-upon-layer fashion to fabricate a 3D object. One such subset of additive
manufacturing is 3-D printing. Originally, additive manufacturing was used for rapid prototyping of
new components to build visualisation models but increasingly it is being used to produce bespoke
components and spare or replacement part creation for sectors such as aviation, construction,
medical, dental, food, and fashion [3].

4.2 Adaptive Manufacturing Combining 3D Printing, Machine Learning and
Robotics
Combining 3D printing technology with machine learning and robotics allows the production of
components flexibly, cheaply and at scale. Machine learning can be used to optimise supply chains
and help reduce waste by intelligently managing material flow (in the US, building-related waste due
to mismanagement of materials costs over $160 billion every year [4]).

4.3 Exoskeletons

Figure 9. Robotic Exoskeleton to allow Shipyard Workers to Lift Heavy Loads (Source: Daewoo)

A powered exoskeleton [5] is a wearable external skeleton that is powered by a system of electric
motors, pneumatics and hydraulics. The aim is to increased strength and endurance for human
movement. They are being used in number of applications. These include in shipyards for lifting
heavy loads, for helping people who have lost the ability to walk to walk again and to help nurses lift
patients in hospitals. They can also be used to help with rehabilitation of stroke and spinal cord injury
patients. Exoskeletons are also being developed by the military to help soldiers unload supplies and
carry heavy objects. This can include carrying heavier armour which would otherwise cause fatigue.
There is also interest in civilian applications such as exoskeletons to help firefighters and rescue
workers.
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4.4 Assistive Robots
Robots are entering the health care sector in several ways. Companion robots are being used with
built in voice assistants to alleviate loneliness. Robots are being used in pharmacies to allow
prescriptions to be accurately filled 24 hours a day. Very small robotic sensors are also being
investigated that can be swallowed either for diagnosis, used for minor operations or to deliver the
medication to exactly the right location. Robots are also being used for disinfecting hospitals more
efficiently than is possible using just human staff. Tele-robotics is also being used to allow surgeons
and doctors to work remotely or simply at a smaller scale than would be possible by hand [6].

4.5 Cobots
Cobots is short for collaborative robots. Early collaborative robots were designed specifically for
purposes where they are in direct contact with or interact with a human operator and often assured
operator safety by relying on the human to provide the motive power. However, the term is now
more broadly used to mean robots that share the same workspace as humans. The robots can take
over the mundane or dangerous tasks from humans. For example, feeding parts into and retrieving
them from a CNC machine [7][8].

4.6 Self-Reconfiguring Robotic Systems
Modular self-reconfiguring robotic systems or self-reconfigurable modular robots are autonomous
kinematic machines with variable morphology. Beyond conventional actuation, sensing and control
typically found in fixed-morphology robots, self-reconfiguring robots are also able to deliberately
change their own shape by rearranging the connectivity of their parts, in order to adapt to new
circumstances, perform new tasks, or recover from damage. For example, a robot made of such
components could assume a worm-like shape to move through a narrow pipe, reassemble into
something with spider-like legs to cross uneven terrain, then form a third arbitrary object (like a ball
or wheel that can spin itself) to move quickly over flat terrain. In some cases this involves each
module having 2 or more connectors for connecting several together. They can contain electronics,
sensors, computer processors, memory and power supplies. They can also contain actuators that can
be used for manipulating their location. Modules can also automatically connect and disconnect
themselves to and from each other, to form into many objects or to perform many tasks.

4.7 Industry X.0
Industry X.0 [9] and the Industrial Internet of Things are connected, intelligent products that
communicate with users. This is leading to new digital business models that harness collected data to
offer additional services and as-a-service products. Potentially products on the assembly line can tell
shop floor machinery how they are to be processed. The core of Industry X.0 is highly intelligent
connected systems that create a full digital value chain. This is being driven by 3 trends:
1. Digitisation: Production processes in all sectors, from high tech to industrial equipment, are being
transformed by digital technologies.
2. Industrialisation: Leading companies are already integrating these technologies to improve and
evolve pillars of their value chain.
3. Optimisation: Innovative manufacturers recognise that enhancing the manufacturing process for
even simple products presents new opportunities for growth.
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Industry X.0 is based on cyber-physical production systems that combine communications, IT, data
and physical elements. These systems transform traditional plants into smart factories. Here,
machines “talk” to products and other machines, objects deliver decision-critical data, and
information is processed and distributed in real time resulting in profound changes to the entire
industrial ecosystem.

4.8 UAVs
An Unmanned Aerial Vehicle (UAV), commonly known as a drone, is an aircraft without a human pilot
aboard. UAVs may operate with various degrees of autonomy either under remote control by a
human operator or autonomously by onboard computers. While they are now common in military
applications, their use is rapidly expanding to commercial, scientific, recreational, agricultural, and
other applications, such as policing, peacekeeping, and surveillance, aerial photography and
agriculture. There is also interest in product deliveries, e.g. Amazon Prime. Notably civilian UAVs now
vastly outnumber military UAVs [10]. In a range of industries from agriculture to emergency services
to insurance, commercial-grade drones equipped with high-resolution cameras are being used for
surveillance and inspection. It is expected that in the near future, aerial inspection will exploit
synchronised drone fleets grabbing high-definition, 360-degree video footage, feeding data to cloudbased platforms for analysis. This can be used to control the distribution of pesticides, provide live
monitoring of crops and provide alerts in the event of fires or drought.

4.9 Autonomous Seagoing Platforms

Figure 10. Wave Glider (Source: Liquid Robotics)

Increasingly autonomous platforms are being used to gather data such as the Wave Glider SV3 [11],
from Liquid Robotics (now a Boeing company) in Figure 10. This is a self-powered, low profile,
platform that can carry a variety of sensor payloads and provides, data processing, storage and onboard communications. It is capable of long-range, extended deployments (up to one year) with
minimal human intervention being propelled by wave generated energy. The SV3 can explore more
than 90% of the world's oceans. Currently, solar panel arrays provide power for the on-board
systems, but these can be compromised by algae growth which is the limitation to longer
deployments. This platform is unusual in that it also has a module underneath that can be deployed
that glides underwater to gather data at lower depths.
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4.10 Remotely Operated
Underwater Gliders

Vehicles,

Autonomous

Submersibles

and

Figure 11. REMUS 6000 and Underwater Sea Glider (Source: Kongsberg)

Remotely Operated underwater Vehicles (ROVs) are controlled and powered from the surface via an
umbilical or using remote control. Operators see video images sent back from the robot and can send
commnads to control its propellers. Some ROVs also have a manipulator arm. ROVs are often used
for inspection and repair operations for oil rigs in water that is too deep or too dangerous for divers.
An autonomous underwater vehicle (AUV) operates without input from an operator ultilising its own
command and guidance system tyoically operating over a preprogammed course. These are battery
powered and are thus limited in their operating times. It is also possible to have underwater gliders
that use small buoyancy changes to move up and down in the ocean. The glider uses wings to convert
the vertical downward motion to horizontal motion to propel itself forward. This is a very efficient
giving them significant range and duration compared to vehicles that are propelled by electric
motors. Gliders can operate for several months if required following an up-and-down saw-tooth
profile providing data at different depths. A number of different gliders exist operated by navies and
ocean research organisations. A typical autonomous underwater vehicle and underwater glider [12]
from Kongsberg is shown in Figure 11.

4.11 Autonomous Driving
An autonomous car is a vehicle capable of sensing its environment and navigating without human
input. Autonomous cars use a variety of techniques to detect their surroundings, such as radar, laser
light, GPS, odometry and computer vision. This is combined with advanced control systems to
identify and follow appropriate navigation paths, while avoiding obstacles and taking note of relevant
signage. Additionally, autonomous cars must also be able to analyse sensory data to distinguish
between different cars on the road, both autonomous and non-autonomous.

Figure 12. Driverless Trucks (Mercedes)

An example is Driverless trucks which could reduce wind drag and save on fuel by coordinating
movements together over long distances. It could also allow drivers to complete long routes faster by
driving part of the route in place of the driver without the need for stops. The camera and LIDAR
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technologies already exist and have been demonstrated in a number of trials by companies such as
Mercedes and Peloton [11]. Key barriers are legislation and concerns over safety from the general
public.

4.12 Mobility Solutions
Mobility-as-a-Service (MaaS), describes a shift away from personally-owned modes of transportation
towards mobility solutions that are consumed as a service. This is enabled by combining
transportation services from public and private transportation providers through a unified gateway
that creates and manages the trip, which users can pay for with a single account. Users can pay per
trip or a monthly fee for a limited distance. The key concept behind MaaS is to offer travellers
mobility solutions based on the travel needs. MaaS can also be applied to movement of goods,
particularly in urban areas. There is now a myriad of new mobility service providers such as car
sharing, e-hailing, bike-sharing and on-demand "pop-up" bus services. Self-driving cars are likely to
be a key game changer in this market making on-demand services more affordable and limiting the
benefits of owning a personal car.

4.13 Hyperloop - 760mph trains

Figure 13. Hyperloop Concept

The aim of the Hyperloop [14] system is to allow trains to travel at up to 760mph through a vacuum
tube propelled by compressed air and induction motors. The concept is currently being tested over
short distances, but it is planned to build a loop between San Francisco and LA that will transfer
passengers in 35 minutes, compared to 7.5 hours by conventional train.

4.14 Hoverbike
A hoverbike (or hovercycle) is a vehicle that resembles a motorbike that can hover using at least two
propulsive portions - one in front of and one behind the driver. A number of companies are
developing hoverbikes. Malloy Aeronautics, for instance, has been developing a hoverbike that has
experimented with quadcopter-like lift. In 2015 the company announced collaboration with the
United States Defence Department at the Paris Airshow. In the UK the Aero-X [15] hoverbike is
designed to carry up to two people using two paramotors for lift.
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4.15 Flying car

Figure 14. Airbus Flying Car

A flying car is a personal air vehicle that provides door-to-door transportation by both ground and air.
Many prototypes have been built since the first years of the twentieth century, but no flying car has
yet reached production status. Recently, Airbus, Audi and Italdesign joined forces to develop a
modular passenger drone and electric car hybrid named “Pop.Up Next”. This was revealed at the
2018 Geneva Motor Show [16]. The Next is a two-seat vehicle capable of driving on ordinary roads
and flying to dodge traffic jams on the ground. In order to travel on the road, the cabin is attached to
an electric ‘sled’. This enables it to drive itself at up to 100km/h using a 15kWh battery. The cabin
incorporates a wide 49" touchscreen for control, also using eye-tracking and speech and facial
recognition. When the rider is trapped in traffic or wants to travel considerably more quickly, they
can use an app to hail a Pop.Up Next ‘air module’ from a nearby charging station. This large drone
attaches itself to the roof of the cabin with a titanium locking mechanism that pairs with the cabin at
three different points and lifts it vertically into the air. It can then carry the car for 50km on a single
charge of its 70kWh battery, using eight electric motors. The cabin is kept as light as possible using
aluminium framing and ultralight mesh.
A number of other companies are working on flying cars. Porsche is working on a passenger drone
concept and Uber is working with Nasa on a “flying taxi” service [17] which could launch as early as
2020. The Dutch manufacturer PAL-V has announced that it will be selling production models of its
PAL-V Liberty by 2019 [18].

4.16 Autonomous Ships

Figure 15. Ship Automation Leading to Autonomous Ships (Source: Rolls-Royce Plc)
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The continual growth in shipping is leading to severe congestion in waterways around Europe. This is
driving the use of new navigation technologies and the linkage of world-wide ship management
systems with ship fouling efficiency metrics to optimise performance to reduce shipping costs, fuel
consumption, and emissions. This is being addressed through the introduction of ICT technologies
and algorithms to optimise shipping movements and port operations. There is also a big push to
improve safety across all types of shipping due to high-profile accidents. Here the use of more
automation is predicted with roadmaps being announced for autonomous ships as shown in Figure
15. This indicates that increasing levels of autonomy will be introduced to reduce crew levels. Firstly,
remotely piloted vessels will be adopted in a 10-year timescale in coastal waters, leading to remote
piloting of vessels in the oceans by 2030, with a long-term goal of fully autonomous vessels by 2035.
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5 Artificial Intelligence
The term Artificial Intelligence covers a range of technologies that allow machines to learn and
perform tasks better than humans. These are not machines that can pass the Turing test but are
machines that can be programmed for a task and then improve with time. As examples, Siri and Alexa
are voice assistants used on Apple and Amazon products which use machine learning to improve
speech recognition. Netflix uses predictive technology to suggest movies based on past choices. AI
also has many applications in image recognition allowing better categorisation of objects in images
than a human can perform [19][20].

Figure 16. Artificial Intelligence (www.teachthought.com)

Artificial Intelligence (AI) is intelligence demonstrated by machines. The most common use of AI is in
the analysis of data and, in particular, Big Data, but it is exploited in autonomous systems for vision
processing and decision making and in the field of robotics where it is used to describe artificial
consciousness.

5.1 Machine Learning
Machine Learning is a field of artificial intelligence that uses statistical techniques to allow computers
to progressively improve performance on a specific task without being explicitly programmed.
Machine learning uses algorithms learn from and make predictions from data. They make data-driven
predictions or decisions by building a model from sample inputs. Machine learning is being exploited
in email filtering, network intruder detection and computer vision. In data analytics it is being used
for predictive analytics to uncover hidden insights through learning from historical relationships and
trends in the data.

5.2 Convolution Neural Networks for Image Recognition
Image recognition is the process of identifying and detecting an object or a feature in a digital image
or video. This concept is used in many applications like systems for factory automation, car
monitoring, and security surveillance. Typical image recognition algorithms include optical character
recognition, pattern matching and gradient matching. A common use is for number plate
identification. Conventional neural networks suffer from the problem that every pixel in an image is
connected to every single neuron. This presents computational complexity. A recent breakthrough in
the field has been the development of convolution neural networks (CNN) which take advantage of
the fact that, in any given image, proximity is strongly correlated with similarity. That is, two pixels
that are near one another in a given image are more likely to be related than two pixels that are
further apart. CNNs make image processing computationally manageable by filtering connections by
proximity. Rather than connecting every input to every neuron in a given layer, CNNs intentionally
restrict connections so that any one neuron only accepts inputs from a small subsection of the layer

D 4.2 © Smart4Europe Consortium

Page 26

5.3 Deep Data Mining
Deep analytics is a process applied in data mining that analyses, extracts and organizes large amounts
of data in a form that is acceptable, useful and beneficial for an organisation, individual or analytics
software application. Deep analytics generally extracts information from data sets that are hosted on
a complex and distributed architecture, with the implementation of data analysis algorithms and
techniques. The deep analytics process requires operation on a huge amount of data, typically in
petabytes and exabytes. The data analysis workflow is spread out across a number of server or
computing nodes to speed up the process. This technology is being used commercially and by
government to predict the psychological profiles of individuals.

5.4 Reinforcement Learning
Reinforcement learning can allow artificial intelligence to solve problems that it has not seen before.
The concept works with a large neural network, trained to recognize patterns in data. The computer
learns what data is right, and what is wrong, and continually improves itself. This has been used to
show that a computer can beat one of the best players in the world at the game Go. Reinforcement
learning is expected to be exploited in self-driving cars as well as in other applications.

5.5 Precision Medicine Exploiting AI and Biometrics
The AI health market is projected to grow ten-fold [21]. AI is expected to have an impact in several
areas including robot-assisted surgery, virtual nursing assistants, dosage control, automated
workflow administration, intelligent diagnostics and precision therapy. The use of AI is becoming
more feasible as biometrics is getting better at collecting data (with pill-size cameras, fitness
bracelets, gene expression analysis, etc.) and as healthcare software systems are getting better at
organising and analysing data. This should help with the identification and treatment of a number of
diseases. Health AI can compare personal health to an extensive database, comparing genetics,
comorbidities, environment, and behaviour, and then optimise and improve treatments based on
what has worked previously given a patient’s personal situation. Machine learning is also being
applied to health research, in selecting clinical trials, pharmaceutical modelling and epidemic
outbreak prediction.

5.6 Self-Diagnostic Medicine

Figure 17. Self-Diagnostic Medicine (source: mashable.com)

Self-diagnostic medicine is a technology that is currently being developed that will provide an
alternative to medical consultations. The aim is to provide diagnostic hardware to people in the
comfort of their own homes.
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5.7 Ambient Intelligence (AmI)
Ambient intelligence (AmI) refers to electronic environments that are sensitive and responsive to the
presence of people. Ambient intelligence is a vision for the future of consumer electronics,
telecommunications and computing that was originally developed in the late 1990s by Eli Zelkha and
his team at Palo Alto Ventures for the time frame 2010–2020 [22][23][24][25]. In an ambient
intelligence world, devices work together to support people in carrying out their everyday life
activities in an easy, natural way using information and intelligence that is hidden in the Internet of
Things. As these devices grow smaller, more connected and more integrated into our environment,
the technology disappears into our surroundings until only the user interface remains perceivable by
users. The ambient intelligence paradigm builds upon pervasive computing, ubiquitous computing,
profiling, context awareness, and human-centric computer interaction design, of which, is
characterized by systems and technologies that are [26] :






embedded: many networked devices are integrated into the environment
context aware: these devices can recognize you and your situational context
personalized: they can be tailored to your needs
adaptive: they can change in response to you
anticipatory: they can anticipate your desires without conscious mediation.

A typical context of ambient intelligence environment is a home environment but may also be
extended to work spaces (offices, co-working), public spaces (based on technologies such as smart
street lights), and hospital environments [27].

5.8 Natural Language Processing
Natural language processing (NLP) is concerned with the interactions between computers and human
(natural) languages. The aim is to program computers to process and analyse large amounts of
natural language data. Examples are in speech recognition, natural language understanding and
natural language generation. Recent work in this field has been exploring unsupervised and semisupervised learning algorithms to avoid the need to hand annotate language. This is a more difficult
challenge than supervised learning but most data is not annotated, e.g. data on the WWW. Since
2010 there has been interest in representation learning [28] and deep neural network [29]-style
machine learning methods. Word embeddings [30] can be used to capture semantic properties of
words and neural machine translation [31] (NMT) exploiting deep learning-based approaches can be
used toperform direct translations without the need for intermediate steps such as word alignment
and language modeling.

5.9 Neuromorphic Computing
Neuromorphic computing describes the use of analog, digital, mixed-mode analog/digital Very LargeScale Integration (VLSI), and software systems to mimic neuro-biological architectures present in the
nervous system for perception, motor control and sensory integration. The implementation of
neuromorphic computing on the hardware level can be realized by oxide-based memristors,
threshold switches and transistors. Neuromorphic engineering brings together biology, physics,
mathematics, computer science and electronic engineering to design artificial neural systems, e.g.
vision systems, auditory processors, and autonomous robots.

D 4.2 © Smart4Europe Consortium

Page 28

6 Energy Harvesting

Figure 18. THHINK Kinetic Energy Harvester

Energy harvesting (also known as power harvesting or energy scavenging or ambient power) is the
process by which energy is derived from external sources (e.g., solar power, thermal energy, wind
energy, salinity gradients, and kinetic energy). This energy is captured, and stored for small, wireless
autonomous devices, like those used in wearable electronics and wireless sensor networks. Energy
harvesters provide a very small amount of power for low-energy electronics scavenged from the
ambient background. For example, movement energy, temperature gradients, electromagnetic
energy (radio and television broadcasting).

6.1 Solar Harvesting
Photovoltaic (PV) energy harvesting wireless technology offers significant advantages over wired or
battery-powered sensor solutions. Indoor PV harvesting solutions have to date been powered by
specially tuned amorphous silicon technology, e.g. solar calculators. In recent years new PV
technologies have come to the forefront in Energy Harvesting such as Dye Sensitised Solar Cells
(DSSC). The dyes absorb light much like chlorophyll does in plants. Electrons released on impact
escape to the layer of TiO2 and from there diffuse through the electrolyte. As the dye can be tuned
to the visible spectrum much higher power can be produced. At 200 lux DSSCs can provide over 10
µW per cm².

6.2 Solar Roof Tiles

Figure 19. Tesla Solar Roof Tiles

Tesla have unveiled new solar roof tiles. Unlike currently used solar technology, the new glass tiles
look almost indistinguishable from typical roof tiling and come in a broad array of shapes and
colours. They generate electricity, last longer, have better insulation, and also cost less than a normal
roof.
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6.3 Supercapacitor Technology
Supercapacitors are competing against common battery technologies as an energy storage option.
They are able to be cycled hundreds of thousands of time with minimal performance loss. A
supercapacitor operated for 10 years might have a capacity loss of around 20%. They charge rapidly
and deliver high load currents. Their performance at cold temperatures is also strong. However, the
downside is low energy density and a typical voltage of 2.7V means higher voltages can only be
achieved by placing multiple cells in series. They are often used for voltage stabilisation, backup
supplies, in regenerative braking systems, etc. [32].

6.4 Thermal Energy Harvesting
Thermal energy harvesting is the process of capturing heat which is either freely available in the
environment or which is waste energy given off by engines, machines and other sources and putting
it to use. Thermal energy which is harvested may be used as heat to pre-heat water for domestic use
or industrial processes. Alternatively, it can be converted into mechanical or electrical energy. Most
commonly heat, or more precisely a temperature difference, is converted into electrical energy using
thermoelectric generators (TEGs). These rely on properties of a special class of semiconductors
known as thermoelectric materials, which create an electric potential when thermal energy migrates
through them from a hotter side to a colder side. These materials can also be used to pump heat
from one side to the other by applying an electric current to them. Thermoelectric devices have the
advantages of being compact, fairly lightweight, solid state with no moving parts, silent in operation
and requiring more or less no maintenance.

6.5 Energy-Harvesting Floors

Figure 20. Pavegen Floor Tile

Energy harvesting floors have been demonstrated in a number of applications such as the Tokyo
subway. Commercially Pavegen, which was founded in 2009, has installations in a number of places
where there are high footfalls. The company produces tiles which converts people’s footsteps into
energy via electromagnetic induction generators that vertically displace, resulting in a rotatory
motion. Each tile is equipped with a wireless API that transmits real-time movement data analytics,
whilst directly producing power. This information can be sent to a range of mobile devices and
building management systems. Likewise, engineers in the US are working on wooden floorboards
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[33] that use the same concept. The floorboards are sustainable and inexpensive as they are made
from wood pulp with embedded nanofibers.

Figure 21. Energy harvesting wood made from wood pulp and nano fibers © Stephanie Precourt/UW-Madison College of
Engineering

6.6 Vibration Energy Harvesting
Most of the work on low power movement harvesting consists of vibration harvesting to provide
microwatts to milliwatts. This is achieved in many ways, e.g. piezoelectric, capacitive, magnets, etc.
Depending on the approach mechanical energy from the vibration is used to deform a piezoelectric
material, move capacitive plates with respect to each other, or magnets moving in coils. This is used
to generate electricity. As this is AC then there is a need to convert this to DC energy. In general
vibration harvesters are mechanically tuned to certain vibration frequencies. It is thus necessary to
design the harvester with respect to the natural frequency of the vibration. Non-linear harvesters
also exist which harvest over a narrow range of frequencies.

6.7 Flywheel Energy Storage (FES)
Energy storage is also a key need and for smaller devices this can be done in battery technologies and
supercapacitors. When larger amounts of energy are required Flywheel Energy Storage (FES) works
by accelerating a rotor (flywheel) to a very high speed and maintaining the energy in the system as
rotational energy. When energy is extracted from the system, the flywheel's rotational speed is
reduced as a consequence of the principle of conservation of energy. Adding energy to the system
correspondingly results in an increase in the speed of the flywheel. Most FES systems use electricity
to accelerate and decelerate the flywheel, but devices that directly use mechanical energy are being
developed [34]. Advanced FES systems have rotors made of high strength carbon-fibre composites,
suspended by magnetic bearings, spinning at speeds from 20,000 to over 50,000 rpm in a vacuum
enclosure. Such flywheels can come up to speed in a matter of minutes reaching their energy
capacity much more quickly than some other forms of storage [35].

6.8 Hot Solar Cells
Although solar panels are more efficient than their predecessors, they still only absorb a fraction of
the incident sunlight. Hot solar cells solve this problem by converting sunlight into heat and then
back to light. In this approach, an “absorber-emitter” absorbs light, converts it to heat, and funnels it
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to solar cells. Another advantage of this approach is that it may also be possible to store energy for
later use allowing the system to deliver continuous power even when the sun is not shining.

6.9 Electricity Generating Fabric
The aim of fabrics that generate electricity are to covert the kinetic energy we produce ourselves to
power devices. An example developed at the Georgia Institute of Technology is smart fabric [36]
which is thin, flexible and generates electricity as it moves. Potential applications are in health
indicators, but also for charging small electronic devices. The expectation is that the material will be
available commercially within 5 years.

6.10 Wireless Energy Transfer

Figure 22. Wireless charging (www.engadget.com)

For systems to be autonomous they need to produce their own power. Many of today’s smart
systems rely on rechargeable batteries. This requires periodic plugging in of the device which may
not always be practical. Wireless Energy Transfer allows the direct beaming of energy from a power
source without the need for a wire. If this technology is successful, there would be no need to plug
devices in for recharging in the future.

Figure 23. Wireless energy transfer (www.elektrikport.com)

The concept of wireless power was first introduced a few years ago, after an electrical charge was
stimulated in a wire coil by placing another one nearby through the process of electromagnetic
induction.
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6.11 Artificial Photosynthesis
Artificial photosynthesis is a chemical process that mimics the natural photosynthesis process to
convert sunlight, water and carbon dioxide into carbohydrates and oxygen. Common approaches
include the use photocatalytic water splitting water to create hydrogen and oxygen and light driven
carbon dioxide reduction to replicate carbon fixation. Researchers are assembling devices that
directly produce solar fuels, use photoelectrochemistry in fuel cells, and exploit enzymes and
photoautotrophic microorganisms for biofuel and biohydrogen production from sunlight. This fuel
can be stored and used when there is no sunlight available. An issue is the efficiency of the
production of the biofuel. Photosynthesis itself is a low efficiency process. An advantage is that if
photosynthesis is used base on water and sunlight it would be a clean energy source with he only biproduct being oxygen.

6.12 Mini and Micro Wind Turbines

Figure 24. Mini Wind Turbines (Source Windkinetic and Semtive Energy)

Small wind turbines [37] have been developed that produce between 2 Watts to 30 kWatts for
microgeneration. The majority of small wind turbines are traditional horizontal axis wind turbines,
but vertical axis wind turbines are a growing area. More traditional bucket type turbines have been
around for some time but it has been found that vertical blade turbines are more efficient. An
example is the Nemoi wind turbine [38] that has three vertical blades that spin carousel-like around a
central axis. Mini and micro wind turbines are typically used for off-grid applications. This can be for
providing power on yachts and also for powering equipment in remote applications, e.g. telemetry,
telecommunication, and surveillance systems.

6.13 Tidal Power
Tidal energy converts the energy obtained from tides into electricity. Tides are very predictable
compared to wind energy and sun energy. A problem is the high cost of deployment and limited
availability of sites with sufficiently high tidal ranges or flow velocities. Advances in turbine
technology, however, are now making tidal power more interesting and the total availability of tidal
power may be much higher than previously assumed. It should be noted that tide mills have been in
use since the Roman times for grinding corn. The process of using falling water for driving electricity
turbines has been used in many dams since the last century. The largest tidal power station used to
be in France but a new one in South Korea [39] was commissioned in August 2011 which has 10
turbines generating 254 MW.
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7 HMIs
7.1 Voice Assistants
Voice assistants such as those offered by Microsoft, Amazon, Google, and Apple are already widely in
use and allow the user to use natural language to request information (such as the weather), control
devices (such as lighting and television), and to make purchases online. Voice control can leave the
hands free for other tasks such as driving or be a great liberator for those who are disabled or simply
find interacting with a computer to be complex.

7.2 Chatbots
A chatbot is a computer program that can conduct a conversation via auditory or textual methods
and are often designed to convincingly simulate how a human would behave as a conversational
partner. Chatbots are typically used in customer service or information acquisition services. Most
commonly chatbots scan for key words or word patterns in the input but more sophisticated natural
language processing systems can also be used. Examples of chatbots are Google Assistant [37],
Amazon Alexa [41], vand messaging apps such as Facebook Messenger [42]. Chatbots can be
classified into usage categories such as conversational commerce [43] (e-commerce [44] via chat),
analytics, communication, customer support, design, developer tools, education, entertainment,
finance, food, games, health, HR, marketing, news, personal, productivity, shopping, social, sports,
travel and utilities.

7.3 Virtual Assistants
A virtual assistant provides administrative, technical, or creative assistance to clients remotely. Since
virtual assistants are independent clients are not responsible for any employee-related taxes,
insurance or benefits and they do not need to provide office space, equipment or supplies. It is
estimated that there are as few as 5,000-10,000 or as many as 25,000 virtual assistants worldwide.
Virtual Assistants provide their services via the Internet, e-mail, phone, Skype, etc. Typically 5 years
of administrative experience in an office is expected in a position such as executive assistant, office
manager/supervisor, secretary, legal assistant, paralegal, legal secretary, real estate assistant, and
information technology. A simple example is to use a Virtual Assistant to answer your phone
remotely without the end user's knowledge. This allows many businesses to add a personal touch in
the form of a receptionist without the additional cost of hiring someone.

7.4 Smart Mirror
The advent of low-cost processing such and a Raspberry Pi, monitor, WiFi connectivity and two-way
glass allows the construction of smart mirrors. These can be used to clock, calendar, weather, news
feed, and alerts. It can also be combined with other information e.g. smart scales and wearable
devices to provide health information. Already there is open source software on GitHub to support
this such as MagicMirror [45] and a range of 3rd party developers.

7.5 Face Recognition
Facial recognition is used to identify a person from a digital image or video frame via comparison
with a database record. Biometric Artificial Intelligence as it is sometimes called uniquely identifies a
person by analysing patterns based on the person's facial textures and shape. This is finding wide use
in security systems and on mobile platforms as well in the area of robotics for human-computer
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interaction. Although the accuracy of facial recognition systems are lower than iris or fingerprint
recognition they have the advantage of being contactless. The technology can also be used to detect
multiple faces in an image and quickly measure face attributes such as crowd demographics to
measure age, gender and ethnicity [46]. It can also be used for monitoring advertising and analysing
customers head movements to ascertain their interest in a product or even website.

7.6 Emotion Recognition from Imaging

Figure 25. Emotion Recognition from Images (Source: sightcorp)

It is also possible to deduce people’s emotions using image processing software. This can be used to
not only get information on age and gender, but also the mood of the person from facial expressions
such as happiness, surprise, sadness, disgust, anger and fear. Again this can be used for monitoring
the effectiveness of advertising but it can also be used to detect potential trouble in a crowd of
people. An example of this is from sightcorp [47].

7.7 Emotional Recognition using Facial and Verbal Expressions
Emotion recognition is the process of identifying human emotion most commonly from facial and
verbal expressions through the analysis of human expressions from texts, audio, or video. Different
emotions are detected through the integration of information from facial expressions, body
movement, gestures, and speech. There are three main techniques: knowledge-based, statistical
methods, and hybrid approaches. Knowledge-based techniques utilise domain knowledge and the
semantic and syntactic characteristics of language to detect emotions. They use either dictionarybased or corpus-based approaches. Dictionary-based approaches look for opinion or emotion seed
words in a dictionary and expand this with a search for synonyms and antonyms. Corpus-based
approaches start with a seed list of opinion or emotion words and expand the database by finding
other words with context-specific characteristics. Statistical methods commonly use supervised
machine learning algorithms in order to predict emotion types from large sets of annotated data.
Although generally more accurate they require large training sets. Common algorithms include
Support Vector Machines, Naive Bayes and Maximum Entropy as well as Deep Learning techniques
such as Convolutional Neural Networks (CNN) [45], Long Short-term Memory (LSTM) [49], and
Extreme Learning Machine (ELM) [50]. Hybrid approaches are also possible combining knowledgebased techniques and statistical methods to give better classification performance at the expense of
computational complexity.

7.8 Personalised Recommendations
A recommender system is used to predict the "rating" or "preference" a user would give to an item.
They are used in a variety of areas including movies, music, news, books, research articles, search
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queries, social tags, restaurants, garments, financial services, life insurance, online data and Twitter
pages. Recommendations are produced wither by collaborative filtering [51] or through contentbased filtering [52] (also known as the personality-based approach). In collaborative filtering a model
is built from a user's past behaviour (items previously purchased or selected and/or numerical ratings
given to those items) as well as similar decisions made by other users. This model is then used to
predict items (or ratings for items) that the user may have an interest in. Content-based approaches
use characteristics of an item in order to recommend additional items with similar properties. The
two approaches are often combined in hybrid approaches.

7.9 Augmented Reality
In augmented reality certain aspects of the physical world are replaced by computer generated
alternatives. Primarily this would be visual with an overlay of information on a live video of the world,
however, it is also possible to introduce audio, touch, and smell. With augmented reality the real
physical world is not entirely replaced but adjusted for the purpose of the system being modelled.
Microsoft hololens is an example of visual augmented reality where the users wear a visor that allows
them to see the physical world and allows the computer to know the location of the user and in
which direction they are looking. Using this information a pair of images is superimposed over parts
of the visor giving the user the impression they are seeing computer generated items in the real
world. Augmented Reality is being used practically in a variety of applications, such as medical
applications, maintenance and training.

Figure 26. Augmented reality (matthewbuckland.com)

An example is the Augmented ID Program which helps direct people to geo-tagged tweeters on their
friends list on Twitter as well as to the nearest pubs or restaurants just by pointing their cameras in a
given direction. This provides a personal dynamic GPS system. The area is one that many well-known
companies are exploring. Google Glass [53] for instance, allowed users to view social media feeds,
text, Google Maps, as well as to navigate via GPS and take photos although this was not a success on
the market as was expensive ($1,500).
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Figure 27. Google Glass (Image Source: YouTube)

A number of companies are working on augmented reality systems, but it is important to create an
affordable consumer version.

7.10 Virtual Reality
In virtual reality the real world is replaced entirely with a computer-generated reality. Viewing this
generated reality requires the user to wear goggles which monitor the direction in which the user is
looking to generate a stereoscopic view as if the user were looking in that direction in the generated
reality. Some systems also allow the location of the user to be monitored within the real world so
that their movement can be mapped to the generated world. Some systems are also capable of
generating physical feedback perceived as vibrations or simulated touch and these are known as
haptic systems.

Figure 28. Oculus Rift (Image Source: Kickstarter)

Virtual Reality gaming is an area that is growing. There are an increasing number of devices on the
market such as the Oculus Rift [54]. By using a 3D headset the user mentally feels that he/she is
actually inside the video game. In a virtual world, the user can turn their head around to view the
world in high resolution. Current VR technology relies on virtual reality headsets like the Oculus Rift
at the cheaper end and multi-projected environments at the higher cost end. These also sometimes
incorporate physical environments or props, to generate realistic images, sounds and other
sensations that simulate a user's physical presence in a virtual or imaginary environment. A person
using virtual reality equipment is able to "look around" the artificial world, move around in it, and
interact with virtual features or items.
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7.11 Wireless Display Technology

Figure 29. Wireless HD Transfer (hothardware.com)

Wireless HDMI connections have been available since around 2012 but the cost has not been
attractive compared to simpler to use cables. There have also been a number of competing
standards. It is expected that in the future low-cost wireless HD lines will use short range and high
bandwidth in an ultra-wide band spectrum to transmit HD video and audio from a media centre to a
television screen. This will provide wireless connectivity for a range of devices.

7.12 Paying With Your Face
Already face-detecting systems are being used in China [55] to authorise payments, provide access to
facilities, and track down criminals. Face-reading technology could transform systems used for
security, travel and in many other domains. In China, secure financial transactions now utilise facial
recognition technology. The new facial recognition technology utilises artificial intelligence to identify
a person through multiple facial features, however, it should be noted that it removes some
anonymity and can be seen as an invasion of privacy.

7.13 2D to 3D Converting Device

Figure 30. 3D smart phone display (www.technologyreview.es)
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A company called DDD active in the 3D television domain has been working on providing 3D displays
for smart phones and other mobile devices. This will be made possible through technology that
converts 2D contents to 3D.

7.14 3D Displays
The ability to view images in three dimensions has been a goal since the earliest days of
photography. Since then there has been numerous attempts to introduce 3D technologies in the
cinema, on television, and now with augmented and virtual reality, as glasses. The ultimate goal is to
avoid the use of glasses or goggles and provide volumetric displays, holographic displays, integral
imaging (capturing a light field with a 2D array of microlenses), and compressive light field displays.
Each technology has its advantages and drawbacks such as restricting the movement or location of
the viewer, size and cost of the projector, noise, and quality of the resulting image [56][57].

7.15 3D Gaming

Figure 31. 3D Gaming (hoidap.tinmoi.vn)

3D gaming involves wearing a pair of 3D glasses that can make two-dimensional objects look as if
they are three-dimensional. 3D technology has been explored for televisions and has not been
successful on the market, but by providing a polarized filter for a laptop there may be a new market
for the technology.

7.16 Eye Tracking
Eye tracking has been a focus of research for many years. In reality it is challenging to implement.
There have been advances, however, and Eye Tribe [58] has successfully developed the technology to
allow a user to control his/her tablet, play flight simulator, and even slice fruits in Fruit Ninja only
with user eye movements.

Figure 32. Eye tracking (Image Source: Eye Tribe)
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This combines common eye-tracking technology and with a front-facing camera and computer-vision
algorithms. Looking forward it would be possible for a user to interact with a smart phone, tablet, or
computer with just the look of an eye. Notably Oculus VR [59] (owned by Facebook) have acquired
Eye Tribe [60].

7.17 Non-Touch/Gesture Screens
People are now very used to the idea of using touch screens for interacting with devices. Going
beyond this companies such as Leap Motion [61] are working on displays that allow the user to
control the desktop with fingers, but without touching the screen.

Figure 33. Non-touch screen control (Image Source: Leap Motion)

This allows the user to scroll the web page, zoom in on maps and photos, sign documents and even
play games with only hand and finger movements. This provides another level of interaction and the
ability to support multiuser operation at the same time.

7.18 Social Television

Figure 34. Social television (offshootinc.com)

Social televisions are now being developed to fuse televisions with social networks. With this
technology, people can use their televisions to comment on live events the way they use their
laptops and smart phones to access their social networking sites such as Facebook and Twitter.
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7.19 Brain Print as a Password
The concept of using brain prints as a password has been investigated by a team at Binghamton
University, New York [62]. They identified that volunteers’ brain signals changed as they read a list of
acronyms. Each person reacted differently enough for the system to predict who was reading the list
with 94 per cent accuracy. In future, a refined version of this idea could verify who is sitting at a PC by
using brainwaves as a computer password.

7.20 Neural Interfaces

Figure 35. Neural Interfaces (www.wired.com)

The idea behind neural interfaces is to provide humans with the ability to connect their brains
directly into the internet. Wetware, as it is called, recently became more possible with the approval
of the FDA of a “bionic eye”. Neural interfaces utilise brain wave mapping, which allows humans to
remote control robotics directly from neural impulses.

7.21 Personalities for Robots
Considering artificial intelligence in the field of robotics, there is a need for robots to interact with
humans to allow co-working in factories and also to allow interactions with patients, etc. Google has
obtained a patent (US Patent 8,996,429) on robot personalities, reminiscent of the ‘Genuine People
Personalities’ of robots in The Hitchhiker’s Guide to The Galaxy. This would allow owners to choose a
personality for their robot to match their needs, or select one based on a fictional character or even a
loved one.
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8 Tools, Platforms and Standards
8.1 OneM2M
OneM2M is a software “framework” that is located between the “machine to machine” (M2M)
applications and communication HW/SW that provides connectivity. The aim is to provide an
“Android” for the Internet of Things for functions that are commonly used across different industry
segments (e.g. data transport, security/encryption, remote software update...). The software sits
both on the field devices/sensors and also in servers. OneM2M has been created as a standard so
that it is not controlled by a single private company.

8.2 RAMI
The Reference Architectural Model Industrie 4.0 (RAMI4.0) was first published as DIN SPEC 91345 in
2016 and then subsequently released as IEC PAS 63088 in 2017. International standardisation of
RAMI 4.0 is being driven by a joint working group between ISO and IEC.

8.3 SAREF
The Smart Appliances REFerence (SAREF) ontology is a shared model of consensus that facilitates the
matching of existing assets (standards, protocols, data models, etc.) in the smart appliances domain.
A device offers a service, which is a representation of a function to a network that makes the
function discoverable, registerable and remotely controllable by other devices in the network. A
device in the SAREF ontology is also characterised by an (Energy/Power) profile that can be used to
optimise energy efficiency in a home or office. The creation of the standard was triggered by the fact
that standardisation in the IoT sector is focussed on the communication level leading to a large
number of different solutions based on various standards and protocols. This has led to widespread
fragmentation in the current market with respect to technology. The lack of interoperability means
that devices cannot be integrated. As a consequence, the European Commission launched a
standardisation initiative in collaboration with ETSI TC SmartM2M. The standard was created bottom
up considering that household devices that can make measurements need to use standard units as
well as provide standard information on power and energy usage. This was standardised by ETSI in
November 2015 and subsequently a Specialist Task Force, SFT 513, was created on the management
of SAREF and to create extensions for specific domains. This has included extensions for energy, the
environment, and for buildings.

8.4 OPC-UA
OPC is an interoperability standard for the secure and reliable exchange of data in the industrial
automation space as well as other industries. It is platform and protocol independent ensuring the
seamless flow of information among devices from multiple vendors. The OPC Foundation is
responsible for the development and maintenance of this standard. Platform Industrie 4.0 is
developing this standard creating the OPC-UA (Open Platform Communications Unified Architecture)
standard. Demand for this came bottom up from a range of suppliers developing robotics, pumps,
machine tools, etc. OPC-UA, in particular, is addressing how to move data and information for
production and maintenance.

D 4.2 © Smart4Europe Consortium

Page 42

8.5 Design, Modelling and Simulation
Design, Modelling and Simulation is the process of building a mathematical model of a product or
system which contains all the parameters of physical model to represent the physical model in a
virtual form. This can then be used to perform experiments (simulations) to consider the operation of
the system under different conditions. The information from this can then be used to better design
the system to provide appropriate operational performance. The advantage of this approach is that it
avoids the need for costly and time-consuming physical experimentation. This approach is used
heavily in many areas such as aerospace and car dynamics. Simulation can also be used for training
using a virtual environment, e.g. flight simulators for training pilots.

8.6 Safety Analysis
Any system, on which the lives or health of users are dependent, needs to be thoroughly analysed for
safety. Typically, this addresses the question “What needs to fail to make this system a hazard?” and
then ask “How likely is it that this failure can occur?”. Failure Mode and Effects Analysis (FMEA) is
used to identify components within the system that may fail and their individual failure modes are
assessed for impact on the overall system as well as their probability of occurrence. Fault Tree
Analysis (FTA) is also used taking a top-down approach to try and determine the impact of some
initial event such as a component failure or operator error. This can be mitigated via design changes
to prevent such events leading to a dangerous situation.

8.7 Software Integration
It is rare that a software system is entirely written by one person or team. Almost all systems are
reliant on third party software in one way or another. Software integration requires that each
component of the system behaves in the expected way when it interacts with another component.
Software integration is a process in which the authors of one component document how their
component is to be used and detail the behaviour that will be exhibited while the authors of other
components ensure they are using the first component correctly. If the two teams are co-located this
can be less formal with requirements changing frequently, however, if the teams are separated the
process necessarily becomes far more formal.

8.8 Testing
Systems testing falls into various categories. In unit testing component parts of a system are tested in
isolation by mimicking the behaviour of the other components of the system that the component has
to interact with. They can exercise the component thoroughly by observing the behaviour under
normal and abnormal conditions. In integration testing the component parts of a system are brought
together in part or as a whole system to test to see how well those components work together.
Verification is used to check that the system does what it is expected to do against the requirements.
Validation is used to check that the requirements are right. System testing is used to check that the
entire system is tested as a whole to detect if there are any inconsistencies between what has been
implemented and the expectation of the customer. The use of “agile software development” is now
commonplace where small pieces of functionality are delivered through the testing process to the
customer at regular short intervals. This allows feedback to be processed earlier.
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8.9 Inspection
Inspection is the process where a system is examined and evaluated against requirements or
standards. For software systems this can involve peer reviews of code that has been written.
Increasingly automated tools are being used to examine the software and compare it against coding
standards.

8.10 Dependability
As our lives become more and more reliant on computer systems, it becomes increasingly important
that those systems are reliable. At the very least their failure modes should be known and any failure
should lead to a safe situation. Hardware systems must be maintainable, reliable, and available while
software systems are expected to deliver behaviour that can be trusted [63].

8.11 Certification
Certification is the confirmation of certain characteristics of a product. A key aspect of certification is
the process engineering and management applied to the development of the product. This needs to
be supported by appropriate tools that allows the system developer to effectively test the system by
emulation and observe its effectiveness. Driving certification there are legal and regulatory
requirements, such as safety requirements for aerospace and automotive products. Here there are
standards which developers must follow such as DO-178B [64] for aerospace or ISO 26262 [65] for
automotive, IEC 62304 [66] for medical, etc. The standard approach is to carefully code, inspect,
document, test, verify and analyse the system. Here there are a range of tools including formal
methods to generate proofs that code meets requirements.
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9 Data Analytics
9.1 Big Data/Analytics
Big data analytics is the process of examining large and varied data sets, i.e., Big Data, to uncover
hidden patterns, unknown correlations, market trends, customer preferences and other useful
information that can help organisations to make more-informed business decisions. Data analytics
technologies and techniques are used to analyse data sets and drawing conclusions about them to
help organisations make informed business decisions.

9.2 Digital Twins
A digital twin is a virtual digital replica of a system or physical asset which reproduces how the
systems or asset operates and its dynamics. This can be used in a variety of ways but usually data
from the real world is used to drive the virtual replica. Digital twins continuously learn and update
from multiple sources (sensors, humans, other machines) to represent the real-world status, working
condition or position. A digital twin also integrates historical data from past machine usage. They are
being used to optimise operation and maintenance of physical assets, systems and manufacturing
processes. In many cases digital twins exploit a range of technologies such as IoT, AI and data
analytics

9.3 Block Chain
Block chain is a system for recording records (blocks) of information using cryptography to
authenticate new records in a distributed system (a distributed ledger) such that for tampering to
occur a majority of nodes in a peer to peer network would need to be complicit. A blockchain is a
continuously growing list of records, called blocks, which are linked and secured using cryptography.
Each block typically contains a hash pointer as a link to a previous block, a timestamp and transaction
data. By design, a blockchain is inherently resistant to modification of the data. It is "an open,
distributed ledger that can record transactions between two parties efficiently and in a verifiable and
permanent way". For use as a distributed ledger, a blockchain is typically managed by a peer-to-peer
network collectively adhering to a protocol for validating new blocks. Once recorded, the data in any
given block cannot be altered retroactively without the alteration of all subsequent blocks, which
requires collusion of the network majority. Blockchains are secure by design and are an example of a
distributed computing system with high Byzantine fault tolerance. Decentralized consensus has
therefore been achieved with a blockchain. This makes blockchains potentially suitable for the
recording of events, medical records, and other records management activities, such as identity
management, transaction processing, documenting provenance, food traceability or voting.

9.4 Bit Coin
Block chain is being use by cryptocurrencies such as Bitcoin [67]. Bit coin refers to an electronic
currency that uses a data trail and different time signatures to track the “bit coin” from one owner to
another. This technology can operate outside the normal central banking channels and can provide a
symbolic hard currency for electronic transactions. The first blockchain was conceptualised in 2008
by a person or group known as Satoshi Nakamoto and implemented in 2009 as a core component of
bitcoin [68] where it serves as the public ledger for all transactions. The invention of the blockchain
for bitcoin made it the first digital currency to solve the double spending problem (duplicates cannot
be created) without the need of a trusted authority or central server. The bitcoin design has been the
inspiration for other applications [69].
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9.5 Smart Contracts using NLP and Blockchain
The decentralized digital ledger approach is virtually incorruptible and is innately transparent. This
makes it very useful for business transactions, contracts, and record-keeping. When combined with
natural language processing (NLP)—the ability for a computer to recognize and process human
language data—blockchain is particularly powerful. Using NLP information can be written and
interpreted without a human. By combining blockchain and NLP it will be possible to have self-writing
smart legal contracts. These can be used to make exchanges of money, property, shares and other
valuable items seamless, safe, and more cost-effective.

9.6 Cybersecurity
Cybersecurity, computer security or IT security is the protection of computer systems from the theft
and damage to their hardware, software or information, as well as from disruption or misdirection of
services they provide. Cybersecurity includes controlling physical access to the hardware, as well as
protecting against harm that may come via network access, data and code injection. Also, due to
malpractice by operators, either intentional or accidental, IT security is susceptible to being tricked
into deviating from secure procedures through various methods. Cybersecurity is growing in
importance due to the increasing reliance on computer systems, the Internet and wireless
communications and the growth of smart devices.

9.7 Secure Processor
Secure processors can take various forms, but the ultimate goal is to perform some computing task in
such a way that the algorithm used cannot be tampered with and cannot be observed. Generally,
applications for secure processors relate to financial systems such as point of sale systems, but other
applications include smart-cards, set top boxes, and high security communication systems. A range of
different approaches are used to make devices secure as well as anti-tamper mechanisms.

9.8 Remote Health Service Provision
Online doctor’s appointments can be far more convenient for the patient and can be followed up
with an in-person appointment if necessary. In countries where there is sparse healthcare, online
health care may be the only realistic option. For those with a medical condition that needs
monitoring, technology implanted or worn by the patient can report back the condition of the patient
in real time so that the patient can be allowed home. This frees up resources and allows the patient
to return to work, be with their family, or stay in the comfort of their own home. Continuous training
for healthcare practitioners is also essential and online training and assessment means less time
away from the workfloor. Robotic surgery is also becoming an option, allowing a surgeon to be
located at extreme distances from the patient.

9.9 Smart Agriculture
Smart Agriculture utilises Information and Communication Technologies (ICT) in what is being called
the Third Green Revolution. Following the plant breeding and genetics revolutions, this Third Green
Revolution is taking over the agricultural world based upon the combined application of ICT solutions
such as precision equipment, the Internet of Things (IoT), sensors and actuators, geo-positioning
systems, Big Data, Unmanned Aerial Vehicles (UAVs, drones), robotics, etc. The aim is to provide
more productive and sustainable agricultural production, based on a more precise and resourceefficient approach. Smart Farming provides the farmer with added value in the form of better
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decision making or more efficient exploitation operations and management. Automation is also
leading to Precision Agriculture to more efficiently use resources like, seeds, water and fertilisers.
This is being enabled by the widespread use of GPS, GNSS, aerial images by drones and the latest
generation of hyperspectral images provided by satellites.

9.10 Hyperspectral Imaging

Figure 36. Hyperspectral Camera and Hyperspectral Images of an Apple (Source: Ximea)

Whereas the human eye sees visible light in mostly three bands (long wavelengths - perceived as red,
medium wavelengths - perceived as green, and short wavelengths - perceived as blue), hyperspectral
cameras divides the spectrum into many more bands including beyond the visible. Using
hyperspectral imaging [69] cameras collect the spectrum for each pixel in the image of a scene, with
the purpose of finding objects, identifying materials, or detecting processes. Each image represents a
narrow wavelength range of the electromagnetic spectrum, also known as a spectral band. These
'images' are combined to form a three-dimensional (x,y,λ) hyperspectral picture for processing and
analysis. Hyperspectral sensors and processing systems can be used in astronomy, agriculture,
molecular biology, biomedical imaging, geosciences, physics, and surveillance. An example is shown
in Figure 36 for monitoring the condition of fruit within agriculture.

9.11 LIDAR

Figure 37. LIDAR (Source: Renishaw) and LIDAR Scan of Fields (Courtesy: RIEGL LMS)

LIDAR (Light Imaging, Detecting and Ranging) works by measuring the distance to a target by
illuminating the target with pulsed laser light and measuring the reflected pulses with a sensor. The
difference in laser return times and wavelengths are then used to make a 3-D representation of the
target. It is being used in robotics and autonmous cars for obstacle detection and avoidance to
navigate safely through environments, using rotating laser beams as shown in Figure 37. The point
cloud outputs from the LIDAR sensor is used to identify where potential obstacles exist in the
environment and where the robot or car is in relation to those potential obstacles. Lidar is also
commonly used to make high-resolution maps, with applications in in archaeology, geography,
seismology, forestry and agriculture. LIDAR can be used to create digital elevation models to map
sites, water flow and catchment as well as erosion and soil loss. LIDAR is already being used actively
in forestry to measure canopy height and also for crop planning. LIDAR data is also being used for
the estimation of the growth state (e.g. leaf area or leaf volume) of crops. LiDAR technology can also
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be used to collect data that can identify the exact soil type that a certain farmland has. This
information is important to the farmer because it helps the farmer know which type of crops can be
grown on that farm and what fertilizer should be applied.

9.12 Elderly Monitoring
With an ageing population and the desire of many elderly people to remain in their own homes for as
long as possible, an obvious area for technology is the monitoring of the elderly to reassure both the
elderly person and their family that they are not alone. A portable panic button can be used by the
individual so that in the case of a fall or other issue, help can be summoned. A set of sensors can
ensure that if the person is no longer active that the family can check that they are OK and
automatically raise an alarm so that help can be sent. Intelligent algorithms can be used that
recognise patterns and again automatically notify the family when something appears different.

9.13 Remote Maintenance
Remote diagnostics is the act of diagnosing symptoms from assets separated by physical distance.
This can be done over a wired or wireless interconnection. Using the remote diagnostics information
to diagnose faults corrective maintenance actions can be performed like changing settings to
improve performance or prevent problems like breakdown, wear and tear. Increasingly more
complicated products are sold around the world. This is driving the need for remote engineering, to
avoid the need for experienced and expensive engineering personnel to travel around the world.

9.14 Smart Surveillance
While IP cameras have more or less replaced analogue cameras, there is still scope for improvement
in how the resulting images are processed. Intelligent networks of cameras can be used to integrate
with other sensors or to compensate when a camera or multiple cameras fail. These can be used to
provide security as a service by collecting monitoring of data and cloud processing of video imagery.
Smart systems can be used to recognise the presence or motion within the video feed and alert
security personnel if this happens outside an expected timeframe such as office hours. This can be
transmitted to wireless mobile devices so security personnel can monitor areas as they do their
rounds [71].

9.15 Smart Tracking Bar Codes
There are many different types of tracking systems. A common approach is to use bar codes and
these have been around since 1952. The bar code provides an optical machine readable
representation of data that describes the item in some way. These can be scanned as items pass a
reader which can be a special device or smartphone or more commonly a person scans the items, e.g.
in a supermarket. Barcodes systematically represent data by varying the widths and spacings of
parallel line. There are also 2 dimensional versions using rectangles, dots, hexagonsand geometric
patterns called matrix codes. Bar codes are used widely in healthcare and hospitals to identify
patients and medical histories as well as allergies to certain drugs. They are also used in factories to
track components through production or in shop floor control applications software where
employees can scan work orders and track the time spent on a job. Other tracking applications
include warehouses, rental cars, airline luggage and parcels. Bar codes are also often used on tickets
as an anti fraud measure to enter sports arenas, cinemas, theatres and transportation.
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9.16 RFID

Figure 38. RFID Labels (Source: Honeywell) and RFID Identity and Access Control (Source: JAKCOM)

RFID tags consist of an integrated circuit and an antenna. The tag is encased in a protective material
to shield it from various environmental conditions. The protective material depends on the
application. For example, smart labels with embedded tags can be used for identifying goods and ID
badges containing RFID tags are embedded between layers of plastic. They have even been
embedded into smart nails. RFID tags come in a variety of shapes and sizes and are either passive or
active. Passive tags are the most widely used, as they are smaller and less expensive to implement.
Passive tags must be “powered up” by the RFID reader before they can transmit data. Unlike passive
tags, active RFID tags have an onboard power supply (e.g., a battery), thereby enabling them to
transmit data at all times. RFID is widely used for tracking goods and also for providing access control
to buildings and car parks.

9.17 Long Range RFID
Long Range RFID refers to tags that can operate over 20-100m. Long-range readers interrogate
(battery assisted) active RFID tags that use the 5.7 GHz, 2.45 GHz and 433 MHz frequencies. Long
range readers are popularly deployed in environments where there is a need to track large or
high value assets across large areas and spaces. This makes them ideal for transit tracking of a
shipment for temperature, tampering or g-force. The reader can also be integrated with a GPS signal
which removes the need to use a GPS tracker on each container.

9.18 GPS Tracking
GPS tracking units are used for tracking a moving vehicle or person. The recorded location data can
either be stored in the tracking unit or transmitted via telephone, radio or satellite model. Position
loggers store data on a memory card or on internal flash memory providing a log of where an item,
car, animal or person has been. It is more common to have a data pusher GPS that sends data
wirelessly at regular intervals for online tracking. This may also include speed and altitude
information as well as position. These are used for asset tracking, personal tracking, animal tracking
and vehicle tracking. It is also possible to use data tracking software for smartphones to track people.
For the movement of goods it is common to combine passive RFID systems to scan boxes as they are
loaded on a truck and then the truck itself is tracked on a system using GPS.
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9.19 Wellness Monitoring
Wellness monitoring for athletes can ensure that the athlete is training optimally without training too
hard which can lead to injuries. Wellness or health for the general population means “a state of
complete physical, mental and social well-being and not merely the absence of disease and infirmity”
according to the WHO. Measuring all these areas for an individual can build a picture not just of their
physical state but of their overall wellness. Physical health can be monitored with technology. Other
aspects of mental health can be measured using questionnaires. Where there are concerns
interventions can be planned such as ensuring the elderly have regular human contact.

9.20 Activity Monitoring
Activity trackers now come in all shapes and sizes with various different parameters being monitored
from heart rate, footfalls, temperature, skin impedance, altitude and location in one device. Other
devices are able to connect to external sensors to measure, for example, muscle activity, and speed
(for static bikes and running machines). Some devices will prompt the user to drink water or ask them
to give an indication of the calories they have consumed.

9.21 Sports Monitoring
Sports are big business and many clubs, coaches, and athletes are investing in technology to improve
performance and win [71]. Smart wearables are being used to track athlete performance in real time
helping with athlete selection and also training. As so much money is invested in sports, e.g. football,
it also helps clubs predict and improve outcomes and minimise risk. Sensors being worn include GPS
trackers and sensors that monitor heart rate, breathing rate, heart rate variability, posture,
acceleration and impact. These can be used to deduce secondary parameters such as explosiveness,
peak force, heart rate confidence, estimated core body temperature, percent of heart rate at
anaerobic threshold, heart rate recovery, physiological load, physiological intensity, etc. By having
each member of a team wearing the sensors it is possible to track the entire team on the field and
also identify when individuals are tired or exhausted. There are also devices for individuals such as
skiers and boarders that can attach to a ski-boot to measure edge-to-edge speed, air time, g-forces,
and carving angle. Applications for mobile phones also allow those out on the piste to monitor where
they have been, their vertical range and speed [72,73]. Likewise, devices are being produced for
other sports such as sailing to monitor performance of sailors.

9.22 FinTech
Financial technology (FinTech) are innovations that aim to replace older methods for financial
services with modern methods. The ability to check balances and make payments using a
smartphone is one key area. Cryptocurrencies is also an area that has attracted a great deal of
attention. Standardisation is key as a consumer is unlikely to accept a system that will not work
universally. However, making sure that these services are immune from attack is another key concern
because as more and more financial services move on-line they become more vulnerable to attack.

9.23 Cloud Computing
In cloud computing computer systems resources are services are provided via a networked shared
resource. The aim of cloud computing reis to provide economies of scale but it can also be used to
provide access to large amounts of processing power that may not be available locally. This allows
companies to focus on core business rather than on provision and maintenance of computer
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infrastructure. It also allows companies to adjust resources to meet fluctuating and unpredictable
demands. Cloud providers typically provide their services on a "pay-as-you-go" model. The adoption
of the cloud has been driven by the availability of high-capacity networks, low-cost computers and
storage devices.

9.24 5G
5G is the next generation of mobile networks aimed at providing far higher speeds (20Gbps
compared to a maximum of 150Mbps with 4G LTE) with lower latency (1ms compared to 60ms on
4G) and the ability to connect more concurrent devices. Cell sizes will be typically smaller than for 4G
so requiring more cells. 5G has many potential applications, going beyond mobile phones, going to
wireless sensors and also connectivity with cars [75][76][77].

9.25 Li-Fi
Li-Fi (light fidelity) is wireless communication using light frequency rather than radio frequency
electromagnetic radiation. It has applications where security is concerned as the network can be
contained by opaque walls. It is also useful where radio frequency transmission might interfere with
other systems such as might be found in hospitals, aircraft or nuclear industry. It has also been
suggested that vehicle to vehicle communication could use this allowing a vehicle to transmit to
other vehicles following for example to propagate vehicle speeds several vehicles back allowing
denser yet safer road usage.

9.26 Internet for Everyone
Elon Musk plans to set up the SpaceX Starlink Constellation [78]. This is a constellation of small
satellites in low-Earth orbit that can beam back a high-speed wireless signal to everyone on the
planet. The first two satellites were launched in 2018. Similar internet-via-satellite networks are
under development by privately owned OneWeb and by Boeing. A $200m satellite leased by
Facebook’s Internet.org initiative [79], which had a similar goal of providing global internet access,
was destroyed in an explosion of the SpaceX launch vehicle which had been contracted to send it into
orbit. Facebook has also been looking at using high-altitude solar-powered drones [80], whilst Google
is also looking at a similar concept but utilising high-altitude balloons.

9.27 Exascale Computing
Exascale computing refers to computing systems capable of at least one exaFLOPS, or a billion billion
calculations per second (One exaflops is a thousand petaflops or a quintillion, 1018, floating point
operations per second). Such capacity represents a thousandfold increase over the first petascale
computer that came into operation in 2008 [81]. At a supercomputing conference in 2009,
Computerworld projected exascale implementation by 2018 [82] and this is being pursued at the
European level in the new HPC Public Private Partnership. Exascale computing would be a significant
achievement in computer engineering as it would provide the same order of processing power as the
human brain [83] and this is the target power of the Human Brain Project.

9.28 Faster Wireless Connectivity – MIMO Connectivity
Multiple-Input and Multiple-Output, MIMO [84], technology is being developed at Stanford
University to provide faster connectivity. The technology allows wireless devices to send and receive
more data in a given period of time, using multiple transmitters and receivers in wireless devices.
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This technology is becoming the backbone for current Wi-Fi standards, as well as for 4G LTE
connectivity. It is already being used to load YouTube and Snapchat videos.

9.29 DNA Digital Data Storage
DNA digital data storage refers to any process to store digital data in the base sequence of DNA. This
technology uses artificial DNA made using commercially available oligonucleotide synthesis machines
for storage and DNA sequencing machines for retrieval. This type of storage system is more compact
than current hard drive storage systems due to the data density of the DNA. Currently in 1 gram of
DNA 215 petabytes (215 million gigabytes) could be stored [85]. It also has the capability for
longevity, as long as the DNA is held in cold, dry and dark conditions. Woolly mammoth DNA from up
to 60,000 years ago has been found to be still intact. It is also stated that the approach is less prone
to obsolescence, as DNA is a universal and fundamental data storage mechanism in biology.
Accessing the information, however, is a slow process, as the DNA needs to be sequenced in order to
retrieve the data. The technology has potential use in long-term archival of large amounts of
scientific data [86][87].

9.30 Quantum Computing
Advances at Google, Intel, and several research groups [88] indicate that computers with incredible
power are becoming within reach which could be used for rewriting encryptions or accelerating
pharmaceutical research. New quantum computers that have more qubits, the basic units of
quantum information, are being announced by researchers. Qubits require ideal conditions to
function properly, but new technology reduces the computational power needed to correct errors
caused by physical disturbances. It is predicted that quantum computers could be on the commercial
market for anyone to use in less than ten years opening up many new applications.

9.31 Quantum Teleportation
Quantum teleportation refers to the direct transfer of a quantum state from one location to another
via a phenomenon called “entanglement”. This phenomenon is the link that exists between certain
particles even when they are separated by space. The expectation is that quantum teleportation
could revolutionise the speed of communication particularly over long distances.
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10 Smart Systems Integration (SSI)
Smart Systems Integration addresses microsystems considering the ability to combine the abilities of
sensors, actuators, data processors and communication interfaces in one single compact system to
perform a desired functionality for a (human) user or for another (connected) system. Smart Systems
have become increasingly miniaturised and autonomous in terms of their actions.

10.1 Combinational Sensing
In combinational sensing a sensing device monitors a number of parameters. Human skin, for
instance is a combinational sensor with sensitivities to heat and pressure (touch). Combinational
sensing can be provided by combining discrete sensors or using one sensor structure to measure
several things. For a combinational output to be useful smartness is essential and there are
applications in the health and chemical sectors measuring electro-potentials, heat and pressure.
Health & Usage Monitoring Systems (HUMS) is also a growth area with monitoring to extend the life
of existing structures, e.g. airframes. Combinational sensing is also important in the area of
multimodal interaction via communication through sound, vision, smell and touch. Smartphones
already demonstrate sensing combined with a display as an integrated system.

10.2 Micro-actuators
Microactuators are microscopic servo mechanisms that transmit a measured amount of energy to
operate another mechanism or system. Key aims in actuation are to provide large travel, high
precision, fast switching, low power consumption and power free force sustainability. For
microactuators there is also a need for microstructurability and integratability.

10.3 Nanotechnology

Figure 39. Nanotechnology (www.facebook.com)

Nanotechnology refers to the manipulation of materials in the atomic and molecular levels. There are
many applications of this in specialised coatings, however, nanotechnology is expected to
revolutionise computing by making computing devices a lot smaller. A potential application for this is
in in-vitro applications in medicine. Here devices as small as cells may someday navigate through the
human body to act as artificial immune systems.
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10.4 Micro-Electro-Mechanical Systems (MEMS)
Microelectromechanical systems (MEMS) are microscopic devices which usually have moving parts.
MEMS refers to components between 1 and 100 micrometers in size but commericial devices are
typically around 20 micrometres to a millimetre and it is also possible to have larger arrays of
devices, e.g. micro-mirrors. They usually consist of a central unit that processes data (the
microprocessor) and several components that interact with the surroundings such as microsensors.
Important design considerations for MEMs are ambient electromagnetism, electrostatic charges,
surface tension and viscosity as they have a large surface area to volume ratio. MEMS technology is
different to molecular nanotechnology and molecular electronics in that in the latter it is important
to consier surface chemistry.

10.5 Microfluidics
Microfluidics deals with the behaviour, precise control and manipulation of fluids at the submillimetre scale. At this level capillary penetration governs mass transport. Practical uses of the
technology are in fluid multiplexing, automation and screening. The most well-known application is in
ink jet printheads, however, it is also being exploited in DNA chips, lab-on-chip technology and micropropulsion. In microfluidic systems fluids are transported, mixed, separated or otherwise processed
exploiting passive fluid control using capillary forces. In some applications, external actuation can
also be applied such as in rotary drives for applying centrifugal forces for fluid transport. Another
interesting area is active microfluidics using micropumps and microvalves for dosing.

10.6 Microsensors
Microsensors have physical dimensions in the submicrometer to millimeter range and are used for
converting pressure, acceleration, temperature, or gas concentration into an electrical signal. They
are widely used in many sectors such as automotive, aerospace, biomedical, telecommunications,
environmental, agricultural, etc. Microsensors offer major cost benefits, better sensitivity, accuracy,
dynamic range, and reliability, as well as lower power consumption, than their larger counterparts.
Mechanical microsensors are widely used for monitoring force, pressure, displacement, acceleration,
rotation, and mass flow. Chemical and biochemical microsensors are commonly used for
environmental monitoring and in medicine such as to monitor blood, urine, and breath to determine
a patient’s health. Examples are glucose biochemical microsensors and ion-selective field-effect
devices that are used to measure blood pH. Going forward there is work looking at implanting
microsensors to diagnose health problems.

10.7 Quantum Sensing
A quantum sensor exploits quantum correlations, such as quantum entanglement measure the effect
of the quantum state of another system on itself. The concept of quantum sensing has been around
for some time. An example is an avalanche photodiode that detect entangled photons. In quantum
sensors the act of measurement influences the quantum state and alters the probability and
uncertainty associated with its state during measurement. This is being researched by the military for
optical quantum sensors for LIDAR. The same quantum sensing effects can be used in atomic clocks
and also magnetometers.
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10.8 Micro-Nano-Bio Systems (MNBS)
Micro-Nano-Bio Systems (MNBS) address miniaturised, smart and integrated systems for in-vitro
testing, e.g. lab-on-chips and systems that interact with the human, e.g. autonomous implants,
endoscopic capsules and robotics for minimally invasive surgery. They exploit new developments in
information and communications technology (ICT), micro-nano systems and life sciences, e.g.
through miniaturisation and the ability to manipulate matter at the atomic scale and to interface live
and man-made systems. MNBS are expected to have a major impact in the healthcare, ageing
population and well-being sectors. There are diverse applications such as in cancer detection and
therapy follow-up, minimally invasive surgery, capsular endoscopy, wearable biochemical monitoring
and repairing of vital functions with active implant devices.

10.9 Micro-Opto-Electro-Mechanical Systems (MOEMS)
Micro-Opto-Electro-Mechanical Systems (MOEMS) come from the combination of MEMS merged
with micro-optics. In MOEMS optical signals are sensed or manipulated on a very small size scale
using integrated mechanical, optical, and electrical systems micromachined in silicon, silicon dioxide,
silicon nitride and gallium arsenide. There are a wide variety of MOEMS devices including optical
switches [89], optical cross-connects [90], tunable VCSELs [91], and microbolometers [92].

10.10 Moulded Interconnect Devices
A moulded interconnect device (MID) is an injection moulded part with integrated electronic traces.
Using high temperature thermoplastics a plastic housing can be made with inbuilt circuitry. Key
markets for the MID technology are in the consumer electronics, telecommunications, automotive
and medical sectors. Common examples of MIDs are in integrated antennas for mobile phones and in
other devices such as laptops and tablets.

10.11 Structural Electronics
In structural electronics the electronic and electrical components as well as circuits act as loadbearing, protective structures [92,93]. These can be conformally placed on other structures or can be
used to replace structures such as vehicle bodies to decrease weight. This is of huge interest to the
aerospace industry, the automotive industry and civil engineering. It can also be exploited for space
optimisation and connectivity in white goods and consumer products. Some potential applications
include printed organic lighting inside of cars and printed photovoltaics and supercapacitors onto
vehicles to replace batteries in electric vehicles and provide longer range. In civil engineering there is
interest in monitoring corrosion in reinforced concrete. There is also work on stretchable conductive
materials.

10.12 More-than-Moore Technologies
Moore’s Law (the number of transistors on a chip doubles every 18 to 24 months) has driven
mainstream microelectronics for several decades resulting in ICs with transistor dimensions 45nm
and below. While this supports memories and microprocessors interfacing with the analog physical
world does not scale in the same way. Radio frequency (RF) devices, power management subsystems,
passive components, biochips, sensors, actuators, microelectromechanical systems (MEMS [[95])
now also play an important role in today’s semiconductor products. There is thus a need to integrate
analog functions into CMOS technologies to add value. These devices are called “More than Moore“
devices.

D 4.2 © Smart4Europe Consortium

Page 55

10.13 Nanoelectromechanical systems (NEMS)
Nanoelectromechanical systems (NEMS) are a class of devices integrating electrical and mechanical
functionality at the nanoscale. NEMS form the logical next miniaturization step from so-called
microelectromechanical systems, or MEMS devices. NEMS typically integrate transistor-like
nanoelectronics with mechanical actuators, pumps, or motors, and may thereby form physical,
biological, and chemical sensors. The name derives from typical device dimensions in the nanometer
range, leading to low mass, high mechanical resonance frequencies, potentially large quantum
mechanical effects such as zero point motion, and a high surface-to-volume ratio useful for surfacebased sensing mechanisms [96]. This technology could be exploited in accelerometers, detectors of
chemical substances in the air, etc.

10.14 Molecular nanotechnology (MNT)
Molecular nanotechnology (MNT) is a technology based on the ability to build structures to complex,
atomic specifications by means of mechanosynthesis [97]. This is distinct from nanoscale materials.
Based on Richard Feynman's vision of miniature factories using nanomachines to build complex
products (including additional nanomachines), this advanced form of nanotechnology (or molecular
manufacturing [98]) would make use of positionally-controlled mechanosynthesis guided by
molecular machine systems. MNT would involve combining physical principles demonstrated by
biophysics, chemistry, other nanotechnologies, and the molecular machinery of life with the systems
engineering principles found in modern macroscale factories.

10.15 Flexible Wings

Figure 40. Active Aeroelastic Wing Technology

Active Aeroelastic Wing Technology is a technology that integrates wing aerodynamics, controls, and
structure to harness and control wing aeroelastic twist at high speeds and dynamic pressures. By
using multiple leading and trailing edge controls like "aerodynamic tabs", subtle amounts of
aeroelastic twist can be controlled to provide large amounts of wing control power, while minimising
air loads at high wing strain conditions or aerodynamic drag at low wing strain conditions. The
concept was first proven on the X-53 Active Aeroelastic Wing program [99].
This is also being explored in the adaptive compliant wing [100][101][102]. The adaptive compliant
wing designed by FlexSys Inc. features a variable-camber trailing edge which can be deflected up to
±10°, so that it acts like a flap-equipped wing, but without the individual segments and gaps typical in
a flap system. The wing itself can be twisted up to 1° per foot of span. The wing's shape can be
changed at a rate of 30° per second, which is ideal for gust load alleviation. The development of the
adaptive compliant wing is being sponsored by the U.S. Air Force Research Laboratory. Initially, the
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wing was tested in a wind tunnel, and then a 50-inch (1.3 m) section of wing was flight tested on
board the Scaled Composites White Knight research aircraft [103]. Adaptive compliant wings have
also been investigated at ETH Zurich [104] in the frame of the Smart airfoil project [105][106].

10.16 Embedding Bare Dies into PCBs
The higher functionality of today’s portable devices demands smaller, lighter and thinner electronic
components. To meet this demand packaging has moved from two-dimensional to three-dimensional
packaging to achieve high density packages. This has led to three-dimensional integrated printed
circuit boards where passive components are positioned directly beneath the LSI mounted on the
surface providing electrical benefits such as shortening of signal wirings between circuits, reduction
of damping resistors and elimination of characteristic impedance controls. Embedded component
module boards are being used for higher functionality of video cameras and miniaturising wireless
communication devices. A range of other applications such as automotive, consumer products, and
industrial equipment are also exploiting the technology.

10.17 Molecular electronics
Molecular electronics is the study and application of molecular building blocks for the fabrication of
electronic components. It is an interdisciplinary area that spans physics, chemistry, and materials
science. Molecular electronics provides a potential means to extend Moore's Law beyond the
foreseen limits of small-scale conventional silicon integrated circuits [107]. Molecular scale
electronics, also called single molecule electronics, is a branch of nanotechnology that uses single
molecules, or nanoscale collections of single molecules, as electronic components. Single molecules
constitute the smallest stable structures possible, and this miniaturization is the ultimate goal for
shrinking electrical circuits.
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11 Organic and Large Area Electronics (OLAE)
Advances in Organic and Large Area Electronics (OLAE) are driving the uptake of affordable and easy
to integrate electronics for applications (e.g. flexible electronics, lower cost touch pads and display
panels). Here material science is providing solutions with suitable properties and supporting low cost
processes for producing them (i.e. design, synthesis, production techniques and characterisation of
the materials).

11.1 Plastic Electronics
Plastic electronics are circuits that rather than being laid down on a rigid brittle silicon substrate, can
be printed onto flexible polymer-based substrates. The flexibility of these circuits makes them ideal
where they may be required to mould to the shape of a wearer (for example an activity tracker) or as
an artificial skin of a robot [108].

11.2 Organic Electronic Components

Figure 41. Organic CMOS logic circuit (Source Wikipedia)

Organic electronics is a field of materials science looking at the design, synthesis, characterisation,
and application of conductive organic small molecules and polymers. Organic electronics are
constructed using carbon-based molecules or polymers. The attractiveness of these is in the potential
for low cost compared to traditional inorganic electronics, mechanical flexibility and high thermal
stability. The electrical conductivity can be varied by using different concentrations of dopants.

11.3 Integrated Smart Systems
Integrated Smart Systems build products from components that combine functions in products and
systems. These can connect and network systems to other systems, and most importantly, can
receive and store a “knowledge base” that makes them “Smart”. Smart Systems thus extract and
condense human skills and knowledge to add functionality and value to products. Smart systems
have many potential applications and can deliver a broad range of expertise. For instance, a smart
medical diagnostic device can encapsulate the skills and expertise of a whole laboratory.
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11.4 OLED Lighting

Figure 42. OLED Lighting (Source OLED Info https://www.oled-info.com/oled-lighting)

OLED is a solid-state lighting technology composed of thin organic (carbon based) layers sandwiched
between two electrodes (thinner than a human hair). When DC current is applied, charge carriers
from the anode and cathode are injected into the organic layers and electroluminescence occurs
giving visible light. An OLED lighting panel is constructed from a transparent substrate that provides
the mechanical structure as well as giving the desired optical properties. The substrate includes a
patterned transparent conductor layer, usually Indium Tin Oxide (ITO) which serves as the bottom
electrode, or anode. Very thin layers of organic materials are deposited onto the anode surface
followed by a metallic cathode, or second electrode. These layers are very thin and each layer may
contain several materials. The choice of organic dopants determines the wavelength (colour) of the
emitted light. The organic layers are unordered, which means, unlike LED, they do not require a
crystalline substrate. Therefore, OLED lighting can be built on a wide variety of low-cost substrates
and across wide areas, making them ideal for large-area light sources. Notably OLEDs emit a soft
diffused light similar to natural light. Already a number of companies offer OLED lighting panels
including Philips/OLEDWorks, Osram, LG and Konica Minolta. Although still expensive due to current
low production volumes it is expected that the price will drop significantly as mass production comes
on-line.

11.5 MicroLED Displays
microLED [109], also known as micro-LED, mLED or µLED, is an emerging flat panel display
technology. As the name implies, mLED displays consist of arrays of microscopic LEDs forming the
individual pixel elements. When compared to the widespread LCD technology, mLED displays offer
better contrast, response times, and energy efficiency. As with OLEDs, mLEDs are primarily aimed at
small, low-energy devices such as smartwatches and smartphones. OLED and mLED both offer greatly
reduced energy requirements compared to conventional LCD systems. Unlike OLED, mLED is based
on conventional GaN LED technology, which offers far higher total brightness than OLED produces.
This can be as much as 30 times with a higher efficiency in terms of lux/W. It also does not suffer
from the shorter lifetimes of OLED (although the multi-year lifespan of modern OLEDs has mitigated
this issue). As of 2018, mLED displays have not been mass-produced or commercialized, though
Samsung demonstrated a prototype at CES [110][111].

11.6 OLED Displays
OLED displays are superior to other displays in that each pixel in its panel produces its own light so it
does not have to filter the light from a white or blue lamp behind a screen just to produce light. OLED
screens are also much thinner than backlit screens, though they are more expensive to produce.
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Figure 43. Flexible displays (www.gizmodo.com.au)

OLEDs can be printed onto any suitable substrate by an inkjet printer or even by screen printing,
theoretically making them cheaper to produce than LCD displays. OLED displays can also be
fabricated on flexible plastic substrates, leading to the possible fabrication of roll up displays and
embedding of displays into fabrics or clothing.

11.7 Reel-to-Reel Processing
Reel-to-reel processing or R2R is the process of creating electronic devices on a roll of flexible plastic
or metal foil. When the rolls of material have been coated, laminated or printed they can be
subsequently slit to their finished size on a slitter rewinder. A key advantage if this approach is that it
significantly reduces cost. An area of particular interest is solar cells as the cost of traditional mono or
polycrystalline silicon manufacturing is expensive. There is also great interest in using flexible
electronics in clothing, for large-area flexible displays, and also roll up portable displays.

11.8 Flexible and OLED Displays
Traditionally electronic displays have been flat and rigid. However, applications such as outdoor
signs, watches, and other wearable devices can benefit from lightweight displays that are rugged or
able to better conform to the wearer. Xerox started in the 1970’s with attempts to create e-paper
displays. Plastic Logic have a Dresden factory capable of creating OTFT (organic thin film transistor)
displays. OLED (organic LED) and AMOLED (active matrix OLED) displays have been used in mobile
phones but are increasingly appearing in televisions.
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11.9 Organic Photovoltaic (OPV)

Figure 44. Structure of a bilayer organic photovoltaic device (Source Solamer)

Organic Photovoltaic (OPV) devices convert solar energy into electrical energy. A typical OPV device
consists of one or several photoactive materials sandwiched between two electrodes. In a bilayer
OPV cell, sunlight is absorbed in the photoactive layers composed of donor and acceptor
semiconducting organic materials to generate photocurrents. The photoactive materials harvest
photons from sunlight to form excitons (electrons excited from the valence band into the conduction
band). Due to the concentration gradient, the excitons diffuse to the donor/acceptor interface and
separate into free holes (positive charge carriers) and electrons (negative charge carriers). A
photovoltaic is generated when the holes and electrons move to the corresponding electrodes by
following either donor or acceptor phase. The primary advantage of OPV technology over inorganic
counterparts is its ability to be utilised in large area and flexible solar modules allowing roll-to-roll
(R2R) production. They are thus cheaper and easier to manufacture than silicon-based devices.
However, the efficiency is low and they suffer from low stability and low strength. Polymer solar cells
are lightweight and can be transparent leading to potential applications in windows, walls and
flexible electronics, etc. Although the efficiency of these cells is about 1/3 of the efficiency of silicon
cells, in 2018, a record breaking efficiency for organic photovoltaics of 17.3% was reached via a
tandem structure.

11.10 Aerogels for Insulation
An aerogel is a material that is full of tiny holes. They are made by extracting all the liquid from a gel,
which can be up to 95% pores. The pores are typically between 20 and 50 nanometres and are so
small that gas molecules cannot squeeze through them. As a result, aerogels cannot transport heat,
which gives them incredible insulating properties. The unusual electrical properties of aerogels also
make them suitable as a lightweight antennae for mobile phones, satellites and aircraft.

11.11 Solid-State Battery Cells
Almost all modern technology relies on batteries. Research is directed at improving capacity to power
devices for longer periods between charges or replacement. Researchers are looking into options
such as “Fat Cathodes”, “Nanowire batteries”, “Solid state Lithium ion Batteries”, etc. At a larger
scale increasing reliance on renewables requires the need for storage as intermittent supplies of
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energy are harvested e.g. sun, wind, or wave power [112][113][114]. John Goodenough co-invented
lithium-ion batteries in 1980. These revolutionised the electronics industry, first of all driven by Sony
for use in small video cameras and other devices, Lithium Ion batteries are now widely used in many
smart devices. John Goodenough is now 94-years-old and has continued to work on battery
technologies. His team have recently announced the first-ever solid-state battery cells which can hold
more power, charge faster, and do not get as hot as ones currently in use [115]. They have at least
three times as much energy density as today’s lithium-ion batteries. The main difference between
the old and new technology is that the latest battery cells use parts made of glass, instead of liquid.

11.12 Wearable Technologies
The term wearable technologies covers a very broad field that includes Smart Watches, Sports
Watches, Activity trackers, Virtual and Augmented reality, Smart Earbuds, Health monitors, monitors
for the elderly. Often wearable devices are connected via a Smartphone acting as a hub to the rest of
the Internet.

11.13 Implantable Technologies
Technology that can be implanted into the body has been around for some time. In the area of
health, the aim is to be able to continuously monitor a patient so that they can lead a fuller life away
from the confines of a hospital. For example, cardiac monitors can record heart function over long
periods and help diagnose intermittent symptoms. Another example might be active monitoring of
blood chemistry and administering medication as appropriate [116].

11.14 Artificial Organs
An artificial organ is an engineered device that can be implanted into a human to replace a defective
organ. To be practical the device must not require an external power supply or other resources such
as filters or chemical processing units. Thus, a dialysis machine is not classed to be an artificial organ.
Sometimes an artificial heart is used to bridge between a heart transplantation or to replace the
heart if a transplant is not possible. Artificial pacemakers have been around for many years and are
routinely used to augment the cardiac natural pacemaker. Likewise, ventricular assist devices are also
commonly used to replace function in a failing heart. New advances in this field include lab grown
materials and 3-D printed hearts but there is still work needed on getting blood vessels and tissues to
function correctly. Other devices include bioartificial liver devices to treat liver failure to provide a
temporary device to allow the liver to regenerate or to bridge between a transplant. Another area
that is being actively researched is artificial lungs using catheters placed into the patient and a pump
to pass blood over hollow membrane fibres that exchange oxygen and carbon dioxide with the blood.
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11.15 Organs on a Chip

Figure 45. Organs on a Chip (Source: thenewstack.io)

By merging microfabrication techniques with modern tissue engineering it is possible to bio-mimic
the mechanical and bio-chemical behaviours of organs like the lungs, heart, kidney, liver, intestines
and skin. Pseudo-organs are created using multi-layer photolithography to create microscopic, hollow
chambers, channels and valves that can be sculpted inside bonded layers of transparent polymers.
Fluids like blood are pumped through these devices and “micro-fluidic” devices have porous
membranes that can be lined with various human organ cells. This can be used to simulate the
activities, mechanics and physiological response of organs. The area is still in its infancy and requires
a detailed understanding of how the human body works.

11.16 Organic Electronics and Components
Organic electronics are made by the careful design, synthesis, characterisation, and application of
organic small molecules and polymers that have conductive properties. Unlike conventional inorganic
conductors and semiconductors organic electronic materials are constructed chemically from carbonbased small molecules or polymers. The key advantage of organic electronics is their potential low
cost compared to traditional inorganic electronics. Polymeric conductors are also attractive in that
their electrical conductivity can be varied via dopant concentration and they have more flexibility
than metals. It is also possible to select polymers that have high thermal stability.

11.17 Bio Nano Sensor
Nanosensors are nanoscale devices that measure physical quantities and convert those quantities to
signals that can be detected and analysed. There are already several different types of nanosensors
on the market and in development for various applications such as detection of pathogens, medical
applications and monitoring manufacturing processes. Nanosensors offer increased specificity
because they operate at a similar scale to natural biological processes allowing functionalisation with
chemical and biological molecules. Sensitivity is also improved due to the high surface-to-volume
ratio of nanomaterials. There is also potential to integrate nanosensors with nanoelectronics to
provide local processing for real-time monitoring. This offers huge advantages over traditional
detection methods such as chromatography and spectroscopy. One-dimensional nanomaterials such
as nanowires and nanotubes can be used as nanosensors, as they can function both as transducers
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and wires to transmit the signal. Their high surface area result in large signal changes upon binding of
an analyte and their small size allows multiplexing of many sensor units in a small device. There are,
however, problems. Fouling is an issue as well as calibration and avoidance of saturation. Although
the use of nanosensors for biological monitoring makes sense there are questions over
nanotoxicology and the effects on cell metabolism and homeostasis (which may produce erroneous
signals).

11.18 Lab on a Chip
Biomedical research and pharmaceutical drug development is a long and expensive process, usually
using cell cultures isolated in petri dishes, and animal testing. In many cases this does not accurately
model the dynamic environment of the human body. As a result even drugs that prove successful in
animal testing may fail in human clinical trials, wasting millions of Euros and years of research. Here it
may be possible in future to perform biomedical testing on a chip designed to more accurately model
human physiology reducing costs, better predicting drug reactions and eliminating the need for
animal testing. It may also be possible in future to provide personalised medicines for chemotherapy,
etc.

11.19 Disposable Paper-Based Transistor
Portuguese scientists have invented a cheap, disposable paper-based transistor that can be used in
electronic devices. Instead of using silicon, biodegradable, flexible pieces of paper are used as the
basis for a transistor. The team have rebuilt a standard inkjet printer to print out electric components
on a piece of paper, instead of ink. This has been used to print working solar cells, rudimentary
displays, and bio-sensors. The transistors could be used in any electronic device that needs to be
produced cheaply, and in large quantities such as e-readers made out of paper [117].

11.20 Graphene
Graphene is a form of carbon where the atoms form a hexagonal lattice in a single layer. It is the
strongest material ever tested, conducts electricity and heat efficiently, and is virtually transparent.
Potential uses include solar cells, LEDs, and touch sensing panels. Graphene capacitors are being
looked at as an alternative to electrolytic batteries as they exhibit faster charging times, are more
environmentally friendly and have longer life spans [118].

11.21 Atomtronics
Atomtronics is an emerging sub-field of ultracold atomic physics which encompasses a broad range of
topics featuring guided atomic matter waves. Atomtronics is a contraction of "atom" and
"electronics", in reference to the creation of atomic analogues of electronic components, such as
transistors and diodes, and also electronic materials such as semiconductors [119]. The field itself has
considerable overlap with atom optics and quantum simulation, and is not strictly limited to the
development of electronic-like components [120][121]. Atomtronic systems typically include
components analogous to those found in electronic or optical systems, such as beam splitters and
transistors. Applications for the technology range from studies of fundamental physics to the
development of devices for rotational sensing and quantum computing.
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12. Technology and Innovation Radar 2019
Based on the technologies presented in sections 4-11 the Technology and Innovation Radar has been
constructed. Each technology has been considered with respect to maturity. These maturities are
shown in Figure 46 covering 139 technologies in total.

Figure 46. Key Technologies and Innovations Full List (139 technologies)

Maturity is divided into a 3-level categorisation based on when it was believed a technology or
innovation will be mature enough. This provides an indication of maturity that is easier to assess by
the community:




Short Term (S) – available by 2025
Medium Term (M) – available between 2025 and 2035 and,
Long Term (L) – available after 2035

In some cases there is a need for a continuum of innovations, particularly in the areas of tool support
to deal with increasing complexity. The resulting radar is shown in Figure 47.
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Figure 47. Smart4Europe Technology and Innovation Radar 2019

The resulting Technology and Innovation Radar presents the technologies in three sectors:




Green – technologies that SMEs and midcaps can consider to be mature in the short term,
Amber - technologies that are coming in the 2025-2035 timescale that SMEs/mid-caps should
be aware of for the future and may have an interest in that they may wish to monitor and,
Red – technologies that are still very immature and should not be considered at this time.

This radar has been updated as new technologies have been identified. A review of the technologies
has also been made to identify if the status of the technologies has changed over the year. Changes
in technology are indicated by a star (*). In general there are few changes as only a year has passed
since the original radar was categorised. However, notable changes are:
1. UAVs have moved from being Medium to Short Term – This acknowledges the proliferation
of applications in surveillance, search, inspection, maintenance, agriculture, etc. While this
applies to smaller UAVs and drones there is still a barrier for larger UAVs which opens up
many more applications due to the need for certification. This is at present not a
technological barrier but a cost barrier introduced by the high cost of certification.
2. Reinforcement Learning moved from being Medium Term to Short Term – Reinforcement
learning is applied already in a number of applications and can be considered to be more
mature.
3. Virtual Reality has moved from being Medium Term to Short Term - A number of commercial
applications exist, however, market penetration is still an issue.
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4. Elderly Monitoring moved from being Medium Term to Short Term – A number of
commercial products are now available for elderly monitoring, such as wrist bands and
pendants that allow tracking of the elderly.
5. Micro Nano Bio Systems has moved from Medium Term to Short Term – Experts in the
domain identified that this should now be reflected as Short Term.
6. Organic Photovoltaics has moved from Medium Term to Short Term – A number of
companies are producing Organic Photovoltaics have been identified indicating that this
technology has now moved from research into commercial products.
A number of other technologies were also considered for changing status but have been kept at the
same maturity status based on the following arguments:
1) Eye Tracking - Eye tracking for cars is being developed in the automotive field for monitoring
attention and this is at a fairly mature status. However, the application considered for eye
tracking in this report was for controlling computers which is still a longer-term goal.
2) Quantum Computing - Already there are applications for Quantum Computing in encryption
that are becoming commercially available in 2019, however, the full “dream” of Quantum
Computing is still some way off.
3) Graphene – There are many potential uses of graphene and it can be argued that it is already
being exploited in tennis rackets, water purification and also in computer chips. The wider
scale adoption of graphene in telephone displays, bendable wearables and bullet proof vests
is also being investigated but this is not expected to be commercially viable until the medium
to long term.
4) Smart Agriculture – Already early adopter farmers are exploiting Apps and weather
information. The uptake of wireless sensors for soil monitoring and animal monitoring
already exists but is not widely adopted. Looking even further in the future autonomous
tractors and weed stamping machinery is being trialed. Overall it can be argued that
preliminary applications of smart agriculture already exist but it is still not widely adopted
and so can be considered to be medium term.
5) Mobility Solutions – Already a number of mobility services exist and more are being
developed via EU projects. It can thus be considered that the exploitation could be in the
short term, however, the wider scale exploitation will be in the medium term.
6) Wireless Energy Transfer – Wireless energy transfer already exists for charging mobile
devices and so this technology is mature. The more wide-scale use of wireless energy
transfer to power devices over greater distances, however, is still in its infancy.
7) Vibration Energy Harvesting – The technology for vibration energy harvesting exists,
however, a key problem is the amount of energy generated compared to the current power
consumption of devices. Another factor is the cost of the energy harvesting device compared
with battery technology which also benefits in terms of lifetime as power consumption of
electronics is reduced. This has thus been left as a medium-term development which
depends on the application.
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13. Development of Research and Technology Radar

Figure 48. Brussels Workshop

In parallel with the Technology and Innovation Radar a complementary Research and Innovation
Radar has also been produced which is targeted at influencing Horizon Europe giving indications of
priorities for research funding. To support this a Workshop was organised in Brussels in May 2018
and at this a Radar exercise was performed with the aim to identify research and innovation needs in
the CPS and IoT. This Research and Innovation Radar was split into the following sectors:








Virtual CPS Engineering (Modelling and Tools)
CPS Architectures (Mastering Complexity)
Platforms and Interoperability (Systems Integration)
Safety, Security, Privacy and Trust (Barriers)
Autonomous CPS and Robotics
Data Analytics and Decision Support
HMI/Humans in the Loop

Participants were asked to classify a number of technological and innovation areas. For this Steinbeis
2i, Fortis and THHINK with input from experts, created a preliminary radar. Not only did this cover
key areas of CPS and IoT in a more general sense it also considered barriers to uptake such as Safety,
Security, Privacy and Trust which must be addressed. These are linked to the Technology Enablers
identified in the Technology and Innovation Radar previously.
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Figure 49. Technologies and Research Needs Radar

This radar of technologies and research needs has been updated and maintained during 2019 and the
current version is shown in Figure 49. The technologies and research needs are mapped into 3 bands.
The inner circle represents technologies or areas that are already mature and goes to 2020. The
middle band identified areas that will be important between 2020 and 2030 (with the aim of
identifying priority topics for Horizon Europe) and the outer band considered areas that the experts
thought would be important technologies after 2030. In getting from today to the required
functionality in 2030 there is a need for long-term research and innovation in order to develop the
appropriate, technologies, tools, platforms or services.

D 4.2 © Smart4Europe Consortium

Page 69

13.1 Priorities for Horizon Europe

Figure 50. Expert Opinions on Importance of Technologies

In the Workshop held in 2018 each expert was also provided with 3 coloured dots and asked to place
them against the sectors that they considered were the most important. Experts were asked to put:





Blue dots against areas with biggest business impact
Green dots against areas with highest societal impact
Red dots against the biggest threat areas
Yellow dots for areas that should be supported by the EC (i.e. under Horizon Europe)

The results of this exercise are shown in Figure 50. The results indicated that:




The highest societal impacts come from safety, security, privacy and trust, humans in the
loop, autonomous CPS and robotics and data analytics and decision support.
At the same time the biggest threats were thought to be in safety, security, privacy and trust,
humans in the loop, autonomous CPS and robotics and data analytics and decision support.
EC support is required in all areas.

Separately the experts were also asked to place crosses for areas that they thought were most CPS
related. The aim of this was to see if the radar was making a clear distinction between CPS and IoT.
Overall the results of this show that the partitioning of technology areas into CPS and IoT was quite
good. Notably no crosses were put in the Data Analytics and Decision Support area.
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13.

Conclusions

The aim of the Smart4Europe Technology and Innovation Radar is to provide a useful reference for
SMEs, mid-caps and Large Industrials in the SAE community to highlight new up and coming
technologies that may be of interest. The radar has evolved over two years with input from desk
research, questionnaires and 2 workshops. Considerable effort has been put into defining the most
appropriate way of representing information and a number of different representations have been
assessed. Developing a radar to meet the needs of a diverse community of companies is different
from the needs of an individual company and likewise the radar needs to be separated from specific
application domains. The radar has thus been developed towards supporting the Smart4Europe key
areas of CPS and IoT and contributing technologies in the specific areas of SSI and OLAE leading to
the following categories:









Robotics
Artificial Intelligence
Energy Harvesting
HMIs
Tools, Platforms and Standards
Data Analytics
Smart Systems Integration
Organic and Large Area Electronics (OLAE)

Overall 139 technologies and innovation areas have been identified whose maturities have been
banded into red, amber and green so that they can be easily understood by SMEs, mid-caps and large
industry.
Another aim of the work in WP4 has been to identify future opportunities and make strategic
recommendations for the SAE Initiative in the next Framework Program. A second Technology and
Research Needs Radar has thus also been created and refined in a Workshop in Brussels that covers
the 2020-2030 timeframe in line with Horizon Europe. The results of this have been fed into
recommendations deliverable D4.5.
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