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1.

Executive summary

WP4 of Smart4Europe is dedicated to the investigation, systematisation and rating of technological
offerings within Europe and related applications for SAE. Of particular interest in this report is the
potential application of SAE technologies in sectors that are traditionally non-ICT sectors. An aim has
been to identify applications that could be of interest to SMEs in all member states. Care has thus been
taken to avoid domains and applications that could be considered to be national strengths, rather
areas have been selected based on the universal need and interest for the applications by society in
general. The 4 key areas which have been considered are:
•
•
•
•

Home Automation
Smart Clothing and Wearables
Smart Agriculture
Ocean Monitoring

Home automation is something that affects us all and increasingly buildings and homes are being
equipped with efficient energy management systems, security systems and entertainment systems
and also HMIs such as Alexa to allow interaction with devices. Likewise, smart clothing and wearables
is a domain where the general population is utilising smart devices for health and well-being, for sports
and increasingly in the medical sector allowing an ageing population to remain in their homes rather
than being in hospital. The applications of smart clothing go beyond this leading to new ideas for
identity, fashion and interaction. Another universal need is food and agriculture is a major business
across Europe in both the developed and less developed countries. Here increased information is
revolutionising farming removing risk for farmers and making life easier though automation. This
applies across arable and livestock farming. Additionally, ICT is being used in the logistics supply chain
affected the journey of from field to fork. The final domain considered is Ocean Monitoring. Much of
Europe is surrounded by the sea. The oceans drive our weather systems and it is increasingly important
to monitor and predict adverse conditions and extreme events. There are also many issues as a result
of pollution, not only of oil but also from plastics which is currently become a key concern for the
society. Here there are many interesting applications both in identifying and tracking pollution, trying
to clean it up and also in monitoring sea life that is affected by pollution.
This report provides an overview of these new exciting application domains targeted at SMEs who
can take up and develop new concepts to tackle issues which address European society.
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2.

Introduction

WP4 is dedicated to investigation, systematisation and rating of the relevant technological offerings
and related applications for SAE. The purpose of this deliverable is to specifically consider the potential
application of SAE technologies in sectors that are traditionally non-ICT sectors. The aim of this is to
identify potential applications that SMEs may wish to consider in the future. The sectors chosen have
been deliberately selected to cover topics that have universal appeal across Europe both in the sense
of the application needs by society and also the ability of SMEs to provide solution for the domain. The
sectors are:
•
•
•
•

Home Automation
Smart Clothing and Wearables
Smart Agriculture
Ocean Monitoring

For each of these domains desk research has been performed to identify existing applications in these
domains that can act as a guide to the areas and what could be done. Of course, SMEs are likely to
identify other interesting applications in addition. Two workshops were also held, one in Brussels in
May 2018 and one in Stuttgart in March 2019 with contributors from the associated SAE IAs and also
from a wider range of experts. This identified many interesting potential applications. Notably these
workshops also identified other domains where there is potential for application.
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3.

Home Automation

Home automation is concerned with building automation for a home, called a smart home or smart
house. It involves the control and automation of lighting, heating (such as smart thermostats),
ventilation, air conditioning (HVAC), and security, as well as home appliances such as washer/dryers,
ovens or refrigerators/freezers. Wi-Fi is often used for remote monitoring and control. Home devices,
when remotely monitored and controlled via the Internet, are an important constituent of the Internet
of Things. Modern systems generally consist of switches and sensors connected to a central hub called
a "gateway" from which the system is controlled with a user interface for interaction that is either a
wall-mounted terminal, a mobile phone software, a tablet computer or a web interface. This is often,
but not always, connected via Internet cloud services [1]. Examples are:
•
•
•
•
•
•
•
•
•

Smart kettles
Smart Fridges
Smart Washing Machines
Smart Lighting
Smart Heating systems
Smart energy management (link with renewables)
Smart Security
Home entertainment, Alexa, etc.
Etc.

3.1 Potential Markets
Already a home automation market exists, and this was estimated by McKinsey to be worth US$5.77
billion in 2013, with a prediction to reach a market value of $12.81 billion by the year 2020 [2]. Other
research reports predict even bigger markets. A new research report "Smart Home Market by Product
(Lighting Control, Security & Access Control, HVAC, Entertainment & Other Control, Home Healthcare,
Smart Kitchen, and Home Appliances), Software & Service (Behavioral, Proactive), and Geography Global Forecast to 2023", advocates that the smart home market will be valued at $137.91 Billion by
2023, growing at a CAGR of 13.61% between 2017 and 2023. This predicted rapid growth can be
attributed to significant advancements in the IoT market; increasing need for convenience, safety, and
security; and rising demand for energy saving and low carbon emission-oriented solutions [3].
Overall it can be concluded that the market for home appliances is likely to grow at a high rate. The
increasing cost of electricity is a major concern for consumers and this is influencing households to
save energy. As a consequence, households are increasingly adopting smart home appliances to
minimise their energy costs. Advances in electronics and communication technologies is allowing
smart home appliances to operate more efficiently and even communicate among themselves to
provide effective solutions to save energy. At the same time rising purchasing power and changing
lifestyles of people are driving the demand for smart home appliances worldwide.
The largest share of the market up until 2023 is predicted to be in Smart meters and indeed these held
the largest share of the smart home market in 2016. Smart meters enable end users to calculate their
real-time energy consumption levels on a daily basis. Information on the use of energy at different
times during the day, enables consumers to take appropriate steps to cut down their energy costs. The
presence of a huge end-user base and the growing demand for energy management systems are
expected to fuel the growth of the smart home market.
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Although the energy market is dominated by a number of major players including Siemens AG
(Germany), United Technologies Corporation (US), General Electric Company (US), Schneider Electric
(France), Honeywell International, Inc. (US), Ingersoll-Rand PLC (Ireland), Johnson Controls, Inc. (US),
ABB Ltd. (Switzerland), Legrand S.A. (France), Samsung Electronics Co., Ltd. (South Korea), Acuity
Brands, Inc. (US), Lutron Electronics Co. Inc. (US), and Leviton Manufacturing Company, Inc. (US) the
concept of the Smart Home goes far beyond just Smart Metering opening up many opportunities for
SMEs. The key areas where business opportunities are expected are highlighted below:
•
•
•
•
•

•
•
•
•
•

Heating, ventilation and air conditioning (HVAC) and air quality monitoring
Appliance control and integration with the smart grid and a smart meter (for example using
high solar panel output in the middle of the day to run appliances)
Lighting control systems
Occupancy-aware control systems (using for example smart meters and environmental
sensors such as CO2 sensors)
Security, for example a household security system can be integrated with a home automation
system to provide additional services such as remote surveillance of security cameras over the
Internet, or central locking of all perimeter doors and windows
Leak detection, smoke and CO detectors
Indoor positioning systems
Home automation for the elderly and disabled including, smart mirrors to monitor health,
smart showers and toilets
Entertainment systems including displays, voice control and integrated flat panel wall speakers
Pet Care, for example tracking a pet’s movements and controlling access rights

In the 2015 “State of the Smart Home Report” commissioned by Icontrol Networks, Inc. (an intelligent
smart home platform provider) discusses issues such as what applications are driving growth, who is
buying, and what channels consumers use to make their purchases. It also provides the main reasons
people start looking for home solutions such as security, ease of use, and smart devices that automate
themselves including for example:
•
•
•

Vacation or away modes: Turn up or down thermostat, sets lighting, alarms, motion detectors,
etc.
Set-it-and-forget-it items: Turn on outside lights at dusk and off at sunrise, water on a
schedule except when it rains, etc.
Motion detection: Turn on lights when house owner enters a room, unlock a door when
he/she gets close.

All of these items require little to no interaction but can make a big difference in quality of life. They
are associated with the main drivers for security and energy savings. In addition, these applications
require data, applications, and sensors to work together in order to allow devices to work
automatically [4] to create responsive environment spaces.
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3.2 Current Applications

Figure 1. Nest’s learning thermostat and security camara (Source Alphabet)

While the Smart Home is still far from mainstream, more and more smart home technology is starting
to appear on the market. For example, Energy supplier Npower recently started offering Nest (See
Figure 1), the smart central heating controller from
Google in the UK although this has been somewhat
controversial as it was revealed later that the devices
contained a microphone. In 2016 rival British Gas
launched its Internet-connected central heating system,
Hive. Similar major players are also active in the lighting
domain.
For example, electronics and white goods manufacturer
Philips' Hue family provides a Wi-Fi-enabled light (See
Figure 2) that fits into a standard light socket and can be
made to dim and change colour using a smartphone
app.
Figure 2. Philips’ Hue family (Source Philips)

Despite linkages between large providers and companies providing equipment there is also a myriad
of smaller SME product providers in the home automation domain. A new industry is emerging to
integrate computer control into the home making it more accessible. Companies, such as D-Link, are
focusing on areas such as remote home security with Wi-Fi-connected CCTV cameras which are
connected to control motorised curtains and shutters remotely via RS434 control boxes.
In the entertainment domain a number of smart TV and stereo equipment manufacturers, e.g. Sonus,
are offering devices compatible with the Digital Living Network Alliance (DNLA) specification, which
means they can play media and can be controlled via a local area network. What many of the newer
smart home products have in common is that they are underpinned by Internet connectivity and cloud
services as part of the Internet of Things (IoT). These products offer some degree of intelligence –
either built-in or via the cloud – and they may contain a sensor, such as in internet-connected CCTV
cameras, fire alarms and thermostats.

3.3 Connectivity Requirements for a Smart Home
In order to provide a truly smart home there is a need for devices to be connected. The key
requirements are summarised below:
•
•

Every device is connected
Every device has some level of intelligence
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•
•
•

The house is connected to the cloud
Ability to split the application from the function of the device, for example a stereo system
could be used to broadcast an alert
Customer can add new apps or services

This requires interoperable connectivity between all the devices in the home and the ability to
configure them with software. This is challenging as many devices will be “dumb” and will need to be
converted into a smart device. To address this digitalSTROM, a German company, has developed
technology that allows it to connect up the existing wiring
in a home to turn it into a smart home. A computer built
into an electrical block is used to add intelligence to
devices connected to mains electricity. The terminal block
is similar to the one an electrician would use to connect a
light switch to the main lighting circuit, but the presence
of a computer means that the switch attains a degree of
intelligence. Using this approach it is possible to not only
dim a light switch but also measure electricity
consumption and collect other data via the on-board
computer [5].
Figure 3. Electrical blocks (Source digitalSTROM)

The device, as shown in Figure 3, communicates, using powerline Ethernet, to a mainboard located
next to the house's fusebox, which avoids the need for Wi-Fi connectivity. An existing home, which
may be 20 or 30 years old, can thus be made smart. Once the electrical appliances or light switches are
connected to the intelligent terminal blocks, and networked over the mains, each can then be
identified on the network and controlled independently. This makes the system flexible compared with
the fixed wiring in a house.
The digitalSTROM system is software-driven, for example, how the light operates can be reconfigured
via a tablet or PC. A central control console and Linux server is fitted in the home’s fuse box which
provides a way to share data between other intelligent terminal blocks to co-ordinate activities and
monitor events, such as when a smoke detector has been tripped. The system uses orchestration
software from Tibco to link events together. This enables a light switch, a door bell or an alarm, such
as a smoke detector, to fire off a number of events. Since the action of the switch (or alarm) is separate
from the trigger event (such as pressing the door bell), it is possible to reconfigure behaviour.
The idea of consumer-configurable services for smart homes is one of the uses for a technology
concept called IFTTT (if this happens, then do that). The idea is that the user can trigger an action based
on an event. This idea is being exploited by a number of companies. For instance, a new iPhone app
called Manything is using IFTTT to turn an old iPhone into a CCTV monitoring system. For a monthly
fee of £4.99, two old iPhones can be set up to act as motion sensors and record video if motion is
detected. The key thing is that Manything’s solution uses existing technology that consumers may
already have lying around, together with open software solutions such as IFTTT.

3.4 Standards KNX
A key barrier and need in the domain has been a standard to allow seamless interconnectivity of
devices. KNX [6] is an open standard that has been developed for commercial and domestic building
automation and this currently is supported by several hundred companies. KNX devices can manage
lighting, blinds and shutters, HVAC, security systems, energy management, audio video, white goods,
displays, remote control, etc. KNX evolved from three earlier standards; the European Home Systems
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Protocol (EHS), BatiBUS and the European Installation Bus (EIB). Devices can be connected via twisted
pair, powerline, RF or IP links. Interworking models are provided with standardised datapoint types
and objects with logical device channels. A challenge, however, is that there are also other competing
standards which are being promoted such as Thread and HomeKit and at present there is no clear
winner in the marketplace.

3.5 IoT Inspired Home Applications
As highlighted connectivity to smartphone apps provides a familiar interface to users that consumers
can easily adopt. The world is saturated with smartphones [7] and the Internet of Things community
is providing all sorts of connectivity to devices. This is enabled by the fact that sensors are cheap. Intel
states [8] that there were 15 billion connected IoT devices in the world in 2015 - a number the
chipmaker predicts will increase to 200 billion by 2020. However, Gartner [9], counted fewer than 5
billion devices in 2015 and predicted fewer than 21 billion by 2020. There is thus a degree of
uncertainty in terms of numbers highlighted by this gap and this is because no one can predict which
objects consumers and businesses will want to connect to the Internet in the future. As a consequence,
businesses are trying to connect nearly everything, for example at The Consumer Electronics Show
2017 in Las Vegas new apps for a smartphone were shown for a bewildering array of objects that one
never could never imagine being connected to the Internet:
•
•
•
•
•
•
•
•
•

GeniCan scans empty cereal boxes and reorders them through an app.
FridgeCam sends photos to your phone and helps write grocery lists.
Catspad dispenses food and water for a full month through an app and tracks cat caloric intake.
Sleep Number 360 is a bed that tracks your sleep and sends the data to an app.
U: is a shower that is controlled with an app.
A line of "smart" home appliances from Samsung, include a touchscreen fridge that responds
to voice commands and app-governed cooking hobs, washer-dryers and vacuum cleaners.
A connected lawnmower (the app is for maintenance purposes and for ordering parts) and a
tool chest that can be locked and unlocked with an app.
A hairbrush from L'Oreal that measures "hair health" and reports it to an app that will
recommend treatments.
A kind of Amazon Echo for kids, from toymaker Mattel, that can read a kid bedtime stories.

Another key concern raised by this increased connectivity of devices is security. One of the devices
presented at the same show is a special router that monitors the security of every connected device
in the home. Security is becoming a hot topic due to recent hacking stories into home cameras, etc.
and also a hacking event that brought the Internet to a standstill for millions in October 2016 [10].

3.6 Interacting with Home Automation - Voice Control Features
Although the smartphone is currently the most used device for interacting with devices at present,
digital giants such as Amazon and Google are aggressively pushing voice-command technology. There
are already several devices utilising voice features, based in many cases on Amazon's
Alexa (See Figure 4). Amazon has put the voice assistant in the cloud, allowing
manufacturers to keep devices simple and cheap. All people need to do is record voice
commands, send them off, and receive responses. The more Alexa is used, in different
contexts, the better it recognizes complex or badly formulated commands. As a
consequence, trivial tasks such as talking to a fridge helps other applications that make
driving safer or help the disabled [11].

Figure 4. Amazon Echo, voice-controlled speaker

D 4.3 © Smart 4 Europe Consortium

Page 13

Another example is HTC UII. This is the first smartphone to have Amazon Alexa built in, thus one can
use voice commands on the move just like at home on Echo speakers. Also, one can now command
the Sky box by voice just by tapping a button on the side of the remote control, with natural commands
like “play Broad City” or “watch from the start” [11].

Source: htc.com

Source: sky.com

Figure 5. Voice command smartphone and remote control

Voice interfaces with devices are thus seen as a major new opportunity by many businesses.

3.7 Evolution of Home Automation - Homebots
According to Li et al. [12] there will be three generations of home automation:
•
•
•

First generation: wireless technology with proxy server, e.g. Zigbee automation
Second generation: artificial intelligence controls electrical devices, e.g. Amazon Echo
Third generation: robot buddy who interacts with humans, e.g. Robot Rovio, Roomba

As computing power increases and advanced Big data analytics is combined with Artificial Intelligence
(AI) many new intelligent applications
become possible. This leads to the concept
of “homebots” that can manage and
perform household tasks and even
establish emotional connections with us
[13]. A smart home will be akin to a human
central nervous system with a central
platform, or “brain,” will be at the core. It is
likely that a hierarchy will emerge as shown
in Figure 6. We can expect a “master bot”
that acts as general manager, juggling many
services; “service bots” that handle a set of
functions related to a more complex task
such as managing media; and “niche bots”
that perform single tasks, such as window
cleaning.
Figure 6. Smart Homebots (Source McKinsey report)
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Multiple bots will perform separable, specific tasks as divisions into a well-defined scope presents
much less risk of error. Individual homebots of different computing power will radiate out from this
platform and perform a wide variety of tasks, including supervising other bots. Homebots can be as
diverse as their roles: big, small, invisible (such as the software that runs systems or products), shared,
and personal. Some homebots will be companions or assistants, others wealth planners and
accountants. Some people predict that we will have homebots as coaches, window washers, and
household managers, throughout our home. Although this sounds somewhat far-fetched the McKinsey
report highlights the rapid increase in investment in this area (See Figure 7). Indeed, we are already
entering this new era. In two years,
the expectation is that more items in
our living space will become
interconnected. In five years,
numerous tools and devices in the
home will be affected and the
expectation is that in ten years,
smart
homes
will
become
commonplace and will regularly
feature devices and systems with
independent
intelligence
and
apparent emotion.
Figure 7. Investment in AI (Source McKinsey Homebots)

This presents significant opportunities, threats, and changes for appliances and devices that have been
part of our home life for generations. The new home will be built on a foundation of platforms and
ecosystems, whose producers will need to establish new levels of trust with their customers.
Competition will take place not just for the consumers who inhabit the smart home, but also for
interactions between consumers and homebots that increasingly will shape buying behavior.
There are two core features that are needed with respect to platforms and services:
•

•

Platforms will provide the foundation to integrate different devices while providing a
consistent interface for the consumer. Frontrunners include Amazon, Apple, Google, and
Samsung. There will also be many opportunities for start-ups. The winners will need to deliver
omnipresence through ubiquitous connectivity and go-anywhere hardware. Additionally,
there is a need for interoperability to allow bots to collaborate among each other and link with
third party products and services. A challenge here is that multiple platform standards are
likely to evolve which will make it more difficult for consumers and businesses.
Product and Service Ecosystems are needed. Developers will create bots that plug into the
new and various platforms. This combination of platforms and bots will mature into an
ecosystem of products and services. Platform companies are likely to develop their own AIdriven bots (the descendants of Amazon’s Alexa and Apple’s Siri, for example). Other
developers will create unique homebots that integrate into different platforms, much as the
apps of today have been developed for Android and iOS.

3.8 Designing bots
It is expected that bots will migrate from screen-dominated interfaces to more physical and even
atmospheric interactions. This is to gain competitive advantage by providing compelling and intuitive
engagement models between bots and consumers. Companies that get significant market penetration
first will have the competitive advantage. For this, AI-driven solutions that react instantly and evolve
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constantly to the needs of customers are required. By understanding customers through a variety of
approaches including ethnographic research and AI-generated insights, different tailored engagement
models can be created.
Bots will need to connect with and relate to humans which goes beyond AI to the realms of artificial
emotion (AE). AE encompasses attributes such as tone, attitude, and gestures that communicate
feelings and build an emotional connection (See Figure 8). Alexa, for instance, aims to be a friend
providing a sense of support, through its omnipresence and nuanced voice interaction.
To better understand the homebot opportunity and potential obstacles to its realisation, McKinsey
conducted in-home and mobile diary
studies in Japan and the United States
with dozens of consumers who are
already using AI products or services
where they live. They found that
satisfaction with individual smart
devices runs high. Today, people are
quite willing to invite homebots into
their lives to address a broad array of
specific use cases, from doing individual
chores to completing a more complex
set of tasks to managing even certain
elements of child and elder care.

Figure 8. Emotions to build trust. (Source McKinsey Report)

However, McKinsey also found that “trust” will determine the speed and extent to which consumers
embrace smart homes managed by homebots. Trust is initially based on the bot’s ability to perform its
task, and once trust is established, people become more willing to cede more responsibilities to devices
and systems powered by AI. One key to creating that trust will be creating bots that we can empathise
with. It was found that consumers are satisfied when a bot gets a task done, but they are delighted
when there is a more personal, emotional element to how the bot does it.

3.9 Success Factors in Marketing Homebots and New Business Models
In addition to figuring out how to create trust, there is also a need to learn how to compete in a new
landscape. Companies will need new skills in designing bots, marketing products and services for them,
and building business models that exploit their position at the center of the home. As consumers trust
bots more and more they may well take a greater role over home management. This could lead to
people becoming less involved in the active decision making that goes on in daily home life. For
providers of home goods and services, this means that bots may increasingly become the customer or
at least an intermediary between a selling business and a human purchaser. This presents a challenge
of how to market products and services to a bot so that the human consumer will passively allow the
bot to make a purchase. This will require metadata and tagging systems that are optimised for
homebots. In simple cases this will be automated purchases and refills for household products. Here
sellers will need to focus on getting into a homebot’s “consideration set” and also promote features
that allow it to win when compared to other products in a purchase-decision algorithm.
Here AI could be used by providers to continuously monitor bot purchasing behaviours and track
competitors’ moves. A danger is that AI preference toward a competing product could reduce demand
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to zero. Brand will matter less and unpleasant consumer experiences or negative feedback could have
a near immediate impact on bot purchasing preferences. As a result, analytics and marketing will need
to be rapid, responsive, and agile.
In future there may be a wide range of homebot business models and use cases with homebots being
purchased or rented for a specific task, with people sharing homebots or renting them out to others.
Networked bots could also work together across households, for example, to increase processing
power, share expenses, or form buyer co-operatives to gain benefits from bulk pricing. Each of these
models creates opportunities for new revenue streams. A big opportunity for bots is in generating
additional value from collected data in data-driven projects and services. Within a household each bot
will need to follow standard protocols to communicate with one another. Beyond this, bots will
interact with markets and networks around the world such as smart cars, wearables, and mobile
devices. This will require intimate understanding of AI technologies and how they work with one
another. Here there will be a need for partnerships between companies.

3.10

Home automation for the elderly and disabled

The other key area where there is expected to be increasing demand for Home Automation is for the
elderly and disabled. The key aim of this is to make it possible for older adults and people with
disabilities to remain safely and comfortably at home rather than moving to a healthcare facility. The
need to move to a health care facility often causes a lot of anxiety. Here home automation can either
prevent or delay this anxiety. For this much of the same technology and equipment for security,
entertainment, and energy conservation can be tailored towards older adults and people with
disabilities [14]. There are two basic forms of home automation systems for the elderly:
•
•

Embedded Health Systems: integrate sensors and microprocessors in appliances, furniture,
and clothing which collect data that is analysed and can be used to diagnose diseases and
recognise risk patterns.
Private Health Networks: implement wireless technology to connect portable devices and
store data in a household health database. Due to the need for more healthcare options for
the aging population “there is a significant interest from industry and policy makers in
developing these technologies” [15].

For disabled people smart homes give an opportunity for independence, which will help them gain
confidence and determination. Smart homes can provide both older adults and people with disabilities
with many different types of emergency assistance systems, security features, fall prevention,
automated timers, and alerts. These systems allow for the individual to feel secure in their homes
knowing that help is only minutes away. Smart home systems will make it possible for family members
to monitor their loved ones from anywhere with an internet connection [15]. For security of the home
many home automation systems integrate features such as remote keyless entry systems. These allow
the elderly to view who is at the door and then remotely open the door. Home networks can also be
programmed to automatically lock doors and shut blinds in order to maintain privacy.

3.11

Emergency assistance systems and tools

Emergency assistance for older adults and people with disabilities can be classified into three
categories: First, Second, and Third Generation emergency assistance systems or tools [16].
•

First Generation - The first generation includes personal alarm systems and emergency
response telephones that do not have to be integrated into a smart home system. A typical
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•

•

system consists of a small wireless pendant transceiver to be worn around the neck or wrist.
The system has a central unit plugged into a telephone jack, with a loudspeaker and
microphone. When the pendant is activated a 24-hour control centre is contacted. Generally,
the 24-hour control centre speaks to the user and identifies that help is required, e.g.
Emergency services are dispatched. The control centre also has information of the user, e.g.
medical symptoms, medication allergies, etc. The unit has a built-in rechargeable battery
backup and the ability to notify the control center if the battery is running low or if the system
loses power. Modern systems have active wireless pendants that are polled frequently
advising battery, and signal strength to ensure that it will correctly in an emergency.
Second Generation - Second generation systems and tools generate alarms and alerts
automatically if significant changes are observed in the user's vital signs. These systems are
usually fully integrated into a home network and allow health professionals to monitor
patients at home. The system consists of an antenna that a patient holds over their implanted
cardiac device to transmit data for downloading over the telephone line and viewing by the
patient’s physician. The collected data can be accessed by the patient or family members.
Another example of this type of system is a Smart Shirt that measures heart rate,
electrocardiogram results, respiration, temperature and other vital functions and alerts the
patient or physician if there is a problem.
Third Generation - These systems are designed to help older adults and people with disabilities
deal with loneliness and depression by connecting them with other elderly or disabled
individuals through the Internet, reducing their sense of isolation.

3.12

Reminder systems

Home automation systems can also be used to provide automatic reminders for the elderly. Such
systems are connected to the Internet and make announcements over an intercom. They can be used
to prompt about doctor’s appointments and taking medicine, as well as everyday activities such as
turning off the cooker, closing the blinds, locking doors, etc. Here the user has the ability to choose
what activities to be reminded about. It is also possible to set up the home to support activities such
as turning on the lights or adjusting room temperature when the user enters specified areas. One
application of note is a smart bathroom mirror that interacts with the user and asks them about their
health while at the same time monitoring their weight. Systems can also remind users to take their
medicine, and how much, by using an alarm wristwatch with text message and medical alert. Reminder
systems can also remind about everyday tasks such as eating lunch or walking the dog. Increasingly
communities offer free telephone reassurance services to residents, which include both safety check
calls as well as reminders. These services have been credited with saving the lives of many elderly and
senior citizens who choose to remain at home [14].

3.13

Medication Dispensing

Going a step further smart technology can be used to control medication dispensing devices to ensure
that necessary medications are taken at appropriate times. Digital thermometers are already able to
recognise a fever and alert physicians and glucose monitors are commonly used by diabetic patients
to check their blood sugar level and make an appropriate injection [17]. Looking to the future for
Alzheimer’s patients, automated pill dispensers could be used to dispense only the pills that should be
taken at that time and lock access to other pills. It is also possible to link blood pressure and pulse
monitors to dispense hypertensive medications when needed.
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Going a step further, domestic robots could help administer
medications and alert a remote caregiver if the patient is about
to miss his or her medicine dose. Already there is research on
Care-Providing robots. The FRIEND robot (See Figure 9)
developed at the Institute of Automation (IAT) of the University
of Bremen, is a semi-autonomous robot designed to support
disabled and elderly people in their daily life activities, like
preparing and serving a meal, or reintegration into professional
life.

Figure 9. The Care-Providing robot FRIEND.

3.14

Challenges

The recent advances made in tailoring home automation toward the elderly have generated
opposition. It has been stated that “Smart home technology will be helpful only if it is tailored to meet
the individual needs of each patient” [17]. This currently creates a problem because many of the
interfaces designed for home automation “are not designed to take functional limitations, associated
with age, into consideration” [17]. It is also necessary to make the technology user friendly. In many
cases the elderly find it difficult to operate electronic devices or use computers. Cost is also an issue
although this needs to be offset against the cost of caring for someone in a care home or hospital.
Interestingly in some countries such as Spain a Dependency Law has been put in place that provides
financial support for installing equipment in the home to provide assistance. In the Netherlands there
are on-going trials of smart floors that monitor the movement of elderly people around their homes.
The biggest concern expressed by potential users, however, is the "fear of lack of human responders
or the possible replacement of human caregivers by technology" [17]. Notably the concept of home
automation needs to be considered to be something that augments, but does not replace, human care.

3.15

Barriers and limitations for Home Automation

The three main challenges with respect to Home Automation are:
•
•
•

Connectivity and Security
Cost
Privacy

3.16

Connectivity and security

Unless it is a new build, the challenge in creating a smart home is that the technology must work
irrespective of the age of the property [5]. Advances such as the Nest thermostat by Alphabet (parent
company to Google) and Amazon’s Alexa personal assistant are notable, but the home-technology market
as a whole remains fragmented, and the potential for a truly smart home is still unrealised. There are
currently many competing vendors, however, there are very few worldwide accepted industry
standards and the smart home space is heavily fragmented. Common communications protocols for
products include X10, Ethernet, RS-485, 6LoWPAN, Bluetooth LE (BLE), ZigBee and Z-Wave, or other
proprietary protocols all of which are incompatible with each other [1]. As highlighted there are a
number of consumer-facing standards in the home market including Thread, HomeKit and KNX.
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The lack of technical standards [1] in terms of hardware and software, makes the task of developing
applications that work consistently between different technology ecosystems hard [18]. Customers
may be hesitant to risk their IoT future on proprietary software or hardware devices that use
proprietary protocols that may fade or become difficult to customise and interconnect [19]. To try and
address this there are a number of supporting initiatives which include Works with Nest, Open
Interconnect Consortium and Allseen Alliance [4] but there is still a need for agreed standards.
For consumers there are two main issues [20]:
•
•

A Wi-Fi device connected to the internet can be vulnerable to hacking
The connectivity protocol is still in its infancy, with no clear winner among competing
technologies

In 2014, for example, Google bought the company selling the Revolv Hub home automation system.
This was integrated with Nest and in 2016 Google shut down the servers Revolv Hub depended on,
rendering the previous hardware useless [21]. Home automation devices can also be a problem for
security, since patches to bugs found in the core operating system often do not reach users of older
and lower-price devices [22][23]. Researchers say that the failure of vendors to support older devices
with patches and updates leaves more than 87% of active devices vulnerable [24] [25].

3.17

Cost

The cost of home automation is also a key issue. Microsoft Research found in 2011, that home
automation suffers from high cost of ownership, inflexibility of interconnected devices, and poor
manageability [26]. As a result, in many cases the cost of utilising home automation cannot be justified
by consumers. This has been noted with the uptake of KNX where it has seen a higher penetration in
commercial building automation due to the additional cost of providing the KNX interface compared
to cheaper interfaces that a home owner is prepared to pay for. In Forrester's European
Technographics Devices and Telecom Survey 2013, 31% of adults said they were interested in remote
access to all the lights in their home, based on a survey of 12,567 people in Europe. The survey found
34% were interested in remote energy management, and 31% were interested in home security.
However, almost half of those surveyed were not interested in having remote access to light control
[5]. In this case the digitalSTROM system would be a hugely expensive solution for remote switching
on of a light due to the huge costs of integrating the system.
In the report The Internet Of Things Comes Home, Bit By Bit, Forrester analyst Frank Gillett noted:
“When a consumer simply needs to make sure that the lights are on or the door is locked, they see an
integrated connected-home solution as dramatic overkill. Instead, as consumers add individual smart
products to address additional problems, they will realise new tasks that this combination of gadgets
could address – if only the solutions were able to communicate and interoperate.”
It is more likely that users will buy lower-cost components, rather than a complete home automation
system, to meet a particular need. The challenge is that these components will need to communicate
in an open way and federated services will be needed to make them work together seamlessly.

3.18

Privacy

A recent study by Cognizant and the Economist Intelligence Unit on the rise and impact of the smart
product economy [27] found that 40% of businesses plan to use smart products to automate customer
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service operations, while 46% report that smart products are already allowing them to collect
additional customer information that was previously not possible or not cost effective to acquire.
The market opportunity for companies to sell add-on services based on personalised data generated
by linking individuals and households with specific products and services has a huge value. This can be
used to promote product upgrades or extended warranties and insurance deals. Although consumers
have the right to opt out of sharing their personal data more and more discount deals and promises of
preferential upgrade treatment is likely to lead to more acceptance of data sharing. It is not a surprise
that strategy consultants such as Roland Berger [28] have been looking at how data harvesting from
homes can be used to generate new business. Samsung, LG and Miele are already producing internetenabled appliances with a focus on the consumer benefit of remote control but also remote
diagnostics and maintenance. Here the intention is to improve products, provide additional
functionality and also generate brand loyalty. A report [29] by McKinsey claimed that automation
through IoT will create a $300bn (£190bn) value added opportunity and a 2% improvement in gross
margin for vendors.
There are, however, concerns about invasion of privacy and how this data may be used. Insurance
companies, for instance, could use this data through partnerships with vendors to charge higher
premiums to anyone that does not connect devices. Notably many insurance and warranty firms are
creating partnerships with the big consumer appliance companies [30].

3.19

Overall Conclusions on the Home Automation Market

It is clear that there are many opportunities for SMEs in providing systems for heating, ventilation, air
conditioning and air quality monitoring driven by potential energy savings. Already many companies
are looking at producing remote access for appliance and lighting control systems and going one step
further occupancy-aware control systems are also being produced to automatically control our living
environments. Security is one area where technology is already becoming commonplace with
household security systems being integrated with home automation systems to provide additional
services such as remote surveillance of security cameras over the Internet, or central locking of all
perimeter doors and windows. This may also extend to pet care tracking a pet’s movements and
controlling access rights. In terms of living experience there are also many opportunities for
interconnecting displays and providing voice control features as well as integrating technologies into
furniture and walls (such as flat panel speakers and OLED displays). Another area which is also driving
home automation strongly is the ageing population and here there are many opportunities to provide
user friendly technologies and services for the elderly and disabled to monitor their activity, health,
alert when medical intervention is needed, provide companionship and also remind them of the need
to take medicines and exercise. Despite the plethora of opportunities it is also important to be aware
of the potential barriers which include, lack of interoperability standards, privacy concerns and cost
which all need to be addressed in order to provide successful systems.
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4.

Wearable IoT

The Internet of Things (IoT) has started to impact many aspects of our lives but arguably the most
personal area is that of wearable devices. By wearing a device the human becomes a “Thing” on the
Internet and this goes a significant step further than the interactions with devices in for instance Home
Automation. For the sake of this discussion included in this section will be any device that can be worn
by, conveniently carried by, or even embedded into a user so long as the ultimate goal of that device
is to share data with or use data from the internet either directly or indirectly. Examples of this are:
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Smart T-shirt with Bluetooth connectivity
Smart fashion
Smart access control
Location monitoring
Smart glasses
Activity and sports monitoring
Emotion monitoring and sharing
Self-tying shoes
Smart watch
Fall sensor
Respiratory monitoring
Direct drug infusion
Smart adhesive monitoring patches
Wearable lighting
Wearable power systems, e.g. blood sugar driven fuel cell
Etc.

There are many different types of device that already exist but new ideas are being invented all of the
time so we can expect an ever-increasing range of devices to be available. Here examples of existing
devices are given as well as ideas that have been proposed. This includes some devices that can be
conveniently carried by a user. The prime example here would be a mobile phone which is now much
more than just a means to speak to others, it has become a device for communication in many different
ways often with vast groups of people simultaneously.
This document will cover not only devices that can be worn as clothing, but also devices and services
that can interact with those devices. It includes devices intended to be permanently connected to the
internet, devices that either cache data while the connection is weak and devices intended to be
manually synchronised periodically. Some of the technical challenges that developers of new devices
are facing are also covered as an aid to SMEs who are potentially looking at similar applications.

4.1 Existing Wearable Devices
For many the smartphone has now become an essential part of daily life. Packing huge amounts of
processing power into a pocket-sized device means that smartphones can be used with almost
unlimited different applications for such purposes and gaming, social media, internet browsing,
navigation, as well has phone calls and email. Surrounding the mobile phone, an ecosystem of other
devices has grown up, wireless earpieces have been around from the start, however now we also see
external displays such as smartwatches and wearable headsets with displays that connect to
smartphones.
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4.2 Clothing and Fashion
Although there are many ideas for smart clothing and fashion a fundamental problem is that water
and electricity do not mix. The clothes must resist
weather, sweat, and ultimately the washing cycle. The
image to the left is a graphic equaliser shirt from some
years ago. The solution to washability was that the
electronics (battery pack and light panel) were removable
from the shirt and so cleaning was not a real issue.
However, the same shirt presented other problems. The
circuitry still needed to be robust enough and the battery
life reasonable enough that it could be worn for at least
an evening without giving up. This meant carrying a
battery pack that tucked into a pocket inside the shirt or
trousers and the panel was fairly rigid and noticeable
while being worn.

Figure 10. Smart T-shirt (Source N. Askew)

4.3 Identity
However, while this high visibility gadgetry can be considered to be a fashion fad that might sell to a
small number of people or to specialised markets the future of bulk wearable technology is about far
less conspicuous uses. Avery Dennison [31] is working with some major brands to build digital
signatures right into the clothing. This will have benefits for both the consumer and manufacturer. The
consumer will be able to query the item for information such as manufacturing history, care tips, and
recycling information at the end of life of the product. If this were to become a standard then one can
envisage a washing machine that will advise the operator of the best settings to use or at least warn
them if an item in not compatible with the current settings. Pulling an item of clothing out of the
tumble dryer that has shrunk may well be a thing of the past.
Clothing retailers have until now had no way to combat the faking of their clothing which has become
a big business. Poor quality and mass-produced fake garments can have a significant negative effect
for a brand, so there is a lot of interest in being able to identify a piece of clothing and associate it with
a legitimate purchase transaction. This will make production of imitations far more difficult. An added
benefit is that it will be possible to identify if clothing items have been stolen. There will also be
benefits for the consumer who can get a guarantee that the purchase they have made is for a genuine
item. A simple app installed on the user's phone might allow confirmation that their purchase is original
and benefit the manufacturer if the app also reports non-genuine items or at the very least ensures
that loyal customers are not cheated.

4.4 Smart Materials
A very active area is smart materials. These are materials that have sensors built in or that can perform
some function such as giving feedback to the wearer or to others. This has clear uses in monitoring of
the elderly where the chief advantage of embedding smart materials into clothing is that it helps with
acceptance and does not require the user to wear a special bracelet, watch or pendant. It is also
possible to place sensors in contact with the skin which can provide better health data from the
wearer. These materials are also be employed in the monitoring of sports allowing performance of
individuals to be monitored. Going beyond this there is interest in monitoring individuals in high stress
occupations such as firefighters and in the military. The military is even working on sensors that can
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detect if a soldier has been shot, reporting their location along with vital signs [32]. A number of other
uses for smart materials include:
●

●

●

●

●

●

●

Owlet [33] have developed socks that replace the traditional baby monitor with a sock for the
baby and a smartphone application for the parents that can alert them if heart rate or oxygen
levels stray from expected values. Neopenda [34] have also designed a similar monitoring
system but the intended use for this is in wards of critically ill newborn children allowing an
entire ward to be wirelessly monitored from a central position.
Wearable X [35] have developed pants that can monitor the wearer’s position during yoga
exercises and encourage them by giving pulsing feedback around the knees, ankles, and hips
where necessary.
SUPA [36] have joined other companies that have built heart rate sensors into clothing to
provide a system to help people optimise their workout without needing to strap on a separate
heart rate monitor. OMbra [37] have a similar product aimed at the jogger which not only
monitors the wearer’s vital signs but also tracks distance covered and acts as a digital coach to
encourage the wearer to maintain a correct pace. Hexoskin [38] is a smart shirt with sensors
for heart rate, breathing, and movement. As with other sports products, it combines the
readings to give measurements of such things as activity level, step count, calories, heart rate
recovery and more.
Lumo [39] have created smart running shorts that monitor cadence, ground contact time,
pelvic rotation, and stride length and can be combined with a virtual coach giving audio
feedback via an earpiece.
The Komodo AIO smart sleeve [40,41] is capable of measuring heart rate, steps, and distance.
Reports suggest that the company is looking to include sensors for body temperature, air
quality, and UV rays.
Jacquard [42] is a Google project to build gesture detection into clothing so that the wearer
can control other devices such as music players, navigation systems, and communications.
Levi’s have also built this into a denim jacket.
Spinali Design [43] have created Neviano UV Protect. This is a Bikini equipped with a UV sensor
that can alert the wearer when the UV index is high and can be calibrated to skin type and
warn the wearer when it is time to reapply sunblock.

4.5 Hearables
More than just earphones, hearables are a combination
of services where the interface is essentially audio. Users
are familiar with ear phones for music but in future like
with Alexa it will be possible for the wearer to interact
with a device to request music. This will also open up the
opportunity for other services using the same interface
for phone calls, reminders of when your next
appointment is, acting as a training coach and even
translation between languages.

Figure 11. Bluetooth Ear phones (Source Apple)
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In an attempt to prevent the isolation from the real world that appears to have plagued both the
display user and earlier earphone/headphone users, some devices are now providing modes where
the audio of the real world can be balanced with the audio from the service. The devices can engage
noise cancellation when a message needs to be given to the wearer or a balance can be set so that the
wearer is still aware of their surroundings but can listen to the device. This is particularly beneficial
when the user is cycling, running, or walking in traffic or other dangerous situations, e.g. on a building
site
Apple have been quick to get into the market
with AirPods but Google has responded with
the Pixel Buds that link primarily to their Pixel
smartphone but also work with other phones
albeit with reduced functionality. A feature that
seems to have especially caught the
imagination of the reviewers is the ability to
translate between languages. This is
reminiscent of Douglas Adam’s babel fish in
Hitchhikers Guide to the Galaxy.
Figure 12. Google Pixel Buds (Source Google)

It should be noted, however, that these devices are reliant on a good connection to the Internet in
order to provide the translation capability. However, if you work in an environment where you need
to translate regularly this may have many positive impacts for business.
Another newcomer to the same market is Waverly Labs with
their product, Pilot [44]. This startup has been developing
their product relying on crowdfunding and had claimed to
have a release date of Spring 2017, however, it appears that
they are still taking pre-orders. They have launched a
translation app that can be installed separately and, while
the list of supported languages is far smaller than that of
Google Translate, for a brief test of English to French it
seemed competent.
Figure 13. Waverly Pilot (Source Waverly)

Hearables are essentially interface devices for applications running either on a smartphone or in the
cloud. For the former it is clear that revenue can be made by selling the smartphone devices and
software. For services that run in the cloud, longer term revenues may be required in order to keep
the services up and running. Here a key challenge is operating in a domain where a giant such as Google
offers the same service with no subscription cost. Thus, SMEs need to identify services that are better
that people are prepared to pay for.

4.6 Virtual and mixed reality
While virtual reality allows the wearer to be immersed in a generated world, mixed reality allows the
real world to be augmented with generated items. One can imagine being in an architect’s office and
there in front of you is your new building scaled down to fit on the table, you can walk around it and
point at features you like or don’t like and the other people in the room can see both you and the
building too.
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The same is applicable for any number of
different scenarios from car, bike, or boat
designs, visualising engineering components
before they are built, visualising air traffic,
games, imagining that new piece of furniture
in your living room, and of course being able
to walk around a scaled down version of a
war zone complete with friendly and enemy
positions, could give an advantage.

Figure 14. Virtual Reality (Source profilemiamire.com/miamirealestate/2018/4/3/design-construction-sales-the-future-roleof-virtual-reality-in-real-estate)

There are many products to choose from in the VR and augmented headset market and their prices
range from tens of euros to thousands. Some devices are linked to specialist hardware while others
link to software running on a PC. At least one manufacturer is introducing eye tracking to the headset
opening up the possibility of improving the reality of the VR experience as details can be sharp where
the wearer is looking and less sharp elsewhere and allowing the wearer to select items using their eyes
in combination with other gesture or physical controls.
Facebook is working on something they call
social VR [45]. This allows the user to join others,
who are not in the same geographical location, in
a group where each person is replaced with an
avatar. The virtual meeting can take place
anywhere and Facebook are reporting that their
studies show that people really do feel engaged
in the virtual environment. They also learned
that introverted people found it especially
beneficial compared to meeting in reality
suggesting that introverted people might be able
to use VR to reduce their social anxiety.
Figure 15. Facebook Social Reality (Source Facebook)

Other uses for VR looked at by Facebook included viewing holiday destinations before booking, viewing
products in VR, and interacting with remote colleagues, friends or family. A large number of
participants also thought it would be useful to be able to record the experience for later.
Facebook are not the only company working in this area. MindMaze [46] is a startup that is aiming to
make VR avatars provide expression. By placing sensors around the VR goggles, their software is able
to translate electrical signals into expressions on the avatar. By allowing the avatar to smile, raise an
eyebrow, blink, and more the sense of realism of a VR meeting is further enhanced.

4.7 Health and the wearer
By remotely monitoring a patient it may be possible to allow that person to remain at home rather
than being in hospital. It is also possible to allow patients return from hospital earlier which saves
hospital resources but is also more beneficial for the patient. Of particular interest is the care of the
elderly particularly as these tend to live with illness and also disabilities, both physical and mental.
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The use of wearables can be used to provide both remote monitoring for medical practitioners but
also for friends and family of elderly or unwell people. This can provide information on whether the
individual is safe and going about their normal routine. Watches and home hubs have been developed
that can learn the daily
routine and alert someone
when it appears something is
wrong or if the relative has
wandered away from home.
Wearable
airbags
(comparable to a thick belt)
can be used by those
susceptible to falls and if such
a device can alert a carer
when triggered then any
medical help can arrive
sooner. There are also
devices that allow the wearer
to be alerted early when they
might need a toilet break
which is integrated with an
app that can locate the
nearest facilities.
Figure 16. Remote Health Monitoring (Source http://specialtyhmg.com/wp-content/uploads/2015/02/Remote-MonitoringPage-Image-2.png)

Some patients benefit from under the skin drug delivery systems (intrathecal drug pump). These
deliver pain relief from a reservoir surgically implanted and can allow the patient to take some personal
control. While it is clear that such a system gives the patient a better quality of life there can be other
advantages too. Assuming an adequate level of security can be built into such as system, the dosage
being administered can be monitored remotely to ensure the patient is not showing signs of problems.
At the same time the system can also give feedback in the case of malfunctions so preparing the
hospital or doctor for the need for maintenance.
Another development is the implantable glucose monitor [47] that is able to continuously monitor the
levels of blood glucose and transmit these to a smartphone. Useful for diabetes sufferers the system
is then able to alert the wearer (either via the phone or by vibrating the device) when their blood sugar
levels are abnormally high or low. Such systems can be extended to allow the remote monitoring of
the effectiveness of any drug regime being followed and to summon assistance if the wearer the
correct levels are not being met before they become dangerous.
Insertable cardiac monitors have also been developed that are able to log heart rhythm problems and
recently smartphone compatible models have been announced giving patients being monitored even
more freedom to continue their normal life. Wearable devices are also able to monitor the levels of
tremors of Parkinson’s patients allowing the neurologist to gain a better insight into the level of
symptoms over a period of time which is not possible during a short visit to the surgery [48].
Mental health is also important and while few devices yet claim to be able to read your mind, several
wearable devices are claiming to be able to discern mood based on measurements taken of skin
conductance, skin temperature, heart rate, and respiration. These devices track the wearer’s lifestyle
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and convert this into suggestions for improvement or alerts for signs where things may be going off
track.

4.8 Fitness
External devices linked to a smartphone are not just dumb displays. Fitness watches can measure
various health related parameters and then feed this information back to the wearer not only via on
device displays but also through the internet so that a training regime can be monitored for
effectiveness. This is an active growth area and there are now an incredible variety of devices available.
Smart shoes have been available to joggers for
around a decade but now more sports are being
included and even the shoes are able to act as
controllers for games for those that might benefit
from other motivation to get outside. Some are now
focussed on sports such as golf and are able to help
the wearer improve their stance.
Here there are also devices for Skiers and boarders
that can attach to a ski-boot to measure edge-toedge speed, air time, g-forces, and carving angle.
Applications for mobile phones also allow those out
on the piste to monitor where they have been, their
vertical range and speed [49,50].

Figure 17. Ski-boot with a Fitness Tracking device (Source https://getcarv.com/pages/device)

Heart rate monitors built into earphones are also a possibility allowing the combination of music with
heart rate monitoring as you exercise. Shorts that are capable of gathering real-time muscle electrical
activity data are also available. These promise to help spot risks of injury through imbalances and
incorrect gait [51]. Similarly, there are tops that can be worn that can measure breathing rhythm via
the use of smart materials.
Hydration is a relatively new parameter to be measured, however it is generally agreed that taking
onboard enough fluids during exercise is important and now devices such as LVL are appearing that
can do this. This information might not only be useful for those eager to get or stay fit but also for
emergency responders who may not have the time to include breaks to take on fluids or whose
performance and health might be affected. For example, a firefighter in an emergency may well
become dehydrated and start to make poor decisions. A hydration monitor linked to a central system
can not only warn the individual but also the team [52].
While individual wearable devices are capable of empowering the wearer it is clear that if the
information is brought together data from various devices, the information may be more useful not
only to the individual but also the team. IBM have realised this and have a solution aimed at various
aspects of sport based on their Watson platform. This is aimed not only at the sports men and women
but also fans [53]. There are solutions for the individual athlete (aiming to monitor and improve their
training, recovery from injury, compare techniques) and for the fans (receive interactive experiences
and rewards for loyalty), and for the stadium (in seat food and drink orders, in stadium seat upgrades,
instant replay on fans devices, promotional offers, and more).
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While the IBM solution is aimed at the professional team or their fans, other solutions (such as Strava
[54]) are available for the individual athlete. Such applications track the athlete as they pursue their
sport and allow them to see how they are performing, how they are improving and to compare
themselves with friends and family wherever they may be located. In the case of Strava, the application
is independent of the hardware and indeed sport, they are capable of working with a number of
different hardware makes (including Fitbit, Polar, Timex, bryton, Garmin and many more) and will work
with iPhone and Android. This inclusive approach means that customers are not forced to use specific
hardware and can compare themselves with others that may have chosen different hardware.

4.9 Wearables as an extension of the individual
A concept that has been present with a number of the products mentioned has been that data
gathered by the worn device is sent to some central system and then analysed and responded to, used
to alert others, or stored so that the wearer can refer to it later. The purpose of wearable IoT devices
is fundamentally to communicate with other IoT devices and services.
Wearables can thus be used to extend the reach of the wearer in real time. For instance, drones can
be flown by operators using VR goggles to see the world from the perspective of the drone. The police
in the UK have already started using drones equipped with cameras that are operated by an officer on
the ground with a tablet to have a drone’s eye view. Typically, this might be useful for tracking a
criminal on the run but might also be used to cover other incidents where the cost of a helicopter may
be unjustified [55].
Exoskeletons are being built that augment the strength of the wearer so that the factory worker can
work more productively or move heavy loads, or for the soldier to increase endurance, or to allow the
individual who has suffered spinal injury to walk again.
Brain computer interfaces (BCI) have been
developed that allow an individual to control
prosthetic limbs, and wheelchairs with the
mind [56]. These developments are clearly
liberating to those suffering disabilities and
there has been exciting news of this
technology being used to communicate with
patients suffering locked-in syndrome.

Figure 18. Brain Computer Interface (Source Orbit)

The same BCI technology can also be used to control drones or other real-world devices and used in
combination with the VR goggles mentioned above this would give a user the feeling of being further
immersed in the world of the drone. The illusion of being “there” can be further enhanced by using
sensory feedback such as force or motion.
Going to an extreme for the definition of wearable is the concept of the remote-controlled surgical
robot, a machine that allows surgeons to perform their work remotely when needed. Similarly, semi
intelligent robots can be sent to dangerous locations while being controlled by an operator remotely.
Good examples of this might be containing an incident such as a radioactive leak or perhaps making a
suspicious device harmless.
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4.10

Personal identity

Personal identity is important for an individual and it is common to identify
ourselves using passwords as an accepted part of daily life. Identity cards to
gain access to the public transport system, gym, or place of work are all
totally accepted as normal and of course, unless paying with cash, all
payment mechanisms require the identification of the payer online or in
person.

Figure19. Label (Source www.redbubble.com)

With the heightened awareness of security, increasingly old-fashioned methods for proving one’s
identity online are being considered inadequate. It is often too simple to guess a password and so now
we are being asked to use multi factor authentication (MFA) which combines a password with some
other means of identity. Very often the key to this extra security is the user’s mobile phone to generate
an extra one-off key or simply to confirm that the transaction or access to the system is by the
authorised individual. Payments are also becoming more secure with various banks allowing payments
using a mobile phone and Near Field Communication NFC.
Already wearables relating to personal identity are being
produced. One such device is the JAKCOM N2 serial smart nail
which combines technology with fashion. The N2M smart nail has
a built-in a microchip that can be used as an inductive IC card. This
can be used to allow access control card for parking, buildings,
shopping or for providing access to smart devices as a unique
identity for the wearer.

Figure 20. JAKOM Smart Nail (Source JAKCOM)

Other devices are combining identity with providing services such as for
virtual queuing. You may in the past have turned up to a restaurant and
have been told that your table is not quite ready but take an electronic
beermat equipped with a beeper and flashing lights and wait in the bar
and wait to be called. This could be replaced by a device such as that
shown in Figure 21 which automatically alerts you when a service is ready.
Likewise using such systems it would be possible to turn up to a theme
park or a festival and rather than having to present cash for services such
as drinks or rides, a credit on a band can be used to allow you to decide
which rides you would like to take and it will summon you when your time
is near. This would reduce queuing and result in a better customer
experience. The same device can also be used to provide access to lockers
or hotel rooms and identify the wearer for VIP sections [57].
Figure 21. Accesso Prism for
Virtual Queueing (Source Accesso)

This is not only a big improvement in the customer experience but it also gives the providers of such
systems valuable opportunities to gather data about customers that would practically not have been
possible in the past. It also allows the opportunity to market to visitors who are in the vicinity and have
been identified as likely potential customers.
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4.11

Nearables

There is a lot of interest in the advertising industry in the use of nearables that alert shoppers when
they are near shops and promotions that are on offer. Apple have created a technological standard
based on Bluetooth Low Energy (BLE) [58] that allows a suitably equipped smartphone to receive short
packets of data from beacons. The BLE protocol has a limited (100m) range
so this is not a replacement for GPS but rather a means to locate the user
more accurately at the local level. The data transmitted allows software on
the phone to contact the server which will then be able to determine the
location of the user based on the local beacon identifiers and the signal
strength. The response from the server could be to send a targeted
advertising based on the user’s past shopping habits or potentially
remind customers as they near items that are on their pre-filled shopping
list. For instance, “You wanted coffee. To your right we have an offer on
Douwe Egberts”.
Figure 22. Low Power Bluetooth

4.12

Deskless workers

A market sector that is becoming more apparent is the deskless worker [59]. These are individuals who
do not work in a typical office environment but for many of them communication with the office is
essential. Until recently these new workers were provided with solutions based on existing but often
not ideal technologies such as pagers, email, or chat applications.

It is now common to be asked to sign a tablet like
device when receiving a package or possibly to
pay for an emergency plumber using a portable
payment device. Another example of the
deskless worker is the taxi driver and here
technology has been at the heart of the recent
revolution connecting clients to the nearest
available driver in the form of Uber.

Figure 23. Signing A tablet (source https://www.elcom.eu/ww/it-solutions/signature-solutionst/secure-sign/)

It is also now common in restaurants for the waiter or waitress to take the order and enter this onto a
small tablet like device which is then sent to the kitchen electronically and prepared. When ready, the
order is then delivered by another member of staff.
Software firms such as Zinc, Crew, and Microsoft [60,61,62] have realised that there is a market for
apps dedicated to serving the deskless worker. These applications allow workers and employers to
manage work patterns. A worker can use the applications to see when their shift is due to begin,
request a shift swap with someone else, and just request time off. They are able to communicate with
the team, see information sent out by managers, report problems they have encountered, and even
use the app to arrange social events with coworkers.
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Information can be provided about how to get to a job.
For instance, an emergency repair worker might benefit
from being able to see where the next customer might be
on a map, see any details of the problem reported,
potentially pull up pictures sent by the customer, and
even pull up a history of earlier callouts to that customer.
Once onsite the worker might then be able to give an
estimate of the time needed for the work so that the
central office can plan the next customer and then, once
the work is complete, be able to signal the worker’s
availability and inform the next customer of the expected
arrival time.
Figure 24. Job Control via Tablet
(Source https://www.computerworld.com/article/3157309/microsoft-launches-staffhub-to-connect-desklessworkers.html)

4.13

Haptics

Haptics refers to the sense of touch and in technology that refers to giving user feedback via the sense
of touch. A good example that most people can relate to is the phone quietly vibrating in their pocket
during a meeting. Using different patterns it is also common to be able to tell if someone from your
family, friends or office are calling and so decide if it is worth even looking at the smartwatch on your
wrist to determine who is calling. A different pattern can also indicate that the caller has left a message
or that someone has sent you a message on social media.
However, the area of haptics goes far beyond this. Microsoft’s arc touch mouse, for example, has two
silver rectangular pads where a traditional mouse might have a wheel. These pads act as touch pads
that operate is the same way a mouse wheel might allowing websites and documents to be scrolled.
To engage the user, the mouse vibrates and gives relatively convincing audio feedback. Scroll slowly
and the page scrolls slowly with you, flick the “wheel” and it will continue to scroll and gradually slow
down as a real wheel might until either you touch the wheel to stop it or it loses its inertia.
Other areas are also making good use of haptics. Fitness
trackers have been using haptics to tell the wearer when they
have achieved goals, need to pick up the pace, or simply
remind them to start moving that hour. Smartwatches linked
to a smartphone will vibrate to allow the wearer to know that
an incoming call is being received or that something has
happened on social media.

Figure 25. Microsoft arc touch mouse (Source Microsoft)

However, we can go further than simply using vibration to alert users to events that have occurred or
request that they take action. A problem with touch screens and indeed some buttons intended not
to physically move is that it can be difficult for the user to know when the desired action has been
initiated. A user placing a finger on a fingerprint scanner might feel a slight vibration when the system
recognises them. Virtual buttons on a touch screen may respond with a slight vibration to give the user
the feeling they have touched a real button.
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However even this is not far enough. Companies (such as
Tanvas [63]) are now working on creating the feel of real
materials on a touch screen while other companies (such as
HaptX [64]) are creating gloves that give your visits to virtual
reality an extra dimension by being able to feel a tiny fox
nuzzling up to your finger through the use of force feedback
gloves. Sight and sound are important in the world of user
interaction, however clearly the sense of touch would be a
massive leap forward. In future users may no longer accept a
simple device that just gives a bland beep as the sole feedback
during user interaction.
Figure 26. Tanvas Touch Screen (Source Tanvas)

4.14

Technical challenges

4.15

Battery Life

Customers accept that a smartphone will not run forever. As part of the daily routine people are now
used to taking the device out of our pocket and connecting it to a charger in some way. While wireless
charging might make this process simpler, what it does not do is tackle the fundamental problem that
while the device is charging, it is no longer wearable, and therefore no longer usable.
For some technology this is not an issue, having your mobile phone charging beside the bed is not an
inconvenience, even having to pick up and put on a simple smart watch is no big hassle. The real
inconvenience comes when the device is intended to be used continuously. Many fitness devices claim
to be able to monitor our sleep patterns, but of course they cannot do that from the bedside table
while charging.
In these cases perhaps other routines can be developed. While the owner is showering, dining, or at
their desk, perhaps the break in monitoring can be tolerated. However, devices that are aimed at
monitoring the elderly or the ill cannot afford to have daily downtime, even extending the downtime
to once every few days may not actually help if the wearer cannot adapt to a new routine. In these
cases the only real option is that the battery life has to be long enough to last between visits by a
caregiver who will take responsibility for ensuring the device is charged.

4.16

Charging options

Originally the inconvenience of analogue watches was removed by the advent of self-winding watches.
When the digital watch arrived with a battery life measured in months or years the self-winding
analogue watch became less relevant. However, due to the increased functionality being provided we
are now back to devices with operating times measured in a small number of days. Finding a
convenient way to keep devices charged has thus once again become important.

4.17

Wired charging

Standardisation has had a big impact on device charging. A few years ago it was necessary to have a
specific charger and connector to charge a device leading to the need to carry around multiple
chargers. Now, however, USB charging has become the norm and it is possible to connect to wall
outlets, chargers and other devices to obtain power. However, there is now a split between the USBB and the USB-C generation leading to diversity in cable standards. A major downside of wired charging
is the fragility of the connector. While the connector on the cable could be damaged, it can replaced
relatively cheaply. However, the connector built into the device is something else. Not only can this be
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a problem for waterproofing devices or preventing the ingress of dirt, once the connector is damaged,
repair is often not cost effective.

4.18

Power Banks (USB Battery Packs)

Providing an emergency boost to the failing battery, a power
bank can prove very useful. A drawback is that it is necessary
to carry the power bank and keep it charged. However, they do
solve the problem of keeping the wearable device useful whilst
mobile. For those that travel often with unreliable access to
charge points, these devices are very useful.

Figure 27. USB Powerbanks
(source https://promz.nl/nl/product/usb-powerbanks/)

4.19

Wireless Charging

Simply placing a mobile device onto a charging pad is very
convenient in terms of charging. The version shown here also
combines the functionality of a power pack so that the user is
again not tethered to a power socket.

Figure 28. Wireless Power Pack (Source QI)

However, there are other benefits to wireless charging [65].
●
●
●

The reliability of the devices is extended as the need to make a physical connection using a
connector inevitably shortens the life of the connectors.
Not requiring an opening in the device will prevent problems with water or dirt getting into
the connector. For medical devices this makes it more possible to sterilise the device.
For environments where sparks might be a risk due to the presence of flammable or explosive
materials, inductive charging may have benefits.

However, there are also downsides:
●

●
●
●

There are competing standards, Qi WPC (Wireless power consortium) have the oldest
standard, PMA (Power Matters Alliance) have a popular competing standard, and A4WP
(Alliance for Wireless Power) formed another standard but announced in 2015 that they plan
to merge with PMA.
The devices are only 75-80% efficient so widespread adoption means bigger demands on the
power network and bigger bills for the user.
The lost energy turns into heat which can mean the pads and devices heat up during charging
which in turn may stress the battery and other components of the device.
There are concerns about the health implications of exposure to electromagnetic radiation
which may prevent the uptake of such charging devices.
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4.20

Changeable battery packs

Where a device is expected to continue to operate for a long period of time under heavy load, it is
often useful to allow for interchangeable battery packs. This is already a common approach adopted
in items such as a digital SLR camera. The photographer will typically know how long he or she expects
to be shooting for and will take enough charged packs along.
A downside is the need to carry the extra packs and in extremes also carry the charger which will
almost always only be suited for the specific device.
Some consumer level equipment allows for the use
of standard batteries (AA, or AAA) and will allow for
rechargeable versions of these to be used. However,
with the push towards miniaturisation, such
standard packs are considered too bulky and
manufacturers are building their own design of packs
into the device that use space more efficiently, while
also charging premium prices for these custom
packs.
Figure 29. Changeable Power Packs (source https://www.nikon.com/)

Some device manufacturers (such as mobile phone manufacturers) are known to use non-replaceable
batteries or batteries the consumer cannot replace easily. There are arguments that this is to allow for
optimal space use and simplified case design but others argue this is simply a case of built in
obsolescence as a battery pack with a life of a couple of years would previously have been replaced
and allow the user to extend the life of the device by another few years. There are also arguments that
the vast majority of mobile phone users tend to follow fashion and that purchasing a sealed unit where
the battery may be better integrated but fixed, is not a significant drawback.

4.21

Energy Harvesting

There are various different mechanisms for harvesting energy from the environment [66]:
●
●
●

Solar cells that convert light to usable energy.
Piezoelectric energy harvesting that can convert movement/vibration into power.
Thermoelectric elements that convert heat into electricity.

All of these sources are usable to some degree for wearable devices mainly for extending battery life.
The downside of these sources is that the energy generated is fairly low and certainly not sufficient to
continuously power a device such as a mobile phone display so the functionality of devices may be
limited. Looking further ahead it may also be possible to use blood sugar driven fuel cells that actually
use the human more intrinsically as a source of power for very low power devices embedded in the
body.

4.22

Low Power Devices

IoT devices can be categorised into sensors, actuators, and display/interaction devices. Sensors need
to sense something about their environment, actuators need to change something in their
environment, and display/interaction devices are intended to communicate with the owner and are
often a combination of both actuator (a display, audio output, vibration alert, etc.) and sensor (touch
input, keypresses, audio, etc). However, in addition we increasingly expect them to communicate with
other devices.
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4.23

Sleep

One way a device can significantly reduce power consumption is to spend a large proportion of its time
in a sleep mode [67]. The degree to which this is possible depends on the application. A device intended
to monitor a jogger’s heart rate, location, and report the performance to the cloud might decide that
the heart rate can be monitored relatively infrequently and the location perhaps a little more often
whilst the reporting to the cloud can wait until the owner returns home to a docking station. However,
a similar device being used to monitor the elderly might monitor the location less frequently, the heart
rate the relatively often but only report when some alarm condition has been met.
Modern semiconductors can be designed for extremely low current leakage allowing the device to
retain state information during sleep with very low cost in terms of battery life. However ultimately
the device needs to wake up from sleep and then be put back into sleep mode after performing some
tasks. Waking and going to sleep result in an overhead and also result in pulses being taken from the
battery reducing life. A balance needs to be made to ensure that the overall power consumption or
system life is not affected by using power-up/sleep modes too often.

4.24

Communication

Wireless communications are now essential for almost all IoT devices and certainly this is the case for
wearable devices. The most common arrangement of devices would have a smartphone as a hub using
WiFi or GSM networks. Both these networks are high speed and have relatively long ranges. The result
is that the power usage is higher. Other protocols give lower speeds and smaller ranges and so use less
power. Bluetooth is very common standard used for connecting devices to the smartphone hub and
Bluetooth Low Energy (a.k.a Bluetooth Smart) can run for months off a very modest button power cell.
Two other protocols (Thread [68] and Zigbee [69]) also offer low power and low transmission rates. In
addition, they support mesh networking (nodes can pass information onto other nodes), however, this
has at present only has limited application in the wearables domain.

4.25

Displays

A significant feature of most wearable systems is the ability to communicate with the wearer and,
while audio is common, some kind of display is also often necessary. Examples of this are smartphones
and smart watches. A challenge with displays is that they generally consume large amounts of power
relative to the rest of the device. A mobile phone will operate for some considerable time measured
in days but once the user starts interacting that time is reduced to hours. Notably users tend to look
at their phones several hundred times a day.
For devices where frequent updates are not a requirement,
electronic paper such as from Telerex Europe [70] may
provide a better solution. The display uses zero power for a
static image and only uses power when changing image. It is
very high contrast making it readable in direct sunlight and
the displays can be made flexible as demonstrated in Figure
30.
A range of devices already use electronic paper displays
(EPDs) including electronic books, life logging wrist bands,
and note taking slates, and outside the wearables market
their use in shelf labelling in supermarkets has proven these
devices to be ideal as new paper labels no longer need to be
printed but instead can be zero power devices that are
temporarily powered by the RF field from the device used to
update them.
Figure 30. Electronic Paper (Source Telerex)
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Thin film transistor (TFT) LCDs are currently very common in
mobile phones and they have outstanding characteristics such as
a wide colour palette and the ability to switch quickly so being
suitable for video. However, where they suffer is in power
consumption as they need to be continuously powered to display
even a static image. A two-inch TFT LCD display might consume
30mA to update the display while an EPD would consume
2.33mA. Additionally, the displays do not do well in outdoor
conditions where they become hard to read due to ambient light
levels.
Figure 31. TFT LCD Display (Source Telerex)

Organic LEDs (OLEDs) [71] are an alternative to TFT
LED displays that offer some advantages over their
predecessor. They use less power as there is no
backlight, instead each pixel can illuminate itself. As
with EPDs, OLEDs can be made flexible so they can
conform to a curve for example on a wrist band. The
barriers to adoption are likely their price (up to 30%
higher than TFT LEDs) and their outdoor performance
which is at best on a par with TFT LEDs. A further
disadvantage of OLED is a degradation over time
leading to a shift in the colour output. However, a
number of manufacturers have adopted OLED in
smart watches, bands and now mobile phones.
Figure 32. OLED Display (Source:
http://mashable.com/2016/01/06/lg-rollable-oled-display-ces-2016/#wwNJ7gz5f8q7)

The term AMOLED is a combination of the OLED with a backing of thin film transistors that activate the
individual OLED pixel so making an active matrix of OLEDs.

4.26

Durability

4.27

Wash Proof Devices

Any wearable device will ultimately get dirty and need
cleaning. Levi’s have addressed this problem by
embedding washable conductive fibres into a jacket
but allowing the removal from the sleeve of key
components that are not washable. Ballantine’s have
created a T-Shirt that is machine washable with built in
LEDs and taken the same approach of putting the
intelligence (and power source) in a separate pack that
can be removed before washing.
Figure 33. Smart Jacket (Source Levis)
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4.28

Lifespan of devices

As new devices come on to the market so too do new protocols and standards. These need to be
maintained in order to keep those devices working. A modern smartphone may have an expected
lifetime of perhaps a couple of years. It does not matter if the device cannot run newer services as
many users are happy to upgrade to get the latest features. However, as already highlighted in the
home automation section the lack of standardisation can be a barrier. A smart fridge with a two-year
life span is not going to be perceived as a good deal by the consumer and early adopters of smart
televisions are now finding that the television’s operating system is no longer being supported. There
is thus a risk of alienating customers. The wearables market is to a degree isolated from this concern
as the majority of devices are intended to be disposable within a relatively short time frame. However,
if the supplier is also using a subscription-based model to sell added services based on data there is a
need to support the customer base as technology changes.
A form of phased obsolescence might be a more acceptable route. For example, an early heart
monitoring jogging watch might allow the upload of statistics to a web site that tracks and displays
your performance. Rather than just not supporting this functionality in the future the provider may
add on additional features that may only be available on a newer device thus encouraging the
customer to upgrade to the new device. The aim is to develop brand loyalty and also increase the
number of customers using a provided service.

4.29

Security

In the past, access to a bank account was often based on personal
identity. Very often the teller would actually know the person coming
in to withdraw money. However, now it is rare that people go into a
bank and it is unlikely that the staff would recognise the person. Online
banking is now the norm and so it is highly important to provide good
security in order to prevent criminals gaining access to a person’s bank
account.

Figure 34. Security Key Device (Source https://www.mobilevenue.com/barclays-pinsentry-10171536/)

The banking industry have thus developed systems such as multi factor authentication so that a
customer must enter a password, a second one time use password generated by a device based on
number generation or by confirming that the initiated the online transaction is valid by entering a pin
sent to their mobile phone. However, the weakest link remains the human and criminals still manage
to get into people’s accounts via encouraging them to install malicious software on their computer or
mobile phone to provide access to their bank account.
With the advent of the internet and now the increased use of connected devices, there are an everincreasing number of ways that those devices might be used against us. A security flaw in a networked
baby monitor or camera could easily allow a criminal to eavesdrop and learn information to their
advantage (including if the house is occupied). There have also been well publicised cases of high-end
cars being stolen via amplification and cloning of key fob signals from inside the owner’s houses.
Likewise, a security flaw in a device to open a networked electronic door lock could simply allow the
criminal to walk in without needing to break in [72]. This might sound far-fetched, however, criminals
were able to extort money from a hotelier in Austria by taking over the door locks of the entire hotel
through social engineering and having staff click on a malicious link in an email. After a ransom was
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paid the locks were remotely returned to the control of the hotelier without the criminal ever needing
to be on the premises.
Wearables are not immune from attack and the degree of security that can be built in is limited by
processing power and battery life. Likewise, security tends to have a negative impact on usability and
in many cases device owners opt to have very simple security mechanisms and passwords. Mobile
phones are an obvious target giving the criminal access to social media, email, and even bank accounts.
However, other devices such as smartwatches may be vulnerable and in one case researchers were
able to demonstrate that such a watch could give the criminal the ability to determine what the wearer
is typing by tracking the motion of the hand of the wearer [73]. The US army also discovered that
fitness tracking watches were giving away the location of their troops.
Of far more concern would be if a medical device were able to be controlled by a criminal. If the device
offers the medical professional the ability to adjust the device remotely based on feedback from the
device then a criminal may be able to take advantage of the same feature to interfere with the device
with potentially lethal consequences.
There is also a trend to store personal information online in the cloud. This may include personal
documents in online storage provided by big names such as Google or Microsoft, it may include our
profiles in social media such as Facebook or WhatsApp, and it may include our training history
associated with our fitness devices, or it may include personal details held by organisations such as
Uber. Here again there is a need for security to avoid key information being accessed and cross
referenced for criminal intent. A number of high-profile attacks have caused government and business
to address security more seriously. In the US the government is getting involved and in October 2017
the European Union Agency for Network and Information Security (ENISA) held a conference on the
subject. This resulted baseline security recommendations for IoT being published [74].
Business is also getting involved. Microsoft is working on offering BitLocker encryption to its IoT version
of Windows 10. Meanwhile the IoT Security Foundation (IoTSF) was set up to help secure the IoT by
the sharing of knowledge within organisations that make or use IoT. This is supported by leading
companies such as ARM, BT, Dyson, Hive, Huawei, IBM, KPMG, Philips, Vodafone and many others
[75].

4.30

Privacy

Privacy is also a key concern with increasing demand to know who exactly has access to the data we
are generating. While no one wants their details falling into the wrong hands by using an “always on”
internet connected device it is likely that we are giving more information away than we realise. Already
this has raised concerns in home automation where devices that listen to us are installed and indeed
mobile phones have also been caught listening to their owners [76]. Tracking devices that determine
the location of family members can also be tracked by other people. This has led to strong regulation
from the European Commission with GDPR [77] and similarly the US, Canada, Australia and Mexico are
either using existing law or are enacting new laws to cover privacy with respect to IoT.

4.31

Connectivity

The general architecture of an IoT solution is a device that communicates with a service in the cloud.
Scaling a cloud solution to cope with the increasing number of devices is a challenge, however, it is a
challenge that software systems combined with hardware are generally capable of meeting. However,
with the increased number of devices comes increased network traffic and coping with this extra traffic
is a challenge of its own.
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A danger with such an arrangement is the risk that single
points of failure are introduced as shown in Figure 35. If
the entire system can be brought down by a failure in the
server or network connection then increasingly larger
numbers of users may be affected. To a certain extent this
is a known issue for wearables. Connectivity to a central
system cannot be relied on. A smartphone will often use
the Wi-fi when it is available and rely on the ability to fall
back to a data plan when out of reach of a Wi-fi network
or simply wait for the connection to be restored.
Figure 35. Network Connectivity

During the time that the network is unavailable increasing computing power within the smartphone
can be relied upon to act as a local hub for the connected devices. So rather than a dumb client
communicating with a server, the architecture is more like a familiar office environment with an
element of distributed computing power.
However, network reliability can be improved by using mesh
networking as shown in Figure 36. In this model the devices
act as repeaters so that the network reach is extended by
hopping data from node to node. Reliability can also be
improved as a single failure often allows messages to be rerouted via another node. This is not typical of wearable
technology presently but is used with protocols such as
ZigBee, Thread, and Google Wi-Fi.
Figure 36. Mesh Networking
4.32 Maintainability

Any IoT solution of a reasonable size will need to be maintained whilst the system is running as users
expect a continuity of service. The most obvious need is for adding new devices to the system whilst
the system is live and also dealing with device failures. There may also be a need to upgrade the cloud
software or add new cloud hardware without affecting all connected clients. It may also be necessary
to update the clients software to deal with new security vulnerabilities identified or to provide new
functionality.

4.33

Conclusions Wearables

It is clear that there are many opportunities for wearable IoT and already a large number of devices
have been produced. Notably, however, despite very good ideas many devices are currently failing to
make it to market. Several sites visited during the compilation of this report listed products that were
still in development sometimes months or years after the sites were created. While this might sound
disappointing, it should be remembered that for almost any conceivable piece of IoT there are often
several teams endeavouring to be the first to bring a working product to the market. The wide diversity
of applications indicates that there are still many opportunities for SMEs and it is not just the big names
that dominate the wearables sector.
The first products that appear to have succeeded are those that appeal to the larger markets or the
markets that appeal to the younger generation. Fitness related wearable products appear to be doing
well with already a large market. Wearables aimed at the elderly still has some way to go but there are
an increasing number of products. Here there is likely to be a large market for medical monitoring
supported by health services who wish to reduce the number of elderly patients in hospital. Although
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products exist the challenge is to persuade elderly people to use the devices who may not be
technologically savvy, may struggle with battery charging or may be concerned about privacy. Carers
for the elderly may well have a strong supporting role in the uptake of devices.
It is notable that many of the companies developing IoT wearables are smaller start-ups, however, as
the market opens up large names may buy into the market or, as has already been seen, form
collaborations between technology and clothing brands. There are many technological challenges
facing the wearables market but perhaps the most concerning of these for many people are security
and privacy. These are issues that have recently become more prominent in the media with high profile
attacks. Fundamentally devices that are worn provide personal details about our identity, health and
location and so although there are many exciting opportunities there is also a need to provide trustable
devices.
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5.

Agriculture

Agriculture is an area which is currently an area that is undergoing a Digital Transformation leading to
Precision Agriculture and Smart Agriculture. Technological innovation in farming is not new. Hundreds
of years ago the industry relied on handheld tools, however, with the advent of the industrial
revolution many people left farming to work in the new factories for better wages and so automation
was increasingly adopted. The 1800s brought about grain elevators, chemical fertilisers, and the first
gas-powered tractor. Farmers need to understand what is going on over large areas and also need to
have a clear picture of weather conditions and changes. Thus, by the late 1900s farmers started using
satellites to plan their work and this has been supported by the European Commission via programmes
such as COPERNICUS [78] which provides free data to farmers.
The farming and agricultural industry relies on innovative ideas and technological advancements to
help increase yields and better allocate resources and indeed the number of farm workers required to
manage a European farm has gone down significantly. The average number of workers on a farm in
Europe is now 6 people. The late 19th century and the early 20th century brought a number of
mechanical innovations, like tractors and harvesters. The latest revolution in the sector is being driven
by IoT to increase agricultural production and reduce costs, e.g. in terms of fertiliser and water use.
The domain represents a strong opportunity for companies who sell connected sensor solutions as
wide deployments are required. The smart agriculture market is expected to grow from $5.18 billion
in 2016 to $11.23 billion by 2022, according to Markets and Markets [79]. That translates into a
compound annual growth rate (CAGR) of 13.27% between 2017 and 2022.
This in turn is being driven by technology advances in battery storage technology and lower cost IoT
devices. A key challenge in the sector is that farmers are reluctant to adopt the technology due to cost
and uncertain benefits. However, improved production is a necessity as the world will need to produce
70% more food in 2050 than it did in 2006 in order to feed the growing population of the Earth,
according to the UN Food and Agriculture Organization [80]. The farming industry will thus become
more important than ever before in the next few decades.
IoT applications in agriculture include farm vehicle tracking, livestock monitoring, storage monitoring,
and many more. For example:
•
•
•
•

Livestock sensors can notify farmers when animals have roamed from the herd so that
farmer hands can round them up.
Soil sensors can alert farmers to irregular conditions like high acidity, giving the farmer time
to reconcile the issue and produce better crops.
Self-driving tractors can be controlled remotely, providing significant savings in labour costs.
AUVs combined with cameras or LIDAR can be used to rapidly assess large areas such as
fields

Specific areas are:
• Local weather conditions
• Soil moisture monitoring
• Plant leaf monitoring
• Pest control
• Evapotranspiration monitoring
• PH monitoring
• Fertiliser Monitoring
• Storage monitoring, e.g. grain and vegetable storage
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•
•
•
•
•
•
•

Food to fork monitoring to ensure freshness and safety
Cattle Monitoring
Precision feeding
Precision agriculture – seed selection/sowing and fertiliser usage
Autonomous tractors
UAV surveillance
Etc.

IoT technologies can be exploited by farmers in a number of ways. It can be used to optimise labour
organisation to save time and improve the quality of life of the farmer. It can also reduce their
environmental footprint. It will also indirectly contribute to a better perception of agriculture by the
society and consumers. Already farmers are using high-tech agriculture techniques to improve
production output exploiting sensors and other IoT technologies to create more efficient operations.
Farms are becoming more connected to give better performance in terms of higher crop yields, lower
livestock losses, and less water usage. To help improve farm performance, IoT technology providers
continue to develop platforms that can sense, process, and communicate precisely measured
environmental data. Behind these IoT platforms there is an array of technologies that includes sensing,
microcontrollers, transmitters, energy harvesting, LED lights, drones, etc.
Already there are several examples of Smart Agricultural practices. Sensors placed in fields are allowing
farmers to obtain detailed maps of both the topography and resources in the area, as well as variables
such as acidity and temperature of the soil. This provides powerful data that can be combined with
climate forecasts to predict weather patterns in the coming days and weeks both reduce risk (a key
concern for farmers) and also allowing them to optimise production. Increasingly Farmers use their
smartphones to remotely monitor their equipment, crops, and livestock, as well as obtain statistics on
their livestock feeding and produce. New tools are also being developed to run statistical predictions
for crops and livestock in some cases based on AI. There is also an interest in the use of drones for
surveying land and generating crop data [81]. There is also more interest in connectivity. John Deere
is already connecting its tractors to the Internet and provides tools to display data about farmers' crop
yields. The company is also pioneering self-driving tractors, which would free up farmers to perform
other tasks and further increase efficiency.
It is clear that the future of farming is in collecting and analysing big data in order to maximise
efficiency. BI Intelligence (See Figure 37)
predicts that IoT device installations in
the agriculture world will increase from
30 million in 2015 to 75 million in 2020,
with a compound annual growth rate of
20%. OnFarm [82], which provides a
connected farm IoT platform, expects the
average farm to generate an average of
4.1 million data points per day in 2050
compared with 190,000 in 2014. This
increase in data usage has a direct impact
in a number of areas and figures from
OnFarm studies showed that for the
average farm, yield rose by 1.75%, energy
costs dropped $7 to $13 per acre, and
water use for irrigation fell by 8%.
Figure 37. Increasing Data Use on Farms (Source: BI Intelligence)
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In the following sections the impact and use of IoT in farming in 3 different sectors is considered:
•
•
•

Arable Farming
Livestock Farming and Meat Production
Fruit Farming

5.1 Arable Farming
Arable farming covers a variety of crops including wheat, soy bean and potato production as well as
storage management to reduce waste. Arable farming faces increasing requirements and challenges
when it comes to resource efficiency, environmental protection, transparency and chain optimisation
from field to fork. Here there are opportunities to use IoT and satellites to gather data relevant to the
cropping cycle such as information on soil condition, humidity and the prevailing weather conditions.
IoT can also be used to reduce pesticide, fertiliser and energy use, while increasing transparency and
food safety. Better information on the soil can be used for optimising seed selection, plant density,
water use and fertilisation, e.g. nitrogen and herbicide use. Data can also be used to predict yield using
growth models. Technology can also be used to track and trace vegetables through bulk storage and
for quality monitoring.

5.1.1

Plant & Soil Monitoring for Precision Farming

Soil is one of the key assets for a farmer and monitoring plant and soil conditions is of prime interest
to farmers. This can be used for:
•
•
•
•
•

Sensing for soil moisture and nutrients
Controlling water usage for optimal plant growth
Determining custom fertiliser profiles based on soil chemistry
Determining the optimal seed type, time to plant and harvest
Sensing soil temperature
An example of precision crop management is in
the quality of asparagus. Bosch produces
asparagus farming sensors [83] as shown in
Figure 38. The quality of asparagus depends
heavily on the temperature of the ground in
which it is grown. To control the temperature,
farmers use a two-sided sheet of foil: the black
side draws in sunlight to increase the heat of the
asparagus bed, and the white side reflects light
to cool the bed down. In order to make the right
“black or white” decision, the farmer needs to
measure the temperature of every field at least
once each evening. To automate this Bosch’s IoT
system frequently measures the temperatures
of the bed at different levels and stores the data
in the cloud which can then be analysed.

Figure 38. Bosch Monitoring System (Source: Bosch)
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Irrigation is a major issue for farmers (particularly in hot countries) and often there is limited water
available, or if water is available, it comes at a cost which has an impact on profit. Using IoT sensors,
farmers can collect data on weather, soil, air quality, and crop maturity, enabling them to make
smarter decisions with respect to irrigation needs. For instance, a company called Cropx [84] uses data
and sensor devices to help farmers better understand water usage across their fields. The company
also informs farmers about the amount of fertiliser and pesticide needed by each patch at specific
times, automatically handling daily decisions for farmers. Algorithms and pattern-recognition
technology are used to analyse the farmland. Likewise, in Chile a wireless sensor irrigation system has
demonstrated that the amount of water needed in blueberry production can be cut by 70% [85]. In
this system a network of ground sensors was inserted in the soil to monitor the irrigation needs for
plants.
Disease detection is another area of interest and IoT is being used to great effect in the third world by
Tata Consultancy Services (TCS) Innovation Lab in Mumbai to help Farmers in Uttar Pradesh and Punjab
to detect late blight disease in potato crops through mobile phones. Agricultural experts are able to
use soil and weather (humidity, temperature and rainfall) parameters from a wireless sensor network
to gauge a crop's susceptibility to disease [86]. Likewise, in Kenya data is being used to save dying
potato crops [87].
Notably there are two types of data that are important. Data from above the soil from drones, satellite
imagery and pictures from cameras provides information on plants, but this tends to be too late in the
sense that it records plants as they are suffering. The use of sensors in the soil gives more important
information that can be used in a predictive sense.
5.1.2

Automated Weather Monitoring
In addition to the soil another key factor in
farming is the weather. This has a myriad of
effects on crop production. The area of
weather monitoring is thus already an active
area and there are a number of systems on
the market. One such system is the
Automatic Weather Monitoring System [88]
from THHINK (See Figure 39). This
automatically monitors meteorological
parameters including air temperature,
humidity, barometric pressure, rainfall (per
hour and cumulative up to a month using an
aero-cone system), average wind speed,
maximum gust and wind direction, wind chill.

Figure 39. THHINK Automated Weather Monitoring System (Source: THHINK)

Although many systems exist that monitoring wind speed using an anemometer this system is different
in that it uses ultrasound technology with no moving parts to measure wind speed and direction
providing extreme reliability. The system comes with a number of options, e.g. it can also monitor
Delta-T (droplet life and spraying effectiveness) for pesticides or provide a Fire Danger Index meter
(McArthur, CSIRO) for hot countries indicating fire danger and rate of spread. It can record local sunrise
and sunset times as well as moon phase, solar irradiance (pyranometer), soil moisture (%VWC) and
soil temperature to 1.0m depth, leaf wetness, evaporation using an evaporation pan, water level of

D 4.3 © Smart 4 Europe Consortium

Page 45

boreholes, ponds and streams,
water temperature, salinity
and pH acidity level nitrate and
ammonium
(nutrient)
chemical levels.
A key requirement for farmers
is reliable automatic operation
in remote and unattended
locations.
For this data
collection data collection
needs to be fully automatic via
wireless transfer providing
easy to use data reports that
are accessible online (the
farmer does not have time to
go and collect data from units).
The system also needs to be fit
and forget so it needs to be
low power and self-powered
using a solar panel with
battery charge management.
In the case of the THHINK
system this is provided by an
Online Web Dashboard with
graphical views, charts and
interactive maps via the
THHINK-Cloud.
This
is
accessible over the web via
any smartphone, tablet, laptop
or PC. Reports can also be emailed directly to an inbox. For
connectivity the system uses
wireless cellular connectivity,
LP-WAN for urban and
regional sites or satellite
telemetry for rural locations
beyond cellular coverage.
Figure 40. Web Dashboard for Farmer (Source: THHINK)

5.1.3 Precision Crop Management Services
Increasingly farmers are interested in the used of decision-making tools and services for precision crop
management. The use of decision support encourages better practices in farming and also optimises
the effort put into the management of fields by farmers improving quality of life. By bringing together
accurate observations of the crop status and the growing environment from ground sensors with
climate data and satellite imagery it is possible to better manage fields. For instance, in wheat
production nitrogen and water are the two main factors impacting wheat production and it is
estimated that in France there is a €50M market for in-field nitrogen management for wheat [89].
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Efficient irrigation is also important in this sector and closer monitoring could result in savings of up to
€20-€30 / ha.
One such decision support system is Arable Mark [90]. This combines weather and plant
measurements which are sent to the cloud. The system measures rainfall, crop water demand, water
stress, microclimate, canopy biomass and chlorophyll. This allows farmers to continuously monitor
stress, pest, and disease indicators via the Arable software platform. Decision support is a developing
area and this is predicted to grow as more data becomes available. The sharing of data between
platforms will also lead to new services being created if suitable data governance and business models
can be put in place.

5.2 Growth Monitoring

Figure 41 Use of UAVs and LIDAR (Courtesy RIEGL LMS)

There is increasing interest in the use of drones for monitoring as this can quickly allow a farmer to get
an overview picture of a large area. One such application is in the use of LIDAR [91]. This can be used
to create digital elevation models that can be used to map water flow and catchment as well as erosion
and soil loss. LIDAR is already being used actively in forestry to measure canopy height and also for
crop planning. LIDAR data is also being used for the estimation of the growth state (e.g. leaf area or
leaf volume) of crops.

5.3 Pest Control
Traditionally farmers use pest traps to catch insects which
gives a warning about potential pest infestations. An issue
is that the farmer needs to go around the traps and
examine them regularly. There is thus interest in providing
cost effective smart pest traps that use wireless cameras to
identify a number of different insect types such as wheat
aphid, turnip moth and hessian fly. Typically, a pheromone
lure is used to attract the insect, which then falls through a
funnel triggering a detection by the trap. An image is then
taken of the insect for identification which is sent to
website for viewing.
Figure 42 Smart Pest Trap (Source: University of Southern Queensland)

5.4 Beehive Monitoring
Not all insects are pests and there is also interest in monitoring beneficial insects such as bees. Arnia’s
remote hive monitoring [92] system, for instance, provides vital information on colony status
wirelessly direct to a phone, tablet or PC. Systems have been in place since 2009 across more than 25
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countries. These systems monitor colony acoustics monitoring (flight noise, fanning noise and hive
activity) with brood temperature, humidity, hive weight, bee counts and apiary weather conditions
providing insight into colony health and behaviour. Interestingly this information can be shared with
other bee keepers and scientists to help the welfare of the worlds bees which are in decline.

5.5 Soya Protein Management and Traceability
Food is not only produced for human consumption. Soybeans are a major source of high-protein food
and feed for livestock. At the moment the EU is highly dependent on imports from foreign soya
producing countries. There is thus an increasing number of farmers producing soybeans in Europe as
a protein crop. To support this growing market there is an interest in an advisory tool that provides
soil, climate and farming information for growing soybeans to improve yield and reduce the water
irrigation needs using soil moisture sensors [93]. There is also great interest in tracking technology to
provide traceability for a certified value-chain to improve the transparency of plant and animal food
products. This traceability can be used by farmers and the industry to obtain premiums while at the
same time increasing consumers trust in food products by improved transparency.

5.6 Internet of Vegetables
The cultivation of vegetables can be done in different climate conditions, such as (fully) controlled
indoor greenhouses with an artificial lighting system, semi-controlled greenhouses or non-regulated
open-air cultivation. IoT technologies can help to increase the efficiency of these production processes,
e.g. water and nutrients consumption or the supply of artificial light. Some vegetables trials for
example, aim to improve the quality and the productivity of lettuce and tomatoes in the controlled
cultivation and weeding of the vegetables in organic production. An example is Analog Devices Inc.
(ADI) who is partnering with New England tomato farmers to work on a very interesting project called
“The Internet of Tomatoes” [94]. This precision agriculture experiment leverages technologies like
microelectromechanical systems (MEMS) and sensors. ADI integrates hardware solutions with a cloudbased IoT application from ThingWorx to develop a complete solution for farmers, providing them with
apps and dashboards built on ThingWorx to better understand and implement improvements. This
technology will help them harvest tastier, more abundant, and more sustainably grown tomatoes. The
sensor-to-cloud solution will also empower them to make better decisions throughout the growing
cycle, improving quality, economic, and environmental outcomes.

5.7 Weeding Data and Weed Stamping
Weeding is one of the most important and frequent activities in organic vegetable farming. Since it is
not possible to use pesticides automated intra row weeding machines have been developed that use
machine vision to detect between the crop and weeds. Here weed stamping is used. An example is the
robot from Bosch, which can travel through crop fields,
learn what weeds look like, and then crush them. The robot,
called the BoniRob [95], is the result of research by Bosch’s
Deepfield Robotics division, in partnership with the German
food and agriculture department, Osnabrück University, and
Amazone, an agricultural machinery manufacturer. BoniRob
has a device about 1 cm (0.4 inches) wide that can stamp
small weeds down. For bigger weeds, it just stamps more
times, with a weed killing speed of nearly two weeds a
second.
Figure 43. BoniRob Weed Stamping Robot (Source: Bosch)
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5.8 Farm Machinery Interoperability
Every farmer wants their equipment to work
seamlessly together in one integrated system.
Since farmers also want freedom of choice to
select the best equipment for their needs,
they expect equipment, machinery and
software to work together in an interoperable
way, regardless of the provider. Indeed, fear
of vendor lock-in is a currently a key barrier to
farmers taking up new technologies
particularly as the market is dominated by a
few key players. Interoperability of IoT devices
and machinery today is in its infancy.
Figure 44. Farm Machinery Interconnection (Source: IoF2020)

For the farmer, it is a challenge to make all devices work together in the digital space, as there are
different platforms using vendor specific communication standards. However, there are moves by AEF
with ISO to create a common farming communication standard ISO-11783 standard, also commonly
known as ISOBUS [96]. A key benefit of providing this interoperability is that it will also enable access
to data for other service providers who can then create added value data services based on a single
API Wireless connection of machine and sensor data.

5.9 Autonomous tractors
Tractor manufacturers like John Deere and Case IH are already producing tractors that can drive
automatically. The requirements for self-driving vehicles in an agricultural setting are less stringent
than for on-road use. As a consequence, self-driving tractors have been on the market for many years
already. One key advantage of self-driving tractors is their precision. This can be used to avoid
reworking the same crop row by reducing the overlap to less than an inch. As a result, it takes fewer
passes to cover each field, therefore saving farmers time and money. In addition, they can make very
precise turns without the driver touching the steering wheel. Fully autonomous tractors navigate using
lasers that bounce signals off several mobile transponders located around the field. Another approach
is to use “supervised tractors”. In this case the tractor is driven by a farmer, but it is followed by
autonomous machinery that copies the steering and speed of the first tractor. This is advantageous in
applications such as in spraying insecticide to reduce human errors.
On the right is Case IH’s concept tractor
[97]. This uses onboard video cameras and
LiDAR (light imaging, detection and
ranging) sensors to identify obstacles in its
path. All the major tractor manufacturers
are working on autonomous vehicles.
There is still some development work to
perform but a key need is to gain the trust
of
farmers.
Experiments
and
demonstrations are being used to
understand better the features and
capabilities that are of interest to farmers.
Figure 45. Autonomous Tractor (Source: Case IH)
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5.10

Livestock monitoring and meat production

There are many potential applications of IoT in livestock monitoring. Farmers can use wireless IoT
applications to gather data regarding the health, well-being, and location of their cattle. This
information saves them money by helping farmers to identify sick animals preventing the spread of
disease. It also makes it quicker to identify where their cattle are located. However, there a number of
challenges when instrumenting livestock with sensors. The first is to reliably attach the sensors to the
cattle themselves. A number of approaches are being used including collars and ear tags. There is even
a wireless bolus in the cow’s stomach that can communicate via Bluetooth. Another challenge is
battery life for devices. Ideally the battery should last the life of the animal. In the case of beef cattle
this needs to last typically 15 months. This is not possible with some networking technologies such as
mesh networks and so other protocols tend to be used, e.g. Symphony Link [98]. For dairy cattle the
batteries would need to last even longer. Already smart collars are being used by farmers to monitor
dairy cattle and download data when the cows come in to be milked. (This removes the need for
connectivity to the cow while they are grazing). However, to collect real-time sensor and GPS location
data throughout the whole dairy chain ‘from grass to glass’, using neck collars or movement sensors
for livestock is far more challenging. There are a number of monitoring applications such as monitoring
the outdoor grazing of cows to the application of machine learning technologies and cloud-based
services to ensure the quality of milk production through the dairy chain.
The ultimate aim is to constantly monitor livestock and send alerts by phone, text, or email if any
condition falls outside of a usual parameter. Several systems containing some of the elements of an
integrated monitoring system are now available commercially for swine, cattle, poultry, and milk
production.
5.10.1 Moocall calving monitor
For example, a company called Moocall [99]
provides a system that allows farmers to
monitor pregnant cows that are preparing to
give birth. A battery-powered sensor detects
motion associated with oncoming labour
and then sends an alert SMS notification.
The battery lasts for up to 60 days and the
device will send an alert when the battery
level drops to 15%. The calving sensor is
equipped with an embedded machine-tomachine (M2M) chip that can work over
different networks.
Figure 46. Moocall (Source: Moocall)

5.10.2 CattleWatch
Another livestock monitoring system is called CattleWatch [100]. This cloud-based hardware/software
technology utilises energy harvesting to power a sensor and communication platform to remotely
monitor the health status and location of livestock. This provides real-time data to the farmer via a
smartphone. In the system around 2% of the cattle are provided with the collar as shown in Figure 47.
The remainder of the herd is fitted with collar units or ear tags powered by lithium batteries.
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The hub collars use miniaturised
photovoltaic cells that harvest solar
energy, which is then stored in Tadiran
lithium-ion rechargeable batteries.
These batteries can operate for up to
20 years, with 5,000 full recharge cycles
and an extended temperature range of
−40 to 85°C. It is also possible to
communicate wirelessly with the
Iridium satellite network using the
collars.
Figure 47. CattleWatch (Source: CattleWatch)

5.10.3 Grazing Cow Monitor
A grazing cow monitor can be used to monitor a cows’ grazing time
which provides data for legal controllers and dairy processors. The
information is used to verify pasturing for ammonia emission
reduction and labels claiming ‘milk from pasture’. Work in the
IOF2020 project is using a STICKNTRACK low-power indoor-outdoor
tracking service that combines the LPWAN SIGFOX network with BLE
technology to track individual cows and measure their pasturing
time [101].
Figure 48. Grazing Cow Monitor (Source: IOF2020)

The system, as shown in Figure 48, can also track extensively grazed livestock such as dairy cows, beef
cattle, horses, sheep, and reindeer. It could also be used to track wildlife. A STICKNTRACK GPS-tracker
is attached via a collar tracked to the animal. Data is accessed via Bluetooth Low Energy beacons which
are placed inside the dairy barn and collected in a management platform. The key aim of this system
is to eliminate labour intensive manual record keeping and provide digital data that can be used to
eliminate costly on-farm audits.
5.10.4 Happy Cow
Within the dairy sector there are increasing demands on animal health and reductions in
environmental impact. At the same time profit margins are under pressure. The Happy Cow project
[102] within IOF2020 is using state-of-the-art technology and artificial intelligence to provide farmers
with insights on the fertility and health of their cows. The project is developing an Intelligent Dairy
Farmers Assistant that will self-learn and give insights on calving and feed efficiency. To gather data
the cows wear a sensor that tracks their movements in 3 dimensions. A smart algorithm determines
uses this data to determine a cows behaviour and this is provided to the farmer via the cloud to an app
on a smartphone. This offers suggestions on how to optimise the output of the farm. This is being
demonstrated on two farms where on each, 50 cows are equipped with sensors. The aim is to achieve
a shorter calving interval leading to higher milk production, provide quicker treatment and prevention
of severe disease spread and lower the use of antibiotics. A lower usage of antibiotics reduces
environmental impact and also benefits the prevention of antimicrobial resistance.
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5.10.5 Automatic Herdsman
A neck mounted collar data combined with other data can be used to create information of value to
the dairy supply chain from ‘grass to glass’ [103]. This has a number of impacts from more efficient use
of resources and production of higher quality foods, enhanced animal health and welfare. By analysing
data from neck mounted accelerometer sensors, milk constituent sensors, feed information it is
possible to improve production efficiency (herd fertility), animal welfare, and provide early
intervention in the event of illness. There are also potential environmental benefits through reduced
production losses, reduced greenhouse gas output per unit of product, and reduced use of veterinary
intervention/ medication. Integrated measurements of activity, feeding and rumination combined
with other data from milk analysis can be used to give an indication of animal welfare. The information
can be used by a variety of stakeholders in the dairy chain and also to consumers providing provenance
data on the products being purchased. This is an active area and already there are a number of
commercial systems:
•

•

•

Farmeron is a cloud-based farm management platform [104] developed in Croatia but
acquired by the US company Virtus Nutrition which provides statistics and production reports
for farmers allowing optimisation of activities.
Anemon [105] develops embedded systems and server applications for the transmission and
monitoring of livestock biomedical parameters such as body temperature, animal activity,
tissue resistivity, pulse and the GPS position.
eCow [106] produces a rumen bolus that measures pH and temperature every minute of every
day for up to 5 months.

5.10.6 Milk Quality Monitoring
There is also a lot of interest in milk quality monitoring as there are concerns over safety and quality
within the dairy chain. This requires reliable calibrated analysis of the milk at farms and dairy
processors as well as local testing laboratories. In addition to safety this can also result in financial gain,
an improvement in cheese milk quality for instance can result in €100K profit per processing facility. It
is also possible to produce higher quality products at lower costs. There is also a positive impact on the
environment as there is less waste.

5.10.7 Pig Farm Management
In the area of pig farming there is interest in management and optimisation of pork production by
combining information from on-farm sensors and slaughterhouse data. The pig sector facing increasing
challenges from high production costs, a generally difficult economic situation and increasing pressure
concerning welfare and greenhouse gas emissions. Currently data is collected in an ad-hoc manner and
automated data collection and use of individual pig sensors could increase productivity and reduce
health problems and disease spread such as boar taint. Monitoring of feed can be used to improve
feed efficiency and increase the average daily weight gain.

5.10.8 Sheep Farm Management
There is a lot of interest in developing the “Internet of Sheep” and the world's largest NB-IoT project
being run by Telia and Nortrace is tracking 1000 sheep in Norway [107]. This exploits Narrowband IoT
(NB-IoT) to track sheep in one of the country's mountainous regions. NB-IoT allows many devices to
be connected to mobile networks at a lower cost with the possibility of long battery life (more than 10
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years) due to the need for very limited communication. This fits the needs
of sheep farmers. In Norway, the summer pastures where sheep graze are
often on mountains and rough terrain. These areas are not fenced in, and
the animals are free to roam wherever they like. In the autumn the
shepherds walk in the mountains to collect their flocks. On average they find
90 percent of their sheep easily, however, they waste significant time and
effort locating the other 10 percent.
Figure 49. Internet of Sheep (Source: Nortrace)

5.10.9 Poultry Farming
Within the poultry farming chain there are three
critical points going from the broiler farm to the
processing plant. At each step of production there
are opportunities for IoT technology to add value.
Additionally, linking data between steps also adds
further value to match products to markets.
At the farm level environmental and weight
sensors can be used to monitor and optimise the
growing process to achieve a uniform and precisely
measured slaughter weight. These can optimise the
feed reducing waste to obtain Class A birds.
Figure 50. Poultry Farm (Source: IoF2020)

Environmental conditions can be controlled to improve physical conditions and decrease bird death as
well as decrease the use of antibiotics. In the area of bird transportation environmental sensors can
be used in trucks increase comfort levels and reduce death [108]. The loading and unloading process
also results in bird injury and death and here smart watches are being used to monitor bird
manipulation. Finally, in the Processing plant IoT can be used to optimise slaughtering and improve
rendability.

5.10.10

Meat Transparency

The meat production chain is complex and there is a very strong interest in providing data on the
quality and provenance of meat products. This must be made available securely to different
stakeholders, with different levels of granularity. Standards exist for meat transparency and new
technologies such as tags are being used to enhance the transparency and traceability of meat-based
products.

5.11

Fruit Farming

Fruit farming is a major activity across Europe and particularly in the Mediterranean countries. Sensors
and data can be used to improve the whole fruit supply chain, from growing to harvesting and
processing. Key concerns for farmers are yield and minimisation of losses both at the pre-harvesting
stages and also at the post harvesting stage. For harvesting increasingly automated machinery is being
used replacing traditional seasonal picking labour in the fields. There are also increasing demands for
traceability of fruit products in relation to their protected designation of origin. This applies to many
different fruit types including table grapes, wine and olives.
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5.11.1 Hyperspectral Imaging for Fruit Quality

Figure 51. Hyperspectral Images of an Apple (Source: Ximea)

Whereas the human eye sees visible light in mostly three bands (long wavelengths - perceived as red,
medium wavelengths - perceived as green, and short wavelengths - perceived as blue), hyperspectral
cameras divides the spectrum into many more bands including beyond the visible. Using hyperspectral
imaging [109] cameras collect the spectrum for each pixel in the image of a scene, with the purpose of
finding objects, identifying materials, or detecting processes. Each image represents a narrow
wavelength range of the electromagnetic spectrum, also known as a spectral band. These 'images' are
combined to form a three-dimensional (x,y,λ) hyperspectral picture for processing and analysis.

5.11.2 Table Grapes
For the production of grapes (conventional and organic) there are opportunities to use sensors and IoT
for better resource management in terms of water and pesticide inputs. It is also possible to use
Remote Sensing technologies to monitor both climate and growth. Other potential benefits are in the
reduction of labour costs through use of automated picking machines. Management of the logistics
chain to get the grapes to the consumer while they are still fresh is also important with respect to the
perceived quality and shelf-life duration. This results in an increased price per unit and greater profit
for the farmer.

5.11.3 Wine Production
Wine production is a complex process which starts with production of
grapes but also adds a number of further stages of production before the
final wine is sent to the consumer. There is a need for a careful balance
to optimise the use of chemicals for plant protection through a precise
identification of the moment that the grape should be picked. There are
also needs to reduce the amount of pesticides used to reduce
environmental impacts and efficiently protect the grapes. The
introduction of camera monitoring technologies can be used to detect
pests and disease to replace the current approach of setting pest traps
which then need to be examined by the farmer. Temperature sensors and
wind monitoring can provide valuable information on whether damaging
frost may occur.
Figure 52. Grapevines (Source: IOF2020)
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In this event vineyards use fans to move the air on a cold night to prevent the formation of frost. Closer
monitoring also allows for selective harvesting. Within the wine production stages temperature and
humidity can be monitored to avoid problems and evaporation during summer times. There is a need
to combine many different data sources in real time from the vineyard (weather conditions, vine
phenological stages) and the wineries (temperature, humidity, water and electricity consumption).
Based on this information decision making tools can be used to optimise production with data being
sent to a mobile phone. One such tool is TracoVino [110] that supports winemakers to improve the
quality of their wines, by optimising workflows and monitoring vineyards remotely. This system uses
temperature, humidity, light intensity, air and soil humidity data from the vineyards to provide alerts
and predictive analysis to a tablet or mobile. Overall the aims are to improve vine yield and wine
production, reduce the use of water/pesticides/fertilizers in the vineyard and the energy used in wine
production.

5.11.4 Olive Production
Another area where IoT is having a big impact is in
olive production which is a major industry in Greece
and Spain. Sensors are being used to monitor the
olive crop as it grows with the aim of reducing
irrigation costs. It is also being used for monitoring
automated harvesting machines and increasingly
robotic harvesters are being used. This information
is being used in combination with agronomic
models by decision support tools to improve energy
and water efficiency through the monitoring and
automatically controlling irrigation systems.
Figure 53. Olive Grove (Source: IOF2020)

5.11.5 Smart Orchard
The Semios platform [111] is a tool that enables fruit growers to assess and respond to insect, disease
and plant health conditions in real-time. Semios offers on-site sensing and predictive analytics
solutions for perennial agricultural crops. The system utilises frost, leaf-wetness, soil moisture and pest
sensors in the orchard to effectively manage the crop.
5.11.6 Fruit Logistics
There are growing demands for better food traceability from consumers and also from supermarkets.
Although a lot of data is already collected at different points in the food logistics chain there are still
problems communicating data between different actors in the chain. Here there is a need for new
mechanisms for traceability. This information can also be used to improve the efficiency of the supply
network. An idea being explored here is the use of environmental sensors and communication
technologies that travel with the food products through the supply chain. At different points in the
process the data is uploaded to the cloud to allow seamless tracking of food. This has a number of
advantages in terms of higher efficiency in quality management. An optimised approach would result
in a reduction of food waste and better food quality, reduction of CO2 by better chain coordination,
increased food safety and end-to-end visibility. Tracking information can also be used to identifying
case of theft or malpractice in the supply chain.
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5.12

Greenhouse Production
Many crops are now grown in greenhouses
allowing year long provision of some crops
such as tomatoes, etc. In greenhouse
production, CO2 and ethylene are altered to
enhance or control plant growth and
development. Carbon dioxide concentrations
are often increased to about 1000 ppm,
usually in combination with supplemental
assimilation
lighting
to
increase
photosynthesis, net dry weight gain, and total
productivity. Depending on the crop, dramatic
increases in productivity may be obtained with
assimilation lighting and supplemental CO2.

Figure 54. Greenhouse Production (Source: Greenhouse Grower)

For control, however, there is a need for many sensors and controls to ensure productivity. These are
used to monitor indoor climate changes, soil conditions, crop health, and pest infestations as well as
to control the use of resources such as light, water, chemicals, etc. Additionally there is a need for
Decision Support Systems (DSS) that can provide optimum ambient conditions for growth while
reducing use of water, energy and the use of pesticides.

5.13

City Farming
As highlighted earlier there is growing pressure
on the food supply to support an everincreasing population. Growing sufficient
amounts of high-quality food is thus becoming
a challenge. There is a lack of arable land and a
shortage of qualified growers so new and
sustainable methods for producing food of
high quality need to be found. This needs to be
done in a controlled environment with limited
human input.

Figure 54. City Farming (Source: urbanizehub.com)

City farming [104], which is sometimes called vertical farming is thus becoming more common as a
concept. Here there will be a need to continuously monitor, automate, and improve production. This
requires the development of lighting control systems, the deployment of suitable sensors to measure
plant growth parameters (typically 100 sensors per 1000 m2 of growing area) and the development of
software for automatic control. Compared to crop growth in the open field or in greenhouses, city
farms use far less water and produce less crop waste as they are closer to the point of consumption.
Another factor is that in urban environments it is difficult to use pesticides and so organic farming
methods are required.

5.14

Barriers to Uptake

Although there are significant benefits to the deployment of smart technologies in the agricultural
sector there are a number of barriers to uptake:
•

Older Demographic - A key issue is that the labour force in the agricultural sector is older than
for other sectors of the EU economy. Only 17% of farm holders/ managers are under 45, and
only 5% are under 35 [105]. Notably young farmers are more familiar with technology and
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more willing to invest in learning how to use new technologies. Studies have shown that they
also have longer investment horizons and are more willing to adopt technological solutions
compared to older farmers.
•

Knowledge and Skills - Farmers and other agricultural users need training and support to
adopt and realise value from new digital services and technologies.

•

Fear of Vendor Lock-In – Farmers are faced with a myriad of interface standards and systems.
Although farm management systems exist there is little or no interoperability between them
and quite often farmers needs to be able to deal with 4 or 5 different systems that do not talk
to each other. At the same time large companies are promoting their products strongly on the
market and this causes concerns about vendor lock-in. Here there is a need for interoperable
standards for interconnection but also data governance and rules for sharing of data.

•

Network Coverage and Access to Broadband Internet - Greater uptake of digital technologies
relies on connectivity and access to data infrastructure. The rural coverage of GSM is generally
poor (only 30% of farms have coverage across Europe) and access to the Internet may also be
difficult.

•

Trust, Transparency and Control of Data - Farmers are the primary data collectors in
agriculture. However, they are concerned about how their data is stored and used by 3rd
parties. This has led to litigation between farmers and John Deere for instance who were
collecting data without a farmers’ permission. There are also concerns about privacy and a
need to create trust to “stimulate data sharing” [106]. In many cases sharing of data between
farms allows common benefits to be gained in regional areas. Here there is a link with regional
agricultural associations.

•

Enabling Frameworks - A consistent and coherent legislative framework is needed to provide
an enabling environment for digitisation in agriculture. This includes a range of issues, covering
the use of agri-drones, data governance and transparency. A key issue is to demonstrate the
benefits of deployment to the farming community and also the business models for data
services.

•

Access to Funding – Public and private funding is required to stimulate innovation and support
the development of services.

5.15

Overall Conclusions Agriculture

There are many potential applications in this domain and it is currently undergoing a revolution. This
market also has opportunities for wide-scale deployments of technologies for monitoring and more
efficiently managing agricultural processes. There is also a greater awareness of the need to monitor
the whole supply chain from field to fork. There are thus many innovative ideas being tried and
although the large companies are interested in automation of farm machinery and the exploitation of
data collected by farm machinery, the majority of players in this market are SMEs.
Although many technologies can be deployed the there is a fundamental need to demonstrate to
farmers that the technologies provide a benefit. There is also a need to develop trust in technologies
and ensure that farmers feel that their data is not being misused. This is not helped by the fact that
the demographic of farmers is predominantly older. Additionally, many technologies for monitoring
rely on connectivity and poor connectivity is a particular issue in remote areas. Although there are a
number of wireless communication protocols many require the setting up of a local network within
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the field itself which can be expensive. The farming market is very cost driven and so the price of
equipment needs to be attractive to farmers. Smart collars for animals, for instance, need to be in
relation to the cost of the animal being monitored. Finally, the farming market is outdoors and is thus
subject to extreme weather conditions which equipment needs to be designed to operate in. This may
include extremes of rain and temperature which not only impacts the electronics but also the
operational capacity of batteries in remote equipment.
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6.

Ocean Monitoring

The world's oceans cover 71% of the Earth's surface and it is an important resource for the planet
strongly influencing on our weather and being a major source of food. However, little is known about
the oceans and it is vulnerable to man’s activities. We have become increasingly aware of this and
there are now concerns about the impact of accidents at sea, pollution spills, ocean acidification, loss
of wildlife, and also the relationship between the oceans and climate change. Thus, there has been a
major effort to introduce more monitoring particularly of sea temperatures which influence weather
and pollution which has major negative impacts om sea life. Although oil spills have been a major and
growing concern for the past 50 years more recently man has realised that there is a major problem
with plastics in the oceans. According to research, about eight million tons of plastic enters the ocean
every year. A new report has warned that there will be more plastic in the oceans than fish by 2050
unless drastic action is taken now [107]. This has led to research into ways of eliminating further
plastics entering the oceans and also novel means for removing plastic from the oceans.
As little is known about sea life there is interest in mammal and fish monitoring with the aim of
managing Earth's biodiversity. The aim of this is protect the integrity and health of species, their
habitats, and ecosystems. It is, however, difficult and expensive to monitor animals in their natural
habitats due to their complex movement patterns and individual behaviors. This is particularly
challenging for species that live in remote regions where the use of traditional monitoring methods
can be difficult, time‐consuming, and expensive. The use of manned survey vessels and aircraft for
monitoring is expensive and increasingly the use of autonomous vehicles is being exploited for
monitoring. This is being used for monitoring mammals, sharks for swimmer safety and also for remote
strcutures such as wind turbines. Going beyond this there is also increasing automation of sea-going
vessels in general and this is leading to the concept of fully autonomous ships.
Another area that has been growing in recent years is the use of electonic tagging. The size, cost and
weight of tags has reduced significantly allowing even the smallest animals to be tagged. This is
providing detailed information on animals below the seas and their migration paths. Newer tags are
now being built with minature transmitters that can be used to wireless transfer data either via radio
or via satellite communications. The same technology is being exploited to aid fishermen such as for
identifying the location of lobster plots and also monitoring the lobsters themselves.
Specific areas include:
•
•
•
•
•
•
•
•
•
•
•

Predicting weather conditions
Autonomous vehicles for monitoring and surveillance
Autonomous ships and future impacts on oceans
Wind turbine inspection
Oil pollution monitoring and clear up
Coastal monitoring of phytoplankton blooms and jellyfish swarms
Plastic pollution monitoring and removal
Mammal monitoring
Shark monitoring
Monitoring of fish migration and stock levels
Lobster pot tracking and lobster monitoring
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6.1 Isocline Monitoring (Sea Temperatures for Weather)

Figure 55. Simulation of sea-surface temperatures (Source: Geophysical Fluid Dynamics Laboratory [108]).

The oceans are a key factor in the weather that we experience as they cover 71 percent of Earth's
surface. Thus scientists spend conisderable effort monitoring the oceans via satellittle data and also
via direct measurements. This information is used in complex models to predict the weather patterns
which may have dramatic consequences for the population (particularly near coastal regions). One
important parameter that is being increasingly monitored is the sea surface temperature (SST). The
link between this and the Earth's atmosphere [109] leads to great insights into weather pattens. The
SST provides fundamental information on the global climate system and is an essential parameter in
weather prediction and atmospheric model simulations [110]. It is also also important for the study of
marine ecosystems.
It has been found that SST data is especially useful for identifying the onset of El Niño and La Niña
cycles [111]. During El Niño, temperatures in the Pacific near the equator are warmer than normal.
However, during La Niña the same area experiences colder than normal ocean temperatures. These
cycles are caused by multiyear shifts in pressure and wind speeds, and affect ocean circulation, global
weather patterns, and marine ecosystems.
The SST measurements made benefit a wide spectrum of operational applications, including climate
and seasonal monitoring/forecasting, military defense operations, validation of atmospheric models,
sea turtle tracking, evaluation of coral bleaching [112], tourism, and commercial fisheries
management. In order to measure SST, scientists deploy temperature sensors on satellites,
buoys, ships, ocean reference stations, and also use marine telemetry [113]. The NOAA-led U.S.
Integrated Ocean Observing System [114] and NOAA's Center for Satellite Applications and Research
(STAR) [115] merge their data to provide SSTs worldwide.
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6.2 Autonomous Vehicles for Monitoring
As highlighted there are a number of potential monitoring applications in the ocean. These include sea
temperatures for weather prediction, monitoring accidents at sea, pollution spills, ocean acidification,
wildlife, and also the relationship between the oceans and climate change. Traditionally, large ships
have been used to take measurements, however, ships are very expensive and burn huge amounts of
polluting diesel fuel during their operations. Unmanned vehicles offer a more cost-effective solution
to monitoring. Typical applications include marine environmental monitoring, maritime surveillance,
metocean data acquisition, fisheries and aquaculture management, marine mammal detection,
dredge and outfall plume monitoring, CO2 studies, hydrocarbon detection and pipeline leak detection.
Increasingly autonomous platforms are being used to gather data such as
the Wave Glider SV3 [116], from Liquid Robotics (now a Boeing company)
in Figure 56. This is a self-powered, low profile, platform that can carry a
variety of sensor payloads and provides, data processing, storage and onboard communications. It is capable of long-range, extended deployments
(up to one year) with minimal human intervention being propelled by wave
generated energy. The SV3 can explore more than 90% of the world's
oceans. Currently, solar panel arrays provide power for the on-board
systems, but these can be compromised by algae growth which is the
limitation to longer deployments. This platform is unusual in that it also has
a module underneath that can be deployed that glides underwater to
gather data at lower depths.

Figure 56. Wave Glider (Source: THHINK Australia)

6.3 Underwater Gliders
It is also possible to have underwater gliders that use
small buoyancy changes to move up and down in the
ocean. The glider uses wings to convert the vertical
downward motion to horizontal motion to propel itself
forward. This is a very efficient giving them significant
range and duration compared to vehicles that are
propelled by electric motors. Gliders can operate for
several months if required following an up-and-down
saw-tooth profile providing data at different depths. A
number of different gliders exist operated by navies
and ocean research organisations. A typical glider [117]
is shown in Figure 57.
Figure 57. Sea Glider (Source: Kongsberg)
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6.4 Autonomous Ships

Figure 58. Ship Automation Leading to Autonomous Ships (Source: Rolls-Royce Plc)

Although this section concentrates on ocean monitoring it is important to also understand the impact
that shipping has not only on trade but also on the environment. Over 90% of world trade is carried by
ships, making them pivotal in the world economy. It is the most economical and the least
environmentally damaging form of transport. Without ships, the transport of raw materials and the
import/export of affordable food and manufactured goods would not happen. The growth in seaborne
trade has averaged 4% per annum since the 1970s. By far the most efficient mode of transport for the
movement of goods, the shipping sector is expected to grow by 150-250% over the next 30 years [118].
This growth of course raises concerns on the potential effects on congestion within busy waterways
leading to improvements in navigation technologies but also on the environment. The European
maritime industry is spearheading environmentally friendly technologies. For example, European
equipment suppliers have provided on-board total waste management systems ahead of future
environmental regulations. In the industry, world-wide ship management systems are being linked
with ship fouling efficiency metrics and navigation systems to optimize performance to reduce shipping
costs, fuel consumption, and emissions. This is being addressed through the introduction of ICT
technologies and algorithms to optimise shipping movements and port operations. There is also a big
push to improve safety across all types of shipping due to high-profile accidents. Here the use of more
automation is predicted with roadmaps being announced for autonomous ships as shown in Figure 58.
This indicates that increasing levels of autonomy will be introduced to reduce crew levels. Firstly,
remotely piloted vessels will be adopted in a 10-year timescale in coastal waters, leading to remote
piloting of vessels in the oceans by 2030, with a long-term goal of fully autonomous vessels by 2035.

6.5 Wind Turbine Inspection Using Drones
Increasingly wind turbines are being
located offshore to provide our electrical
needs. Wind turbines need to be
inspected manually, both during
maintenance
and
construction.
Traditionally, wind turbine inspection has
been a slow process and it is also
inherently
dangerous
particularly
offshore. There is thus great interest in
the and the use of drones for wind turbine
inspection as this can vastly speed up the
process, making it both easier and safer.
Figure 59. Wind Farm (Source: Renewable Energy Hub UK)

This is a growing area and already a number of companies provide drone inspection services for wind
turbine monitoring and maintenance [119, 120, 121].
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6.6 Pollution monitoring
6.6.1

Oil spills

The ability to remotely detect and monitor oil spills [122] at sea is becoming increasingly important
due to the threat that it poses for marine wildlife and the ecosystem [123]. The risk and lieklihood of
oil slicks occuring is also increasing as the demand for oil-based products increases and shipping routes
busier. In this domain there is a lot of interest in remote sensing [124] for the early detection of slicks.
Key information of importance is the location of the slick, the size of the slick, the nature of the oil and
also the predicted movement towards areas of concern. This information is needed in order to organise
successful clean-up operations to save threatened wildlife and also maintain the balance of the local
ecosystem. The information collected can also be used to provide a damage assessment as well as to
identify the polluting source. A key tool is remote sensing via satellites and aircraft. There are two key
techniques based on passive systems that utilise sensors that detect the reflected or emitted electromagnetic radiation from natural sources in the visible spectrum, reflective infrared and thermal
Infrared and active systems that detect reflected responses from objects that have been irradiated by
radar or laser systems.
If a satellite system is used then in order to detect an oil slick then it must have:
•
•
•
•

High temporal resolution, to monitor the changing nature of the oil and threat to the ecosystem
The ability to image a given area regardless of cloud cover/prevailing weather conditions and time
of day
High spatial resolution to identify individual small oil patches (known as windrows)
Wide spectral resolution, which is important for distinguishing between the oil and sea water

However, the major problem at present is that there is no space or airborne system that meets all of
these requirements. The remote sensing techniques of oil pollution detection currently available can
be found in [125]. Typically, visual techniques and optical satellite images are used for detecting slicks
however, in some cases radar-based techniques are required especially when spills cover vast areas of
the marine environment or when the oil cannot be seen or differentiated from the surrounding water.
In practice it is difficult to distinguish between oil and water as there are complex signatures which
need to be analysed carefully to locate the spilled oil.
A picture for a typical oil spill is shown opposite
for a spill on the Lebanese Coast in 2006 [126].
This was taken using a SAR (Synthetic Aperture
Radar) picture as it is effective for discerning
slicks. Notably oil stongly damps short waves
measured by the SAR and thus oil spills appear
as a dark patch on the SAR image. An added
benefit is that SAR image does not depend on
weather (clouds and sunshine), which permits
the showing of illegal discharges that most
frequently appear during night. SAR can also
survey storms areas, where accident risks are
increased. For detecting oil pollution study the
C-band radar frequency is needed with VV
polarization and a 20 to 45° incident angle.
Figure 60. Oil Spill off Lebanese Coast (Source [126])
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The satellites that offer this are ERS [127], RADARSAT [128] and Envisat [129]. In addtion the SAR
imagery from the ERS satellite can also identify the surface wind characteristics from an orientation of
the organised structures in the atmospheric boundary layer (convective rolls) and from backscatter
variation near islands and capes. This information can be used to predict the impact of weathering on
the oil slick. The different available radar systems provide different spatial coverage (100 x 100 km for
ERS-1 and ERS-2; 300 x 300 km for RADARSAT, and from 100x 100 km to 405 x 405 km for ASAR Envisat).
However, a major issue is that as the satellites move the coverage frequency is only every 35 days for
ERS. The RADARSAT SAR and Envisat ASAR provide coverage every 2-3 days.
As satellites cannot cover areas all of the time airborne oil spill monitoring is also needed. Already
there are many specialised airborne remote sensing systems around the world. These are often
operated with the intent of deterrence but can also support oil spill clean-up activities. Experiences in
the 1970s and 1980s resulted in the development of a multitude of sensors for detecting spills based
on infrared/ultraviolet line scanners, microwave radiometers, laser fluorosensors, and X-band radar
systems. The current attention is on the automated processing of remotely sensed oil spill data
acquired by airborne multi-sensor platforms in terms of data analysis and fusion [130]. Although
airborne sensing is far more expensive than satellite imaging it is still necessary to provide flexible
temporal sensing. Here there is an opportunity for long duration UAV platforms to reduce the cost of
airborne sensing.
6.6.2

Jellyfish Monitoring

Figure 61. Mauve Stinger Jellyfish and Malaga Beach (Source: Newsweek 20/6/2018)

Recently there have been a number of issues with jellyfish swarms. These have caused issues in
Australia, the US and also within Europe in Britany and Spain. For instance, in Málaga in southern Spain,
the authorities had to scoop up tons of “mauve stinger” jellyfish from the shore using cleaning boats
and tractors to remove jellyfish from shallow waters and beaches [131]. Although not deadly the
jellyfish can sting badly and they are thus monitored with information being provided by an app called
Infomedusa. In 2007, a giant swarm of mauve stingers decimated 100,000 penned salmon at a farm in
Northern Ireland [132].
6.6.3 Plankton Monitoring
Phytoplankton are possibly the most important group of organisms on the planet as they generate
most of the oxygen that we breath. Also, as they convert inorganic nutrients and sunlight into
vegetative matter, most marine food chains depend on their presence as a primary food source. A
small proportion of species produce highly potent toxins and the monitoring of these are very
important to ensure food safety. They generally photosynthesise to survive – although some eat other
species. They can exist in solitary form but some form chains or spherical shaped colonies. They are of
enormous importance in the aquatic food chain. Notable they have been also responsible for
producing the reserves of hydrocarbon fuels beneath the sea.
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There is thus interest in monitoring phytoplankton with
national programmes around the world. By understanding
phytoplankton populations and dynamics around the
coastline it is possible to identify especially those that cause
shellfish toxicity. Phytoplankton is also an indicator of water
quality and so it is common to take samples to identify if there
are any harmful or toxic species. Most individual
phytoplankton are too small to be seen with the naked eye,
however, when present in high numbers there may be a
dramatic discoloration of the water (see Figure 62) which can
be seen in aerial photos.
Figure 62. Phytoplankton Bloom (Source: http://microbewiki.kenyon.edu/index.php/File:Red_tide_genera.jpeg)

This population growth or algal bloom can be rapid, and typically occurs when the temperature and
nutrient levels rise, usually in late Spring and Autumn. The colour of a bloom can vary from a green to
a dark red colour depending on the phytoplankton present. While blooms provide food to organisms
higher up the food chain, too much phytoplankton can also do harm as dissolved oxygen becomes
rapidly depleted as the phytoplankton die, sink to the bottom and decompose. This can result in the
death of other organisms including shellfish, crabs and fish.

6.7 Plastic pollution
Another form of ocean
pollution that is now receiving
great attention is plastic
pollution. Reports are now
warning about the potential
impact of this on marine life
and also in terms of the human
food chain. It has been
estimated that if something is
not done there will be more
plastic in the oceans than fish
by 2050.
Figure 63. Plastic Pollution (Source: Green News Ireland)

According to research, about eight million tons of plastic enters the ocean every year [133]. This plastic
pollution is accumulating in five areas where sea currents converge, called the gyres and notable there
is now six times more plastic than zooplankton in these five ocean areas. Disturbingly, one of the areas,
the Great Pacific Garbage Patch, has formed a vast semi-dissolved island of plastic waste which is twice
the size of France.
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6.7.1.1 Ocean Cleanup

Figure 64. The Ocean Cleanup System (Source: Ocean Cleanup)

This realisation has led to a number of initiatives to try and address the problem by either protecting
against further waste being produced or via technologies to clean up the ocean. An example is the
project Ocean Cleanup [134]. This was started by 20 year-old entrepreneur Boyan Slat who is using
long floating barriers that work with ocean currents to passively collect the rubbish. Since most of the
current flows underneath the barrier and the plastic floats at the top, this approach prevents fish and
other marine species being captured by the barrier. A pilot deployment was made in coastal waters in
2016. The system consists of a 600-meter-long floater that sits at the surface of the water and a
tapered 3-meter-deep skirt attached below. The floater provides buoyancy to the system and prevents
plastic from flowing over it, while the skirt stops debris from escaping underneath. The floating systems
are designed to capture small millimetre scale plastics up to large pieces of debris such as discarded
fishing nets (ghost nets), which can be tens of meters wide. The barriers move autonomously with
currents and roam the gyres. Real-time telemetry will be used to monitor the condition, performance
and trajectory of each system with the electronics and warning lights being powered by solar energy.
Models predict that if a fleet of 60 systems covering millions of square miles were rolled out 50% of
the Great Pacific Garbage Patch could be cleaned up in five years. By deployment in the 5 main gyres,
combined with source reduction, the Ocean Cleanup project aims to remove 90% of ocean plastic by
2040.
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6.7.1.2 SeaVax

Figure 65. SeaVax (Source: www.blue-growth.org)

In the UK a ship is being developed called the SeaVax [135] which is a giant ocean vacuum cleaner. The
expectation is that this will be able to suck up to 22 million kgs of plastic a year. The aim is to suck up
all sizes and types of rubbish which is then ground down and stored in the SeaVax tanks. It will be
powered by solar and wind-power and will be autonomous. Sensors will be used to detect the rubbish
as well as sonar technology to protect marine and bird life. The first ship has been built but significant
funding is required to build more.

6.8 Mammal monitoring
There is increasing interest in mammal monitoring to understand behaviour but also the impact of
man on various mammal species. Visual monitoring for marine mammals is usually carried out from
aerial, ship‐based, or land‐based survey platforms. Ship‐based surveys are still the most commonly
used for open‐ocean abundance surveys. However, these are very time‐consuming and costly. Aerial
observations have a key advantage of providing coverage of large areas over short time periods. Again
these are costly and are limited by flight regulations and safety considerations particularly flying low
over the ocean. Aerial platforms also tend to travel at a much higher velocity compared to ship‐based
surveys. This has implications and may affect detection probability, depending on the diving/surfacing
intervals of the animals under study in relation to the speed at which the platform passes overhead.
Monitoring is either done directly by human observers or indirectly by humans using images or videos.
More commonly a combination of both approaches is used as humans can scan larger regions and
images and videos which are more local can be analysed later. Due to the cost of providing aerial
observations from aeroplanes and helicopters Unmanned Aerial Vehicles (UAVs) are now being used
increasingly for animal surveys [136]. These have the potential to carry out relatively large‐scale aerial
image‐based surveys at a fraction of the cost of manned aerial surveys. They also remove many of the
safety issues associated with manned aircraft [137] [138] flying over oceans, in narrow fjords or in
remote polar regions. It is also possible to buy multiple platforms in the place of a single aircraft. A
typical commercial platform that is less susceptible to wind conditions costs around $7000. This allows
greater flexibility in survey design, for instance by flying two or more platforms at specific time lags
rather than employing a double‐back manoeuver [139].
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A key advantage is that UAVs can collect high‐resolution aerial imagery in a manner that is unobtrusive
to marine mammals. This is particularly advantageous when performing studies focused on animal
abundance and distribution. UAVs are still, however, limited by flight time and range. Environmental
conditions such as light and wind can affect the ability to operate UAVs and detect mammals. In Arctic
and sub‐Arctic regions, in particular, weather is a major issue with cold temperatures, strong winds,
and seasonally low light levels.

6.8.1

Whale Monitoring

Figure 66. Monitoring of marine mammals in Cardigan Bay (Source: Sea Watch Foundation)

Marine mammals differ from other ocean species as they feed in the deep oceans but breathe air from
the surface. Observing and monitoring these animals can therefore be challenging. In particular, there
are concerns when man performs underwater activities such as piling or seismic surveys which may
disturb sensitive wildlife. In some cases it is necessary to know if there are any animals present.
Although it is possible to listen for whale song using passive acoustic techniques such as hydrophones
whales do not always sing.
Sonar can also be sued to detect whales through their
interactions with the surface and bubbles from the wake
as shown opposite. This has the added advantage that it
is also possible to observe whale clicks and whistles on the
screen. Omni directional sonars can thus be used to
establish if a mammal is present or not. The plot opposite
is from Simrad omni sonars that transmit both 360°
horizontally and 180° vertically. This gives the added
advantage of following the animal from the surface into
the deep ocean.
Figure 67. Sonar Picture of Whales (Source: Simrad)

Using aerial surveys it is possible to track large numbers of whales. For instance, Norwegian aerial
monitoring has identified that 820 humpback whales visit the fjords in north Norway during winter
(November–January) to feed on herring [140]. These numbers correspond to approximately 82% of
the estimated Barents and Norwegian Seas’ population. Additionally, large numbers of killer whales
also visit the fjords in north Norway. Here a number of missions using UAVs for monitoring have been
performed to assess the effects of both environmental‐ and aircraft‐related variables on detection
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certainty as well as impact of wave turbulence (sea state), luminance, and glare. The UAVs successfully
recorded a total of 50 humpback whales, 63 killer whales, and 118 unidentified sightings.
6.8.2 Harbour Porpoises
Harbour porpoises typically surface only briefly and tend to avoid noise and large obstacles such as
boats so are difficult to observe. They are quite small and often they are only seen for a few seconds.
As a result it is easier to try and detect them via use of fixed or towed hydrophones rather than visually.
The use of sound detection allows individual vocalisations to be identified and recorded over a period
of time. Recording the number of clicks and whistles also gives an idea of what the animals are doing
at the time that they are located.
Despite the difficulty in trying to spot harbour porpoises manned aerial surveys are still used for
monitoring in open coastal regions and oceans such as the North Sea, however, a problem is that the
animals tend to congregate in narrow bays and fjords. The aircraft need to fly low and the winds in
these areas are unpredictable. This makes use of manned aircraft more perilous and so there is
considerable interest in the use of UAVs for monitoring in these locations. Work such as that in
[141,142] from field trials of UAVs have recorded 57 harbour porpoise sightings.

6.8.3

Dolphins

Sea Watch [143] is a UK charity that monitors
cetaceans (whales, dolphins and porpoises) in
British and Irish waters for their conservation. In
one project the charity has been using a low cost
drone (DJI Phantom 3) to monitor the semiresident 200-300 bottlenose dolphin population.
The team uses photo-identification, boat-based
surveys, acoustics and land-based surveys to
build up a picture of the local environment as well
as the abundance, distribution, reproductive
success, and social relationships of the
bottlenose dolphins.
Figure 68. DJI Phantom Drone (Source: Sea Watch Foundation)

To obtain the data a combination of DSLR cameras, video cameras and GoPro’s are used. GoPro
cameras have the advanatge that they can be operated close to or below the surface to identify
individuals and and their gender. The drone is used to photo-identify individuals and study group
structure and behaviour more closely. The individual botllenose doplhins can be identified from their
dorsal fins via nicks, notches, scratches and discolouration. Notably from a boat at low eyeline to the
water it is difficult to understand exactly what the dolphins are doing when there is a lot of movement
in the water. The dolphins could be socialising, feeding, or showing sexual or aggressive behaviour. By
using a drone it is possible to get a better understanding of their behaviour, social structure and
interactions.
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6.8.4

Shark Detection

Figure 69. Known Shark Attacks Around the World up to 2015 (Source: University of Florida)

Around the world there are many shark attacks every year. In order to address this problem there is
interest in finding new ways to spot sharks and alert swimmers that they are in the vicinity and keep
beaches safe. This is complicated by the fact that there are many different mammals and objects in
the sea that makes distinguishing between them difficult. Thus companies such as THHINK
Autonomous Systems Australia is developing platforms for remote monitoring and surveillance [144].
This includes multi-rotor craft, fixed-wing platforms, and
autonomous sea going platforms which exploit advanced
satellite communications technologies. Work has been
performed on optimised use of UAVs for surveillance of
coastlines to provide a video feed to lifeguards, however,
now image processing techniques are being explored to
automatically classify objects in the sea. Already this is an
active area (e.g. SharkSpotter [145]). THHINK is currently
working on the application of AI to classify different objects
in the sea, e.g. sharks, dolphins, turtles, rays, whales,
swimmers, surfers, boats, logs, buoys, plastic rubbish, etc.
An image classifier is being developed to identify different
objects in the sea and demonstrate that it is possible to
automatically identify, classify and count objects.
Figure 70. AI for Detecting Sharks (Source: University of Technology Sydney)
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6.9 Electronic tagging
Another more invasive approach to
monitoring which can be applied to almost
any type of creature, no matter how small, is
electronic tagging. Research in animal
tagging has exploded in the last couple of
decades as a result of advances in electronics
which now means that tags can be very small
and lightweight [146]. They can be used to
transmit data about movements, migration
patterns, and interactions between wildlife
to satellites and receiver stations for more
than 10 years. One high-profile use is in
tracking bluefin tuna which are currently
being overfished.
In Figure 71 the range of different electronic
tags that can be used is shown [147].
Figure 71. Range of Available Electronic Fish Tags (Source: [147])

This includes radio and acoustic transmitters, data storage tags (DST, also termed archival tags), popup satellite archival tags (PSAT) and passive integrated transponder tags (PIT-tag). Typically, an
electronic tag is attached to a fish or mammal and information on position, movements and/or
measurements of environmental and physiological parameters are recorded wirelessly by use of a
mobile receiver or stationary loggers. In most cases tags are designed such that they do not need to
be retrieved. Some tags, e.g. DSTs, record and store information on environmental and/or
physiological parameters in the tag itself and thus need to be retrieved in order to download data.
PSATs work by storing data and then
transfer this to satellites when the tag
loosens from the fish and pops up to
the surface. An advantage of this is that
the position of the tag is recorded. The
use of electornic tags is revealing
previously unknown information on
fish behavior, habitat use and
migrations in fresh water, estuaries,
coastal areas and oceans. The use of
lower
power
electronics
and
imporvements in battery lfie also mean
that it is now possible to collect long
term data from individual fish. This
information on migration habits can be
used to better manage fish stocks.
Figure 72. Pop UP Satellite Archival Tags (Source: [147])

Tagging can also be used to assess the impact of protected areas, fishing regulation and water
pollution. Tag attachment can be via surgical implantation in a body cavity, external attachment, or
via gastric insertion in the mouth. Care must be taken, however, to meet ethical standards and avoid
potential negative handling effects from attaching the tag, effects on mortality, decreased swimming
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performance, reduced feeding and growth. If not the tag may not record the natural behaviour of the
fish.

6.10

Lobster Monitoring
Lobster fishing is big business and it is not surprising
that the industry is adopting more technology. The
approach to catching them using lobster pots leads to a
number of opportunities. Firstly, fisherman would like
to know which lobster pots are occupied as this saves
time in examining empty pots. The pots themselves are
quite expensive and finding a lobster trap in the middle
of a stormy and foggy ocean is difficult. Lobster
fisherman used to rely upon sounding equipment and
flashlights in order to find traps placed in the middle of
the ocean, however now they are turning to technology
such as GPS tracking. Waterproof GPS trackers are being
used allowing the traps to be located easily.

Figure 73. Smart Lobster Pots (Source: Department of Fisheries WA)

There is also interest in small waterproof robots called POTBots (Pictures Of The Bottom). These are
designed to be attached to lobster pots to examine and monitor the marine habitat in Western
Australia [148]. There is also interest in using tags to track Atlantic lobster as part of studies to
determine the seasonal movements of lobsters and stock abundance in the Canadian and U.S. Atlantic.
In this work adult lobsters are tagged on shore and then released into the ocean and tracked for
approximately one year, or until the lobster moults and discards its shell. Tagged lobsters are detected
by lines of acoustic receivers along the Atlantic seaboard. Receivers are retrieved manually and the
data is downloaded to reveal movement patterns and timing. These tags are also being used in
combination with autonmous Wave Gliders to get data from transponders [149].

6.11

Barriers

•

Harsh Environment - The most fundamental barrier to deployment of systems in the oceans
is the need to survive in harsh environments for long periods of time. In addition, to the
corrosive action of salt spray and seawater, which requires conformal coatings and careful
hermetic sealing of electronics, there are also the issues of fouling and algae growth. This is
currently a limiting factor in many deployments. This also adds to the cost of platforms.

•

Congested Seaways - There are issues of deploying autonomous vehicles in busy sea ways due
to the hazards of collisions. Already there is severe congestion in the waterways around
Europe and this is leading to a drive for better navigation systems.

•

Regulatory and Union Resistance - Looking to the future there is a lot of interest in more
autonomous ships. The deployment of fully autonomous ships is currently prevented by safety
regulations that dictate that all large ships must have a minimum crew of 7. At the same time
moves to try and reduce this number will meet with resistance from the Seafarers Unions.

•

UAVs for Aerial Monitoring – There have been some notable successes from the deployment
of low cost UAVs for monitoring applicaations, however, UAV systems are limited via their
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endurance time. This is aprticularly a case for smaller UAVs which tyically have a 20 minute
battery life and are also severely restricted when it comes to operation in windy conditions.
There is thus a need for deployment of larger UAVs for extended range operations and here
there is a need to address safety regulations in order to certifiy that they are safe.
•

Cost – In many of the applications cost is a key driver in many cases replacing the need for
manned vessels to perfom monitoring, surviellance and clean up tasks. Here the cost of
maintaining and operating unmanned systems needs to present a clear business case.
Likewise, many applications in the reserach domain, i.e. mammal, fish, jellyfish and
phytoplankton monitoring, are limited by the scientific bugdets available. Thus solutions need
to be cost effective. Good examples of this is the monitoring of sharks which is driven by safety
and the tracking of lobster pots which provides a clear business benefit.

6.12

Conclusions for Ocean Monitoring

There are many opportunities in ocean monitoring and it is notable that although big players are
involved in the domains of autonomous ships and provision of satellite services, there are a wealth of
opportunties for smaller companies to produce solutions. Presently, there is only small-scale
deployment of many systems for monitoring and surveillance. As the oceans are so vast (71% of the
Earth Surface) there is enormous scope for deployment. Many of the domains being investigated are
also high in terms of societal awareness, such as oil pollution, plastic pollution and severe weather
events. There is thus political and also funding support to develop new ideas. One of the biggest
domains is in the deployment of remote unmmaned vehicles as this provides an affordable means of
monitoring the oceans without the need to operate expensive ships and crews. Notably this is also
leading to ideas for autonomous craft for cleaning up oil and plastic pollution.
There is also great interest on the study and impact of humans on wildlife. This is leading to much more
monitoring of mammals, fish migration and stock levels as well as the harmful effects of phytoplankton
blooms and jellyfish swarms on coastal areas. There are also more practical reasons for monitoring
coastlines such as for detecting sharks to make beaches safe and also for lobster fishermen to track
their lobster pots. As we also move towards building structures in the sea, such as wind turbines, this
also introduces new challenges in terms of how these should be monitored and maintained and
notably a number of SMEs are already active in this area.
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7.

Concluding Remarks

This report has considered the potential application of SAE technologies in sectors that are traditionally
non-ICT sectors. An aim has been to identify applications that could be of interest to SMEs in all
member states based on the universal need and interest for the applications by society in general. The
4 key areas which have been considered are:
•
•
•

•

Home Automation – this affects us all and increasingly buildings and homes are being
equipped with efficient energy management systems, security systems, entertainment
systems and also HMIs such as Alexa to allow interaction with devices.
Smart Clothing and Wearables – people are utilising smart devices for health and well-being,
for sports and increasingly in the medical sector. The applications of smart clothing go
beyond this leading to new ideas for identity, fashion and interaction.
Smart Agriculture - food is a universal need agriculture is a major business across Europe in
both the developed and less developed countries. Here increased information is
revolutionising farming removing risk for farmers, making life easier though automation and
monitoring the supply chain from field to fork.
Ocean Monitoring - The oceans drive our weather systems and there are many issues as a
result of pollution, not only of oil but also from plastics which is currently become a key
concern for the society. Here there are many interesting applications predicting weather,
identifying, tracking pollution and cleaning up pollution and also in monitoring sea life in all
its forms.

Overall a large number of potential applications have been identified for which SMEs could develop
new concepts. Notably many of the applications identified tackle issues which are also important for
European society.

8.
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